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[bookmark: _Toc152428688]1.0 Introduction
This report will aim to answer how the field of computing has moved towards a software-based networking model on the cloud rather than more traditional networking methods. The report is organised in the following structure: Section 2 analyses how the shift towards cloud computing has affected the industry. Section 3 shows how the job of network professionals has adapted to the technical changes of the cloud. Section 4 explains how RESTful web services have been used for the change to cloud computing. Section 5 answers the question as to why software defined networks have been so heavily adapted by the industry, despite the drastic changes to the job roles of network professionals. Section 6 analyses what are the JSON and REST standards and why the interoperability between them and other applications has made this approach so favourable. Finally, Section 7 concludes the report. 


[bookmark: _Toc152428689]2.0 How the shift towards cloud computing has affected the industry.
[bookmark: _Toc152428690]2.1 What is Cloud Computing
The role and usage of cloud computing may be ever increasing over the last decade but the idea itself is not new, the idea of cloud computing can trace back to earlier than 1970. [1] Cloud computers fundamentally allow clients to access computers and processing power through the internet, though in more recent years with the rise of mobile devices has allowed for applications and services to be u wirelessly while also keeping storage low and reducing the need for high end processors. [2] With the constant technological advancements in hardware, software, and other factors such as major improvements to internet speeds and physical storage, and the reduction in power usage, it was obvious that cloud computing would make an everlasting impact on the industry.
There are three different models referred to when talking about cloud computing, shown in figure 1, which make up the three layers of the architecture. The first, Infrastructure as a Service (IaaS) provides hardware services that the client can access. The second, Project as a Service (PaaS) includes IaaS services while also including a complete service with development tools and software. Finally, Software as a Service (SaaS) allows for applications to be run on the cloud rather than on a client’s device, as a result this encapsulates all other layers. [1]
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Figure 1 Demonstration of the overlapping roles within the cloud computing layers. [3]
In mobile cloud computing, to improve speed, the device will split up the processes of an application and offload these to the cloud to process at the same time. This is computational offloading, shown in figure 2, allowing the mobile device to decide how much workload is executed on the device and, if any, is offloaded to the cloud depending on the situation. [4]
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Figure 2 The process of offloading tasks to the cloud  [4]
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Cloud Computing’s reliable hardware and software, and ability to deliver services to clients across the internet has firmly established it in current and future eras of computer systems. [2] 
The lack of an upfront cost for physical hardware and software licences has allowed for many businesses, including small startups to begin using cloud computing. Many companies only require a large amount of computational power for a short amount of time to batch process a large amount of data to allow key business operations and discovering innovative marketing opportunities, cloud computing has made this possible for companies of any size to do this. This has made it even more affordable for businesses outside of IT to begin implementing cloud computing services into their everyday operations, leading to an ever-increasing rise of cloud computing use. [1] 
The rise of ‘mobile cloud computing’ has brought with it a whole array of privacy and security issues that must be considered to protect the end users. When data is stored wirelessly onto the cloud, it can be intercepted by a third-party such as a hacker or malicious company to steal or sell your data. This has led to new security requirements made by institutes and government agencies such as the ITU or the National Security Agency in the US to protect client and companies’ data. [4] 

[bookmark: _Toc152428692]3.0 How the job of network professionals has evolved to meet the technical challenges of the cloud. 
Configuring physical network devices using a command line interface (CLI) is a slow and inefficient process and with the rise of cloud networks, it is obvious that a more user-friendly process is created. Software-based configuration tools have become more prominent allowing the end user to enter basic parameters for the network, then the program will fully install and configure the network. This has forced network professionals to switch from using the CLI to writing bespoke code and programs. [5]
The change has not been easy on the network engineers though, retraining has been necessary which is time consuming and expensive, and not all individuals or organisations will be willing or able to adapt to the new standards. Network professionals will be able to work with more speed due to this move towards programmable networks and will build closer ties with the organisations they work for as there will be more inclusion with the front-end operations. [5]
The biggest challenge and concern of the cloud is data processing and storage. For organisations to be able to use the substantial storage limits and powerful processing power, data is sent offsite to data centres through the internet, across the world. This outsourcing of data processing and storage has been the cause of a large amount of data breaches in recent years, which is obvious as the data is at its most vulnerable state while transferred offsite. Data encryption occurs while in this state, but this comes with downsides, the network engineer must carefully balance the security with the efficiency of the systems. Using more secure encryption techniques increases processing time; organisations that are constantly transferring data to the cloud would decrease in effectiveness in their systems, but this security may be worth it depending on the organisation. [6]
There are many different frameworks, such as ESPD (Efficient, Scalable, and Privacy-preserving Data) [6] and algorithms, such as SEAL (Secure and Efficient data perturbation Algorithm utilizing Local differential privacy) [7] that aim to solve this problem, although these usually come with limitations, normally sacrificing efficiency, scalability, or security to achieve whichever is the higher priority to the organisation. Algorithms such as SEAL use complex math and noisy methods to obscure and encrypt data, these methods are secure and provide incredible scalability allowing for use on large scale datasets. [7] Alternatively, the framework SEAL provides efficiency, scalability, and security, however the use of a secure key which can be intercepted and would provide instant access to the data by a malicious third party highlights a glaring vulnerability. [6]

[bookmark: _Toc152428693]4.0 How RESTful web services have been used to facilitate these changes. 
REST uses already established internet standards such as HTTP, JSON, and XML to provide lightweight and scalable services. REST uses the GET, DELETE, PUT and POST methods from HTTP to access any Application Programming Interface (API). These APIs can give access to text, images, or any other service being provided on the web such as the weather forecast. The most common file type used to store data on an API is JSON, but other options are available such as plain text or comma-separated values (CSV). RESTful services are cheaper and lightweight to run due to HTTP services being available to all popular programming languages and compatibility with all major software and hardware providers. [8]
There are many different comparisons that can be made between JSON and XML, primarily though the key differences are readability and size of data transfer. XML is much more readable than JSON, however this comes with a cost as JSON has a lower amount of data to be transferred. For large APIs that are being called hundreds of times a second, transfer efficiency is key to reduce costs and maintain performance. Furthermore, most organisations will make use of a front-end page to organise and display the information from the API, negating the positives of XML. For these reasons, JSON is the more widely used standard for storing data on RESTful services. [9]
RESTful web services make up over 70% of cloud computing services, according to [10], showing the reliability and power of processing on the cloud using RESTful services. Any tool that can work with HTTP is able to use the RESTful services, which has helped facilitate changes to a more cloud-based web due to greater interoperability between tools and programming languages. Furthermore, less training would be required due to network professional’s ability to use prior knowledge to develop RESTful services rather than having to learn new protocols and functionality from scratch. [10]
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[bookmark: _Toc152428695]5.1 What is software defined networking.
Software Defined Networking (SDN) has been introduced to simplify network creation and management because of innovations in the cloud computing field. Software defined networking is a concept in cloud computing that provides performance and ease of use for network professionals and end users. Due to the nature of cloud computing, SDN must have high reliability and must not compromise on performance. [11] 
SDN is the most common, and arguably best, network virtualisation practise in modern computing to move controlling network packets away from the physical hardware, which uses proprietary software which cannot be customised fully to the user’s requirements, to an approach that utilises software programming to control all network traffic without changing the existing network topology. [12]
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Due to the simplicity, programmability, and ease of use of SDN, it is projected to replace traditional networking technologies in the coming years. There are many different reasons for the rise of SDN in the industry, this includes: Decoupling the hardware and software to allow them to work independently from each other has allowed for quicker deployment of network devices and development of new applications, the SDN also greatly simplified the networking model to allow for convenient access and management of the network, finally the move to software has allowed for a global view of the network, which allows the network professionals to troubleshoot and optimise the network more efficiently and provides much more information to allow for improvements to be made to the network much more effectively. [12]
For a smooth rollout across the industry, security must be considered. Authentication and authorisation techniques must be considered to prevent access and common attacks such as Distributed Denial of Service (DDoS) attacks must be mitigated to ensure reliability. An advantage of SDN over traditional networking technologies is the ability to update systems in a timely manner to deal with security vulnerabilities as they arise. Although for this to be affective the system must constantly monitor abnormal traffic to detect any of these vulnerabilities earlier. There are many different techniques to prevent and mitigate the effects of these attacks, but with the constant growth of popularity, it is obvious that security on cloud services will be under constant revue and effect the trajectory of software defined networks. [12]
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The JavaScript Object Notation (JSON) is a lightweight format for storing data. JSON makes use of key-value pairs within dictionaries to store data. This data can also in the key-value pairs can be more JSON files, which allows for nesting files within files. This is incredibly advantageous for RESTful services and one of the key benefits. There are many different methods for editing and querying JSON files, such as the use of a programming language like Python. [13]
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Interoperability is the ability for computers to share information and data. This could be between applications or layers on models such as the TCP/IP model. Due to the proprietary technology in more traditional networking technologies, it is difficult if not impossible for interoperability. Due to the nature of the models, it much more difficult for interoperability on lower layers. This one of the advantages of software defined networking, by controlling the network packets with a software, higher layers on the TCP/IP model are being used which fundamentally allow for interoperability. [14]
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JSON and REST are heavily utilised by the industry, including by some of the tech giants such as Google. REST is built upon the key principles of HTTP, making it simple and easy to understand; anyone with experience using HTTP will be able to use REST. [10] [15] JSON and REST are so often used together due to REST not adding any additional headers to the messages, keeping the messages lightweight and not consuming as much bandwidth but also allowing for JSON to be used directly without needing to use a program to convert or add extra information to allow the file to transfer. [15]
The performance on mobile devices must also be considered for JSON and REST, as the use of cloud computing on mobile devices has become more popular. RESTful web services offer better performance than other methods of providing services, such as Simple Object Access Protocol (SOAP) [15]. As discussed previously in this paper, JSON is a more lightweight method for storing data, which is incredibly beneficial and becomes on of the biggest considerations when developing services designed for mobile devices. [9] Mobile devices almost entirely access the internet through wireless connections, which are known for unreliable connections and limited bandwidth usage in comparison to a wired connection; and due to these limitations, JSON files are used as the key-value pair method wastes the least amount of bandwidth when compared to other languages such as XML. [13]

[bookmark: _Toc152428701]7.0 Conclusion
RESTful services have played a significant role so far in the switch towards cloud computing and will continue in the future as more companies entirely switch to a cloud computing model. The popularity of REST has been influenced by many distinct factors, such as being lightweight, easy to learn, cheap to operate and provides excellent interoperability with other programs. REST’s use of JSON has further improved its popularity due to JSON already being well known and universally used within the industry and providing a wide range of benefits itself. 
An aspect of cloud computing that requires more research would be the privacy and security of data, although outside the scope of this report, we briefly touched upon some of the fundamental security and privacy concerns with cloud services, but more research into mitigation and prevention techniques would be necessary.
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