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Introduction

Under the influence of the rapid development of the Internet, whether it is personal life and work, business expansion, and personnel management of enterprises, or government departments, they cannot be separated from the support of the network. They touch a large amount of data at all times [1]. Indeed, the Internet facilitates communication between people, greatly improves the efficiency of enterprises and governments, and brings a lot of convenience to the development of this society. However, it also brings a series of problems, for example, Computer network information security issues. The emergence of information security issues will not only reduce the effectiveness of information utilization but also affect the pertinence of information and data. The main reason for affecting information security is the openness of the network, which leads to hacker attacks, Virus intrusion often occurs. In this case, can we encrypt and protect computer systems and computer technology, strengthen network monitoring, and achieve data security protection? Therefore, it is very necessary to ensure information security, so what is information security? From the definition of security attributes, information security should maintain the confidentiality, integrity, and availability (CIA) of information; also, it can include authenticity, verifiability, non-repudiation, and availability [2]. The same information has different values for different people. Whether something is information or data depends mainly on the judgment and perception of the recipient. Information should be regarded as a production factor, and business activities and processes cannot exist independently of information. In some organizations, integrity and possibility are more important than confidentiality.

In the development of enterprises, with the continuous development of network information technology and modern enterprise management in recent years, it is particularly important to be able to effectively ensure information security. To ensure enterprise information security, not only available security technology strategies, but also security management measures are needed. Both technology and management can guarantee the normal operation of the enterprise and truly ensure the information security of the enterprise. Therefore, strengthen the information of the enterprise and further research on the construction of the safety management system are no time to delay. For enterprises, the ultimate goal of constructing an information security management system is to use information security management to improve the security of the enterprise’s use of information technology, thereby enhancing the overall competitiveness of the enterprise. At the same time, it is also necessary to consider the standards and standardization of information security management to improve information security. The integration of the management system and the overall corporate system with internationally recognized information security management standards can combine the corporate information security management level with the corporate business development and over-draft level information management mode, and increase the overall corporate information management capabilities.

This report will discuss three information security frameworks at first, analyze the advantages and disadvantages of these three security frameworks, ISO/IEC 27000-series, PCI DSS (Payment Card Industry Data Security Standard), NIST (National Institute of Standards and Technology), and combine this information to design an approach to meet the company's information system security, governance, and compliance requirements.

Analysis of the three frameworks
1. ISO/IEC 27000-series 
The ISO 27000 series is currently the most popular information security management system guidance standard and best practice in the world. The latest statistics available on the ISO website as of the end of 2020, a total of 23,593 organizations have passed ISO 27000 certification worldwide, involving 165 countries, and the number of certifications continues to increase [3]. This report will mainly discuss the 2013 version.

After ISO 27001:2005 has been used for 8 years, the industry’s long-awaited version of the information security management system ISO 27001:2013 was officially released, and ISO 27002:2005 was subsequently simultaneously updated to ISO 27002:2013, the two main members of the ISO 27000 standard family. The standards are all updated in place. ISO 27003, 27004, 27005, and other related standards are also being revised. Compared with the 2005 version, the ISO 27001:2013 and ISO 27002:2013 standards have greatly improved in terms of framework, structure, content, logic, requirements, etc, and stipulate requirements for guiding organizations to establish, implement, maintain, and continuously improve information security management systems, and provides a more flexible implementation space. In contrast, the new standard is more practical and has stronger operability. Its main features are:
1) There are major changes in the structure. The version of ISO 27001:2013 adopts the standardized ISO Annex SL general framework—ISO Guide 83 as the structural requirement of the entire standard (same as ISO 22301). ISO 27001 expanded from 8 chapters of the 2008 edition to 10 chapters of the 2013 edition and adjusted the development of the PDCA process method from the chapter structure. In ISO 27001:2013, except for the first three chapters (scope, normative references, terms, and definitions), there are no major changes, other chapters have been adjusted, including the complete Plan (plan), Do (operation), Check (check), Act (improvement) four links [4]. After the above adjustments, the structure of ISO 27001:2013 is clearer and more rigorous, and the compatibility between management systems has been strengthened, which is conducive to the integration and integration of different management systems. ISO 27002:2013 deleted Chapter 4 "Risk Assessment and Disposal" in ISO 27002:2005, and added Chapter 2 "Normative Reference Documents" so that the chapter before the description of the security control domain remains as 4 chapters. At the same time, because of the addition of 3 control domains, the total number of chapters has increased from 15 to 18 chapters.
2) There is a difference in positioning. ISO 27001:2005 points out that the organization's information security management should be the responsibility of the organization's management, while ISO 27001:2013 emphasizes that information security is the responsibility of the organization's top management. The subtle difference in terms of the two versions reflects the strategic improvement of the new version of the standard's positioning of information security. Also, in terms of the main body of information security management system construction, ISO 27001:2005 takes assets and technology as the main body, while ISO 27001:2013 takes the organizational business relationship as the main body. Taking the organizational business relationship as the main body will make the construction process of the information security management system more consistent and reasonable, and can reduce cross-duplication. The old version of the standard strongly emphasized the process method and PDCA, while the 2013 version of the standard no longer spends a lot of space explaining the general concepts defined in other standards such as process methods and models while continuing to follow the PDCA framework, but focuses on proposing goals Requirements, the choice of specific methods under the PDCA framework is not regulated. Similarly, in terms of risk assessment methods, the new standard no longer emphasizes the identification of risk elements such as assets, threats, and vulnerabilities. Organizations can flexibly and freely choose any feasible risk assessment methods according to their own circumstances, or continue to use existing methods. It can be seen that the 2013 version of the standard has been repositioned in terms of managers, subjects, methods, and procedures. The positioning makes the operation more practical, convenient, flexible, and effective.
3) Improved requirements. The 2005 version has 11 control domains, 39 security categories, and 133 control elements. The ISO 27001:2013 Appendix A and ISO 27002:2013 text strictly correspond, including 14 control domains, 35 security categories, and 113 controls.  Elements. The 2013 version of the standard decomposes part of the control domains in the old version, integrates similar or similar control elements, and deletes some outdated and too specific control elements. Besides, in response to the development of information technology in recent years, some new control elements have been added to make the control domain and control elements more concise and clear and highlight the key points. At the same time, the inspection requirements are more clear and strict, including monitoring, measurement, analysis, evaluation, and other links, and 5W1H (what to test, how to test, when to test, when to analyze, who will analyze, who is responsible for evaluation) other methods put forward the requirements of monitoring and measurement. On the whole, the 2013 version of the standard reduces the focus on technology implementation and increases the requirements for management control, which is more in line with the golden rule of "three-point technology and seven-point management" in the field of information security.
2. PCI DSS
PCI DSS is a technical and operational requirement for the protection of cardholder information formulated by the Payment Card Industry Security Standards Council (PCI SSC) [5]. PCI SSC was jointly established in 2006 by five payment brands: Visa International, MasterCard International, American Express, American Discovery Finance, and JCB International.  PCI SSC has also formulated the PIN transmission security standard and the "Payment Application Data Security Standard" that regulates application security. PCI DSS applies to all entities involved in payment card processing, including merchants, payment processors, acquirers, card issuers, service providers, and all other entities that store, process, or transmit cardholder data. Among them, all payment industry participants such as acquiring banks, payment gateways and online merchants engaged in five major card organization e-commerce transactions such as Visa and MasterCard must pass the PCI DSS certification.

PCI DSS is divided into 6 major areas with a total of 12 requirements, mainly including: establishing and maintaining a secure network and system, protecting cardholder data, maintaining vulnerability management procedures, implementing strong access control measures, regularly monitoring and testing the network, and maintaining Information security policy. Each PCI DSS requirement has very detailed safety requirements rules for strict control during safety certification. For example, it is required to point out that protection methods such as encryption and hashing are an important part of cardholder data protection. Unless absolutely necessary, storage of cardholder data is not allowed. PCI DSS is a technical baseline standard that has a greater degree of compatibility and interoperability with ISO/IEC 27001 and its series of information security standards. Compared with the compliance requirements of other business areas, such as the Sarbanes-Oxley Act, the Financial Services Modernization Act, the US Federal Financial Institutions Inspection Commission, etc., PCI DSS is more focused on protecting stored payment account information and minimizing unauthorized intrusion or the risk of account security incidents. But the relationship between PCI DSS and these bills is complementary and mutually reinforcing.

To ensure the correctness and application of PCI DSS, PCI SSC continuously checks the application status of the standard, and adjusts relevant requirements according to the development of information technology and security trends, and updates the version every 2 to 3 years to meet actual needs.

1) The authorization evaluation system of PCI SSC. PCI SSC implements the authorized evaluation system of "Approved Scanning Vendors" (hereinafter referred to as ASV) and "Qualified Security Assessors" (hereinafter referred to as QSA) for merchants, acquirers, card issuers, and service providers Suppliers provide security scanning and assessment services and issue compliance reports and compliance certificates. In foreign countries, the certification bodies authorized by the PCI committee include Applus, Trustwave, Mcafee, atsec, UL, etc.  At present, the companies that carry out PCI DSS certification services in my country are foreign companies or their domestic partners in my country.

2) PCI DSS certification review. The main process of PCI DSS security certification is completed by QSA, a third-party compliance security assessment agency authorized by PCI SSC. Contains 12 requirements in 6 fields, and nearly 200 review items. The certification process includes three stages: self-security inspection, vulnerability analysis, and security investigation performed by PCI SSC. The inspection scope covers various indicators such as software and hardware configuration, network architecture, operation system, and security mechanism, focusing on evaluating enterprise storage, processing, The ability to transfer cardholder data. In addition, based on the unified PCI data security standard and its ASV and QSA evaluation systems, mainstream international payment brands have their own clear guidelines and requirements. For example, VISA International uses the "Account Information Security" (AIS) system in the Asia-Pacific region, and uses the "Cardholder Information Security" (CISP) system in North America. The systems maintained by each payment card brand separately stipulate enforcement requirements, fines, fees and deadlines, verification procedures and roles, approval and release by compliance agencies, and merchant and service provider level definitions. Payment brands are also responsible for collecting evidence and responding to account data security incidents. Worldwide, most credit card acquirers and issuers, merchants, and service providers have passed the PCI DSS compliance assessment, or are working on compliance building.

3. NIST Cybersecurity Framework
The core of the framework describes a series of methods to achieve a specific network security state and proposes effective network security risk management methods in industrial practice as a reference [6].

1) The function includes five important elements of identification, protection, detection, response, and recovery, which are actually the overall goals proposed for network security.  These functions are in line with the methodology of PDRR (protection, detection, response, recovery), but with the addition of "identification", they are consistent with the WPDRRC (early warning, protection, detection, response, recovery, counterattack) proposed by Chinese experts.

2) The category is a network security element that is divided into functions according to the different security requirements of the organization.

3) The sub-category is a further refinement of "category" based on technical or management activities.

4) Informative references include a series of existing standards, guidelines, and practices that correspond to the safety requirements of the “sub-categories” and applay to critical infrastructure departments. Functions, categories, and sub-categories only give progressively detailed safety goals, but do not put forward specific requirements on how to achieve the safety goals. These specific requirements are reflected in the specific provisions of the standards, guidelines and practices listed in the "Informative Reference". In other words, the "NIST Cybersecurity Framework" does not propose any new safety requirements, but only clarifies a number of safety goals, and points the measures to achieve the safety goals to the specific provisions of existing standards, guidelines and practices. It is called "informative" to show that the standards, guidelines and practices cited are not mandatory, and the standards, guidelines and practices that can be referred to are not limited to this.

5) Identification: Promote the organization's understanding of cybersecurity risk management.

6) Protection: Formulate and implement relevant protective measures to ensure the delivery of critical infrastructure services.

7) Detection: formulate and implement relevant measures to identify the occurrence of network security incidents.
(8) Response: Formulate and implement relevant measures to take action on detected cybersecurity incidents.
(9) Recovery: Formulate and implement relevant measures to maintain the ability to recover after a cybersecurity incident.
The above (5) identification, (6) protection, (7) detection, (8) response, and (9) recovery are the five functions defined by the "framework core".

Design Information System Security
For Caribbean Coffee, the company’s cloud services are used to improve IT services for the company’s employees and customers. At the same time, as the company expands, its demand for network resources is also increasing, and 95% of its networks are based on wireless, in order to ensure that both employees and customers can use personal devices to access the company’s network resources, while also being able to effectively ensure the safety of employees and customers’ personal information, a better information system is needed to protect it [7].

Faced with such a large and complicated equipment situation, if only relying on traditional and completely passive manual management and maintenance methods, it will lead to a large number of maintenance personnel, low efficiency, and long processing cycles [8]. At the same time, there are various potential security threats on the external network, and the internal network may suffer from network whey, leading to various security incidents such as data loss, secret theft, and virus infection [9]. These are all caused by the lack of security protection for client users. In the face of this situation, for corporate employees, certain training is needed to curb this situation, and for customers, some warm reminders are also needed to avoid information leakage.

Regarding this system, considering that the application of ISO 27000 is a process of information management, its development method is to control the process with the purpose of maintaining the application and improving the effectiveness of information security management [10]. The ISO 27000 information security management standard application method is to effectively carry out the PDCA cycle, that is, the PLAN plan, to determine the target of this standard application activity and prepare. DO implementation, gap analysis and optimization rectification; CHECK inspection, after the optimization evaluation the standard application activities are checked; ACTION is improved, the problems found in the evaluation after optimization are dealt with, the successful experience is promoted, the lessons of failure are summarized, and the unresolved problems are placed in the next PDCA cycle.

1) The event identification and recording 
service desk (first-line) accepts events reported from users, determines the source of the event, event type, service area, etc., according to the event category table, confirms the event type, and judges whether it is a major event. If it is judged to be a major event, The incident ticket will be dispatched to the event manager for collaborative processing. After the service desk entry is submitted, the ticket handler is the service desk itself. For events that cannot be resolved, they are assigned to the corresponding second-line support personnel or support department through the functions of "transfer to agent" and "manual dispatch" according to the event category. The flowchart is shown in Figure 1.


Figure 1 Event identification and recording

2) Incident investigation and handling 
the second and third lines are in the pending work order, click the work order to accept the work order. Analyze and diagnose the incident and seek treatment. For example, during the processing of the work order, when the incident cannot be processed in time due to objective factors, you can communicate with the leader. If the incident is "suspended", the suspended time will not be included in the work order processing time. In the process of handling the incident, the handler shall be assigned to the incident by "transferring to the agent", "manual dispatch" or "rejecting to the initiator". When the "Transfer to Agent" function is selected, there will be a prompt window in the lower right corner of the agent's webpage, and there is no prompt window on the "Reject Initiator" function webpage.  "Transfer to agent" or "manual dispatch" between the second lines can only be done once. For example, after the second line A is transferred to the second line B, the second line B cannot handle the work order, and the responsible person cannot be assigned through "transfer to agent" or "manual dispatch", and the front line can only re-contact the relevant engineer through the "reject to the initiator" for processing" the second-line and third-line work order handlers judge whether the work order is resolved, and fill in the corresponding processing information in the "Processing Details" section of the work order. Select the "onsite" or "remote" processing method. If the work order needs to be changed, then the "change process" will be started. Determine whether the incident ticket is resolved (for example: customer notification, the incident ticket does not need to be processed), select the incident ticket resolver.


3) Incident closure 
The service desk (front line) will confirm the resolved incident with the user via email, even communication, telephone confirmation, etc. The service desk staff closes the event ticket and sets the close code.
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