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Introduction
	This report discusses security policies in the context of requirements for information security and the circumstances in which those requirements must be met, examines common principles of management control, and reviews typical system vulnerabilities, in order to motivate consideration of the specific sorts of security mechanisms that can be built into computer systems—to complement nontechnical management controls and thus implement policy—and to stress the significance of establishing GSSP. This includes the permission and authorization for the network access with particular features of control like log-on controls, passwords and user management. The systems provide the access control for the features like network monitoring and remote access. This report aims to discuss the basic requirements for securing the CIA triad of the Republic of Snowdenia Country Council and their information and find the possible way in which the attacks can be detected and mitigated effectively. This report provides the details of the testing and auditing approach, which the Council can adopt for establishing the better compliance with the data protection policies. 
[bookmark: _Toc38574927][bookmark: _Toc38976988]Basic Requirements of Securing CIA of Information
	Confidentiality, integrity and availability is the basic security model that is created for guiding the information security policies in any organization. The Council must underpin security model, which will be associated with the security policies and procedures of the organization. 
[bookmark: _Toc38976989]Confidentiality
	Confidentiality is a security principle, which controls the access to the vital information. This is designed for ensuring that the wrong person will not able to gain the access to the confidential information while ensuring that the right user are accessing to it. Access to the information should be restricted to the people, who are authorized for viewing the required information . The information can be categorized as per the severity and the type of the damage, which could occur to this, which will fall into any unauthorized hands. As per these categories, the strict measures must be implemented. Protecting the confidentiality can include the training for the users who share the confidential data including the authorized users with the security risk factors and teaching them for guard the data assets vulnerabilities. Moreover to the training, the password related practices and the strong passwords should be used in the Snowdenia council. 
[bookmark: _Toc38976990]Integrity
	The integrity of the data in the Council will assure that the sensitive data is accurate and trustworthy. Trustworthiness, accuracy and consistency of the sensitive data must be maintained in its life cycle. The sensitive data of Snowdenia must not be altered in security measures and transit like user access control and file permission and must be taken for ensuring that this cannot be changed by any unauthorized person. Moreover, the version control in the council must be used for preventing the unintentional deletions and changes from the unauthorized used to from becoming the threat. Other measures must be taken for detecting the modification of data, which may happen because of the non-human-actions like environmental failure or server crashed. The sensitive data must include the checksums of cryptography for the integrity verification. The redundancy or the backup plans must be implemented and planned for restoring the affected data in the security breach or integrity failure for restoring the data back to the correct position. 
[bookmark: _Toc38976991]Availability
	The data availability ensures the constant and reliable access to the sensitive data only by the authorized users. This will be best in maintaining all the software and hardware necessary for ensuring the availability of the sensitive data of the Snowdenia country council. This is important for the council for keeping up with the upgrades of the system. Proper throughput and communication can help in preventing the threats. The failover, clustering, RAID and redundancy are very vital measures, which must be considered for avoiding the data availability issues in the council. The adaptive and quick disaster recovery plan is vital for the worst case that will depend on the effective execution of the entire disaster recovery plan for the Snowdenia country council. Safeguards against the connection interruption and the loss of data must consider the unpredictable actions. For preventing the data loss, the backup must be located in the separate location from the council. For preventing the downtime because of the malicious attacks, extra security equipment and software must be used. The proactive security awareness and the crime prevention will help the Snowdenia country council for ensuring the secure and safe environment by enabling the work for continuing with the maximum disruption. The management and employees must make every effort for countering the treat in the council. 
	All the suspicious activities must be reported immediately to the IT department or the management. 
· The system must be monitored every day.
· The system must be protected with the strong passwords and log in credential so that the attacker cannot hack the system.
· The IT department should monitor the traffic on the network of the organization.
· Security tools must be installed in every system and all the employees must monitor their system with the help of the tool. 
· The employees should not share their passwords with the outsider or any other person.
[bookmark: _Toc38574928][bookmark: _Toc38976992]Critique on Previous Hacking Problems
	The Council experienced three pronged intrusion, which were implemented by one of its employees. The intrusions were based on the Man-in-the-Middle attack, access through an internet WIFI and password hacking. Followings can be possible measures in which the organization could have been detected and prevented the attacks.
Man-in-the-Middle attack detection and prevention
	Without taking the adequate steps, detecting the Man-in-the-Middle attack may be difficult for the council. If the council is not searching actively for determining and if the communication has been intercepted, the attack can go unnoticed. Checking for the adequate page authentication and installing the sort of threat detection are the main methods for detecting the attack. Having the strong encryption mechanism on the wireless access points prevents the unwanted users from joining the network. The weak encryption may allow the hacker for brute-forcing the way into the network and start the man-in-the-middle attack. The council could implement the stronger encryption method for preventing such attacks. Such attacks involve the spoofing type of attack. The authentication that is public key pair based could help the organization while communicating with the other people. If the login credential of the router of the council was strong, then it would be difficult for the hackers for finding the login credential. 
Prevention of Access through Internet WIFI
	For detecting any access through the internet Wi-Fi of the council, every system would have the own address of media access control. The router would use the MAC addresses for assigning the system on the network of the council the IP address. The IP addresses and MAC addresses of the system would be useful in detecting the access through the Wi-Fi. For preventing such attack, the council could follow the proper settings of the system. They could launch the web browser from the mobile or the computer devise, which is connected to the network of the router. The username and password of the admin panel must be strong and they could set the security and the access control advance so that if could be difficult for the hacker to access the network using the internet Wi-Fi. The best way would be for stopping anyone from accessing the network using the intern Wi-Fi was to prevent them from logging in using the router. Someone connected to the wireless router or Wi-Fi could access the shared folders on the network and the data would be loss. 
Password Hacking Prevention
	By taking some of the general countermeasures, the council could prevent the hacking of the vital passwords. The Snowdenia country council could use the strong passwords as well as the strict password policies. In the following way, the council could prevent the password hacking in more effective way.
· They could enable the security auditing for helping in tracking and monitoring the password attacks.
· They could test the applications for ensuring that they were not storing any password in the memory indefinitely. 
· They could keep the system well-patched and use the stronger authentication process.
· They could use the automated passwords reset for better protection and could have been used the password protected system.
[bookmark: _Toc38574929][bookmark: _Toc38976993]Auditing and Testing Approach for Data Protection
	For auditing and testing the approaches for the data protection, some potential approaches must be followed by the Snowdenia country council. From the risks analysis work a program of the audits must be developed. The volunteers of the data controllers for the audit and testing must be considered for the audit program in line along with the threats, in which the processing activities will raise and will be subjected to the availability of the resources.  Risk assessment and the audit planning for the Snowdenia country council should be based on the potential likelihood or the impact of the risks to the rights and freedoms of the employees. In determining such risks, the following factors can be considered.  
· The braches and the remedial actions must be identified by the audit team.
· The communications with the audit team must highlight the lack of the compliance of the data protection
· The business intelligence like the news items in public domain must highlight the issues in the data processing by the audit team or testing team.
· The statements of the information or the internal control should be published by the audit team that should highlight the challenges in the data processing.
· The external and the internal audits conducted should be related to the protection of the data and processing of the sensitive data of the Snowdenia country council. 
· The process and the implementation of the new system should have the privacy concern, which may be at risk.
· The nature and the volume of the confidential data must be processed safely.
· There should be relevant and recognized external accreditation.
· The perceived impact will be on the employee of the potential non-compliance
· The relevant information and the impact of the data protection assessment must be carried out by the audit team though the audit analysis.
In determining the potential consequences of the non-compliance on the employees of Snowdenia country council, the followings must take into consideration:
· The number of the system potentially affected
· The sensitivity and nature of the data and information being processed
· The extent and nature of the likely distress and damage caused by the non-compliance
The Snowdenia country council must recognize where they use the sensitive data and should adopt the strategy for using the data in such manner, which will suit the council and will comply with the regulatory actions the data protection system. The data compliance system should present the council with the opportunities for increasing the confidence of the management as well as the employees and to protect the information of the council.  Therefore, the council must start reviewing the policies and practices of data protection for assessing the effort, which will be needed for complying with the new data protection rules. 
[bookmark: _Toc38574930][bookmark: _Toc38976994]Conclusion
	The security of the network is the vital aspect, which is getting more attention as the internet is expanding. There are multiple tools for reducing the risks and vulnerabilities of the system to the network of the Snowdenia country council, which includes the intrusion detection, authentication mechanism, firewalls, security management and encryption. As the attackers use the attack life cycle, the council have been also force for coming up with the threat management life cycle. The threat and risk management life cycle can be designed for countering the efforts, which is made by the attackers in the most effective and rapid way. This study has discussed the security aspects of data confidentiality, integrity and availability of the data. This study also discussed the possible measures for the past attacks in the Snowdenia country council, which they could have been adopted for preventing the past attacks. There are multiple measures, which the council can take for keeping their network and data safe from any intruder.
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