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[bookmark: _2et92p0]Abstract
This project aims to evaluate the efficacy of Security Incident and Event Management (SIEM) tools. The tool of focus for this report is on Splunk and how well it can assist in detecting and mitigating cyber threats. The objectives include testing Splunk against various malware to assess its capability in being able to detect cyber threats, and evaluating the Add-ons that exist within Splunk to create tailored configurations for potential specific needs of organisations.

The methods used include setting up Splunk in a virtual machine, and then deploying malware on the system and using Splunk to examine events created by ingested logs to assess Splunk’s performance. Various malware will be tested, and an assessment of whether Splunk was able to help with detecting these attacks will be done by looking through logs that get ingested into Splunk.

Key findings of the experiment show that Splunk is a very complex tool, and the Add-ons are equally as complex. Trying to set up different configurations is a difficult task that requires great knowledge of the SIEM tool. Despite this, Splunk was able to assist in detecting each of the tested malware every time across 5 tests each. Following this, recommendations were given for configurations that an organisation may consider if it fits their needs.

In conclusion, this report showcases the efficacy of Splunk in enhancing security by how well the tool can assist with detecting and mitigating cyber threats, with the potential for ever increasing capabilities within the tool, due to the extensive number of Add-ons, which continues to grow. This project can be expanded upon in numerous ways, such as including the increase of the variety of attacks performed and increasing the variety of SIEM tools that were tested on.
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[bookmark: _3dy6vkm]Chapter 1 - Introduction 
As the world becomes more and more dependent on technology to store and send information, the need to protect this information grows exponentially. Criminals are rapidly evolving their cyber-attacks to combat against the equally rapidly improving security infrastructures. One type of tool was developed to assist in protecting networks and data, these tools are called Security Information and Event Management (SIEM). SIEM tools have emerged and have become a vital part of an organisation's security infrastructure.
The purpose of this report is to investigate SIEM tools and how well they perform their role in protecting the security infrastructure of an organisation. Various resting and analysis will be done to provide findings that will help organisations to enhance their security and make informed choices regarding the use and configuration of SIEM tools. SIEM tools ingest data from various systems, devices and servers in a network which allows for the detection and prevention of cyber threats [1].
This report aims to evaluate the efficacy of Splunk, which is one the more popular SIEM tools of choice for an organisation and evaluate its effectiveness in detecting and mitigating possible and ongoing cyber threats. This evaluation will be done in numerous ways, such as assessing Splunk’s capability to ingest data from systems, exploring different configurations and combinations of add-ons and assessing their impact and testing malware on Splunk to get a hands-on example of how well Splunk does its job in the face of an ongoing attack. After these objectives have been met, recommendations on different Splunk configurations to enhance its effectiveness to meet certain needs will be given.
In the upcoming chapters, a discussion on existing literature relevant to the topic will be given, a look into the development methodology applied to the experiment is talked about, the overall design and implementation that allows the project to function discussed in detail, the evaluation of the results of the experimenting is elaborated on, the conclusion and recommendations about the efficacy of Splunk and what configurations work the best for their jobs is given, and finally, an overall reflection of the entire project will be discussed near the end.
[bookmark: _1t3h5sf]Chapter 2 - Review of Literature
This literature review will be done by looking at research that consists of the use of SIEM tools. This will help to further my understanding of how researchers examine SIEM tools in a scholarly and comprehensive manner across various scenarios. Looking into the research surrounding the tools will help towards building up and supporting my study alongside further increasing my knowledge on the topic to assist in creating an accurate and consistent experiment.

One piece of literature on the use of SIEM tools belongs to Gustavo Gonzalez-Granadillo, Susana Gonzalez-Zarzosa and Rodrigo Diaz. This literature goes into depth about the different SIEM tools and discusses their benefits and limitations against helping to prevent attacks [2]. G. Gonzalez-Granadillo, et al. discusses how an institution like Gartner, analyses SIEM tools by positioning them into 4 categories, which are market leaders, challengers, niche players and visionaries [2]. The literature includes a table containing 41 SIEM tools from 2010 to 2020 and assigns them 1 of the 4 categories proposed by Gartner [2]. This table lists only 7 tools in the leader category, these are RSA/EMC, IBM, LogRhythm, Splunk, Rapid7, Exabeam and Securonix [2]. This literature, while providing plenty of information on SIEM tools and their general ratings throughout the years, seems to miss out on a major SIEM provider that was, and still is, used consistently in an enterprise setting. This SIEM tool is Microsoft’s very own Sentinel. Sentinel released in 2019, and while the table provided by G. Gonzalez-Granadillo, et al. doesn’t provide values for 2019 because “no report was delivered in 2019”, the table does include 2020, in which Sentinel would have been active and used in enterprise settings [2] [3]. This questions the reliability of the table due to not including a major leader in SIEM tools, especially due to how cloud focused Sentinel is. The literature goes on to discuss the limitations of SIEM tools, one limitation that stood out to me was the section titled “Incomplete Data” [2]. This section mentions how none of the SIEM tools “have all the data needed to process and detect all security incidents” and claims that this is due to it not being cost effective to process all the data [2]. This is quite an interesting statement because how can SIEM tools end up being functional and be reliable if it doesn't get all the data that’s needed to detect all security incidents? I hope to analyse this claim further within my experimentation to see if the claim still holds up or not 4 years after the literature's publication. G. Gonzalez-Granadillo, et al. then proceeds to discuss the use of SIEM tools within critical infrastructures such as energy distribution, water supplies, transportation, healthcare, and financial services and comes to the general conclusion that since everything is becoming more digitalised, these services are becoming victims of cyber-attacks and that security administrators have used SIEM tools to effectively detect and prevent threats [2].

In conclusion, the result of this literature portrays that G. Gonzalez-Granadillo, et al. have displayed that the use of SIEM tools have drastically helped the security of critical infrastructure and discussed what tools were current leaders while also acknowledging their limitations that should be improved to better secure these critical infrastructures even more in the future [2]. 

Another piece of literature worth noting is titled “Risk Assessment Driven Use of Advanced SIEM Technology for Cyber Protection of Critical e-Health Processes”, written by L. Coppolino, et al. [4]. This report goes into detail regarding the use of SIEM tools in protecting smart hospitals against cyber-attacks and discusses an interesting argument where risk assessment technologies can't keep up with emerging threats, which makes critical infrastructures, such as smart hospitals, very vulnerable during these times and forces them to rely purely on their employees [4]. This pushes the suggestion that because of this vulnerability, these infrastructures are even more vulnerable to social engineering attacks [4]. L. Coppolino, et al. then proposes a risk assessment approach for smart hospitals which allows them to analyse vulnerabilities within their medical facilities, both at the IT level and the human level [4]. They achieved this approach by measuring 3 aspects, the first being how much the smart hospital was exposed to cyber threats, the second being the privacy risk involved with personal data within the smart hospital and how effective the training and awareness programs are overtime within the facilities [4]. This information is useful as it helps put into perspective how much these critical infrastructures are paying attention and focusing on protecting their confidential data.

This literature also discusses how L. Coppolino, et al. had designed a custom SIEM tool to fit the exact needs of the smart hospital in which they specifically mentioned a cloud solution, this, in theory, should drastically increase the security compared to using one that isn’t configured to their needs [4]. Following up the risk assessment evaluations and the SIEM tool customisation, L. Coppolino, et al. had experimented on the tools by simulating two attacks on the system [4]. The results of these two attacks seemingly demonstrated that the customised SIEM tool was able to detect the attacks in an acceptable time that meets the requirements that a critical infrastructure would have [4]. While my experiment won’t be tested within a critical infrastructures environment, I hope to find out how well these SIEM tools do assist in detecting cyber threats and to see if the results are comparable.

The results of this literature experiment showcase that the risk assessment evaluation proved to be successful in evaluating the security of the infrastructure, which is then used to design a SIEM tool that dramatically increases the security of the smart hospital by being tailored to their needs [4]. An important result worth noting is that the experiment mentions that it “enables the Chief Security Officer (CSO) of the hospital to identify the most critical business process”, this helps the smart hospital to prioritise some sections more than others where the data is of a higher value and has the most impact on a patient's health [4]. This literature helps to understand how even vital infrastructures, such as hospitals, are still not completely secure despite having incredibly confidential and valuable data, and systems in which a cyber-attack could potentially take down and out of service, putting people's lives at risk.

B. D. Bryant and H. Saiedian created an interesting piece of literature about the application of the kill-chain model to SIEM tools [5]. B. D Bryant and H. Saiedian states that the application of the kill-chain model to SIEM tools were “easily adaptable” and “results in improved alerts” which ended up outperforming false positive and false negative sensor rates [5]. The experiment of this literature included the comparison of the quality and quantity of the alarms generated by both a default configuration SIEM tool and a custom SIEM configuration within a virtual network [5]. While my experiment uses Splunk, B. D. Bryant and H. Saiedian opted to use LogRhythm due to the author's prior experience with the tool [5]. Nonetheless, being able to compare the results of both experiments would be interesting into how well both tools work.

The testing of this literature consisted of 26 tests on both SIEM configurations, and the results of this testing showed that in the custom SIEM configuration, 25 out of the 26 tests were detected, while only 7 out of the 26 tests were detected on the default SIEM configuration [5]. This experiment stands out amongst the others due to it not being a pure SIEM solution. B. D Bryant and H. Saiedian had opted to increase the tools used in their security system to further increase the effectiveness of the SIEM tool, these tools comprise of many different tools from Microsoft, Linux based systems, and some software from McAfee [5]. This showcases how you can further the use of SIEM tools beyond the tool itself. Implementing more tools to work in tandem with the existing SIEM tool puts into perspective how the configuration can be much more than someone may originally thought. Furthermore, the involvement of the kill-chain model has reportedly assisted the analyst and engineers in increasing the communication of the SIEMs new alarm performance, demonstrating the usefulness of integrating the kill-chain model into the use of SIEM tools [5].

While the other pieces of literature did not mention any testing of a default configuration SIEM tool, the results of the custom SIEM configurations seem to match across all the literature. My experiment also aims to test SIEM configurations, in which these pieces of literature will assist in having existing work to compare to once the experiment is done. 

A third piece of literature worth looking at belongs to B. Al-Duwairi, et al. which is titled “SIEM-based detection and mitigation of IoT-botnet DDoS attacks” [6]. This literature delves into the discussion of using SIEM tools to detect and mitigate DDoS attacks caused by Botnets from IoT devices [6]. B. Al-Duwairi, et al. provides a real-world example with the “DDoS attack against Dyn DNS service” as an example as to why these security systems should be improved [6]. The authors propose a system that uses Splunk to monitor specific packet types to implement a system that detects the IoT botnets [6]. B. Al-Duwairi, et al. describes that the system automatically configures the firewall to add new rules which ends up blocking the traffic from the attacker [6]. The literature mentions that while Splunk does come with predefined source types, it doesn’t recognise the IoT traffic which gets captured [6]. The authors solved this issue by defining their own source type, but it was surprising to see that Splunk didn’t natively support it [6].

The conclusion of the report by B. Al-Duwairi, et al. shows that the SIEM system put in place, does effectively detect, and block the DDoS traffic from IoT devices, showcasing how capable SIEM tools are at protecting against attacks [6].

Each of these literatures generally had the same conclusion, which is that SIEM tools drastically help to enhance security, and that configuring it for specific needs increases its efficiency even more. These reports were tested in different fields, two in critical infrastructures, one in including a kill-chain model in the implementation of SIEM tools and one in mitigating IoT-botnet DDoS attacks. This shows how useful SIEM tools are due to all the different systems that benefit from the use of SIEM tools. It’s valuable to be able to look at various uses of these SIEM tools as it puts into perspective the wide range of uses and applications that they can be implemented in. 
[bookmark: _4d34og8]Chapter 3 - Development Methodology 
[bookmark: _2s8eyo1]Methodology
This project uses an experimental based research methodology to test Splunk as a SIEM tool in how well it does its job in detecting and mitigating cyber threats. The experimental methodology was chosen because it allows for the collection of evidence through rigorous testing which will be done in a simulated environment.
When looking at the research onion and its 6 layers, each layer had a section that applied to the research of the project [7]. The first layer is philosophy. The philosophy of the project would be pragmatism, this is because pragmatism is quite open ended in what the result could be. This works well for the project due to how the result differs due to the vast variety of configurations that SIEM tools can have [8].
The second layer is approach. Out of all the possible selections for the project, the one that fits it the best would be deductive. Deductive is used because of all the testing and experimenting that will be done to collect results regarding the efficacy of SIEM tools [8].
The third layer is strategy. The strategy chosen for the project is experimentation. Experimentation is chosen due to the nature of the project being based around changing the configuration of the tools to see the results of how well Splunk can do its job when given different configurations, alongside how well Splunk assists in detecting cyber threats, in which it should be quite successful with existing researching backing it up [9].
The fourth layer is methodology choices. The methodology that best fits the project would be quantitative, this is because the project will collect information on the performance of Splunk, the number of security events and effectiveness of the logs given.
The fifth layer is time horizons. A longitudinal time horizon was chosen due the nature of testing Splunk over time. Testing with various configurations is needed to evaluate how well the tool does its job in different environments.
The sixth and final layer is data collection and analysis. The data collected will be the configurations of the tools alongside the captured security logs and the simulated attacks that will be conducted within a simulated environment within a virtual machine. The data analysis will be done via collecting all the data and interpreting the data in a way that makes sense of what has been collected and then formatted in a presentable way.
The hypothesis of the project is that Splunk will provide high efficiency and effectiveness in detecting and mitigating cyber threats within an organisation when configured accordingly and paired with relevant Add-ons within the tool.
The hardware being used on the host machine is a Windows 11 machine with a CPU with 8 cores (16 logical cores), 32GB of RAM and a GPU with 8GB of VRAM.
The software being used is Oracle VM VirtualBox in which a virtual machine using Windows 11 is used to conduct the entire project. The virtual machine has been allocated 6 logical processors and 8GB of RAM and 128MB of VRAM from the host machine to increase the performance of the virtual machine [10]. The virtual machine itself is running Splunk Enterprise.
The inputs into the project are downloading and setting up Splunk on the virtual machine and simulating cyber-attacks against the system. This was done via malware samples that will be used to experiment with Splunk when configured in various ways.
The project will be conducted with validity in mind by configuring Splunk with easily accessible Add-ons within the tool and using known malware from existing malware repositories. This is done to ensure that the results can be replicated by those who wish to do so.
The reliability of the project will be ensured with plentiful testing of various configurations and the replication of testing to guarantee that the results are consistent throughout the experimentation.
The project aims to mirror a real-world situation as closely as possible, and in doing so, the findings should be closer to the results found within real environments facing similar threats. Efforts to generalise the project will be done by documenting the setups and configurations done to Splunk to allow replication. The generalisation will vary though due to the different configurations being tested for different potential needs of an organisation.
The project will be conducted by setting up a simulated environment within a virtual machine and testing known malware samples against the system with Splunk running and configured to analyse the results given by Splunk which includes evaluating the performance and security events provided by the tool. The virtual machine is used to separate the environment from the host machine to ensure that it is protected against malware usage [11].
[bookmark: _17dp8vu]Ethical Issues
Due to the nature of the experiment requiring the usage of malware, the network that is being used during the experiment could be exposed and affect other users [12]. To avoid the risk of infecting other devices on the network, the network on the VM is immediately disconnected to sever any connection to the host machine and the network it is connected to. This will allow the experiment to be conducted while not affecting those who are also sharing the network.
[bookmark: _3rdcrjn]Risks & Limitations
With a similar point to the “Ethical Issues” section, malware can be extremely dangerous to experiment with. One such risk would be executing the malware on a VM with the network still attached or without adequate security configurations taking place on the VM itself. An example of this would be installing “guest additions” on the VirtualBox software. This is because “guest additions” allows for closer access to the host machine to gain quality of life features on the virtual machine, such as being able to increase the resolution of the virtual machine which is normally locked to a particularly small setting [13]. Another risk would be not turning off the network while any malware is running on the system, this is because some malware can spread through the network and infect other devices [12]. This risk will be combated by making sure the network is disconnected completely on the virtual machine before executing the malware. Furthermore, a snapshot of the virtual machine will be taken right before any malware will be downloaded, which allows the virtual machine to be reverted completely back to a malware free state before the network is re-enabled.
The experiment does have some limitations worth noting. One is the realism of the simulated environment. While care has been taken to simulate a real-world environment, it would be incredibly difficult to simulate what an enterprise environment would be and would consist of many machines being connected and sending logs to be ingested at the same time [14]. Another limitation is the potential subpar configuration of Splunk, there is potential for the configuration to not be up to standards, and while this shouldn’t affect the results negatively very much, it may limit how successful the experiment may be. A third limitation would be the lack of variety of SIEM tools being used. While Splunk by itself is a very widely used and trusted tool at an enterprise level, it doesn’t speak for the efficacy of other SIEM tools. This will be worked around by going into great depth on Splunk and numerous configurations possible within it. 
[bookmark: _26in1rg]Chapter 4 - Design & Implementation 
[bookmark: _lnxbz9]Design
The design of the project was the configuration of Splunk, a SIEM tool. There were many SIEM tools to choose from, Splunk, Microsoft Sentinel, ELK Stack, Graylog, LogRhythm and much more. The tool that was chosen for the project was Splunk, this is because when compared to the alternatives, Splunk fit the part for ease of use, swift setup, high quality user interface, configuration needs and scalability [15]. Other tools also have some of these and more. ELK Stack for example is known to be highly scalable with great configuration, has great customisation variety and is also open source [16]. This puts it at a cost advantage over Splunk, but ELK Stack is more complicated to set up and isn't quite as user friendly as Splunk [17]. Splunk offers a ton of add-ons to incorporate into the configuration which speeds up the setup dramatically, while also adding extra support for other systems.
Splunk also has plentiful learning resources and even industry recognised certifications to help show off your knowledge, the only other SIEM tool that has them at this quality would be Microsoft Sentinel [18] [19]. Sentinel wasn’t chosen for this project due to being a very expensive option and only being usable with cloud-based systems, which an organisation may not be using [20]. With all the positives and negatives of each tool compared to one another, the result was that Splunk would be the better tool to use in this experiment.
For Splunk to do its job, it needs to be configured accordingly. This experiment uses various Add-ons that are easily accessible and findable within Splunk itself to help configure the tool in a more precise and efficient way. These add-ons will be talked about in depth in the “Implementation section.”
A virtual machine would be used as a simulated environment to perform testing on, the software options for these were VirtualBox and VMware. Ultimately, the decision ended up being in VirtualBox’s favour. VirtualBox is open source which makes it a lot more accessible to people, and because of this, VirtualBox has extensive documentation from not only from officials but also from consumers [21]. This makes any sort of troubleshooting and optimisation a lot easier. VMware is also considered to have better performance compared to VirtualBox, but the experimentation of the project wasn’t designed for demanding usage. 
One thing to consider is that VirtualBox doesn’t have integrations with cloud services, while VMware does include integrations with cloud services with some of VMware's different versions [21]. Regarding the experiment, the inclusion of cloud services does not matter but it may be worth considering if testing on the cloud was an idea for a future experiment.
VirtualBox needs an ISO file of an operating system to create a virtual machine. The choice for the operating system was Windows 11, in which the ISO file was gathered from Microsoft themselves. This is because Windows is the leading operating system for general business use and while Linux distributions are used widely in an enterprise environment, most logs pulled into SIEM tools are likely to be from Windows systems [22].
One vital part of the experiment would be the attack simulation. This will be done by collecting malware from a known repository called “The-MALWARE-Repo” which is managed by the user “Da2dalus” on GitHub. This repository was chosen due to having plenty of known malware which has been categorised by their type within the repository itself. This makes choosing specific types of malware, such as trojans and spyware a lot easier. The malware being tested is a spyware called “AgentTesla” and 3 trojans, called “Alerta”, “Whiter.A” and “NoStart”. These were chosen at random so that a malware that was known by me, isn’t chosen which would make the testing unreliable as the effects of the malware would be already known and easily detectable.
All these parts of the design will be kept consistent throughout testing, except for the configuration. To test the efficacy of Splunk, testing against different configurations is a must. Every other aspect will be kept the same and used in the same manner throughout the experiment to ensure that the testing is valid and replicable.
The first part of the project is setting up the virtual machine with VirtualBox, this was a simple process and default settings were used in all fields except for resource allocation for RAM and CPU core counts. Once the virtual machine was set up, the next thing to do was to install Splunk enterprise on the VM. To do this, the “Splunk Universal Forwarder” needed to be installed onto the system.
There were some issues with installing the Splunk Universal Forwarder, and it was faster to revert to a VM snapshot taken just before setting it up, than it was to get rid of and reinstall the forwarder. Numerous reversions back to the snapshot was needed to get the forwarder set up correctly. The purpose of the Splunk Universal Forwarder is to collect system data and forward it into Splunk for the logs of the system to be usable within Splunk.
[image: ]
Figure 1, illustrating numerous virtual machine snapshots.
When setting up the data to be ingested, there are a lot to choose from. The scope of this project only warranted the use of System, Security and Application logs, so only those were chosen. The rest of the logs have their uses, but in context of the experiment, only the 3 previously mentioned were needed.
[image: ]
Figure 2, illustrating the setup of logs being ingested into Splunk.
Windows Defender logs were also included by creating a subscription inside of the Event Viewer for the Windows Defender logs, that were to be included in the forwarder that’s sending data into Splunk. 
When installing Add-ons to configure and test, it turned out that my knowledge of the tool simply wasn’t enough to properly configure them. This had put a big hole in the experiment that now needed to be filled. Originally the testing against a relatively unconfigured Splunk was to be quite low, and more of the focus being on a Splunk configured with Add-ons. This changed and as a result, testing was increased on the relatively unconfigured Splunk to see how useful Splunk was before tailoring its configuration to an organisation's needs. Not everyone will be competent in configuring a SIEM tool incredibly well right at the start, and having a working baseline SIEM tool is likely to still be better than having no SIEM tool at all. The following experimentation will put this idea into play and see how truthful it is.
[bookmark: _35nkun2]Implementation
Now that Splunk was up and running, it was time to start evaluating the tool. This will be done by looking into how log searching in Splunk feels with the default configuration, a look into how to set up alerts, a testing of malware on the default configuration, a brief analysis of some potentially useful add-ons and then finally, extensive testing of Splunk to see how well it can do its job.
With the way Splunk was set up from the Forwarder, there were thousands of logs. In which most of them weren’t relatively useful for the experiment, such as the “Available Memory” and “CPU Load” logs. These logs are useful for resource monitoring and ensuring that there isn’t some potential threat that’s using up a lot of system resources for malicious means. This isn’t useful as the experiment aims to analyse the logs that are directly caused by the malware, and use those as a means to detect it.
[image: ]
Figure 3, illustrating numerous logs being ingested into Splunk.


Splunk allows you to filter the search results very easily. This is done by adding various syntax to the search by clicking on any point in a log and adding/excluding it from the search results. This drastically helps in refining the logs displayed to only give those that are wanted and is especially useful if you are ingesting thousands of logs. With enough knowledge, Splunk allows you to create complex searches using its syntaxes.
[image: ]
Figure 4, illustrating the capability of Splunk’s search feature.
The search function has near limitless capabilities for narrowing down logs. It can specify certain hosts, certain IPs, Event codes, source types and much more. A basic example would be specifying the source as a Windows security event log with an error code of 4648. This shows logs where login attempts had failed. While login attempt failures will be expected in a large network, if they consistently originate from a certain host a lot more frequently than others, then it could indicate a potential attack that should be investigated further.
[image: ]
Figure 5, illustrating the usefulness in filtering the search feature to get specific log types.
Splunk allows you to save these searches as alerts. These alerts will notify you based on the configuration. In the previous example, 10 failed logins may be too little to warrant an alert. The number of logs needed to trigger the alert can be changed under “Trigger Conditions” where it is set as 0 in the default setting. The alert can be configured to search continuously in real-time or on a schedule which allows flexibility for what an organisation may want.
[image: ]
Figure 6, illustrating the configuration of alerts within Splunk.
The depth of the searches and the convenience of the alerts ends up making threat hunting quite a bit easier than expected. This is because by using alerts, potential threats can be instantly found and investigated without the need for an administrator to sift through potentially thousands of logs to find a trace of a potential attack.
[image: ]
Figure 7, illustrating the malware repository being used for testing.
Next up was to test malware on an unconfigured Splunk by using a known malware repository on GitHub. Each malware is to be tested 5 times to make sure that the logs consistently show up and aren't a byproduct of something else entirely. To ensure that the host machine that was running the virtual machine was safe, a “joke” malware called “Trololo.” was first run to make sure that the host was not vulnerable. This ended up going well and the host machine was perfectly fine, but it had locked up the VM so reverting back to a snapshot of the VM taken before malware execution was done due to being faster than trying to undo the malware. 
When the malware was downloaded, an event occurs when network activity is detected, and it informs the administrator which host the event stems from, and the value of bytes downloaded. This would be useful as an alert if some host downloads mass amounts of information, which an administrator may want to investigate. 
[image: ]
Figure 8, illustrating a log that displays network activity when malware was downloaded.
Another thing that happened when downloading malware samples was that Windows Defender first blocks every single one of them. When it does this, it creates an event within Splunk that mentions that the status for Windows Defender was updated. This is incredibly useful as it informs the administrators of attempted malware installation and which device it originated from to help investigations.
After running a Spyware called “AgentTesla” from “https://github.com/Da2dalus/The-MALWARE-Repo”, new events appeared in Splunk. This event informs the user that the access history in a registry hive, in this case it would be “settings.dat”, has been cleared and 2 registry keys were updated alongside 1 page being modified. Considering we know in advance that this has happened following the execution of Spyware, it is safe to assume that the malware had accessed the registry editor and changed 2 keys to capture user data and then had tried to clear its trace by clearing the access history. If an organisation doesn’t have one in place already, it would be incredibly easy to turn the search that found the specific event into an alert. This would alert the administrator as soon as the event is created, or a certain number of events are created where the access history is being cleared and having keys updated. This log showed up on all 5 of the testing.
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Figure 9, illustrating a log created when executing the “AgentTesla” malware.
The next malware to be tested was a Trojan by the name of “Alerta”, this malware didn't work. It seems that some file was missing for it to execute properly, Splunk created an event that included the failed trojan execution. This is useful to see if users are executing suspicious or broken software. Both can easily be security risks, which would warrant further investigation. Even after redownloading, this trojan never seemed to function.
[image: ]
Figure 10, illustrating a log created when the “Alerta” malware failed to execute.
“Whiter.A” was another trojan that was tested against Splunk. This trojan destroyed the system by making core components unusable, such as file explorer. This could cause catastrophic damage if the system held data that wasn’t backed up anywhere else. The trojan also read stored credentials in the credential manager, meaning any credentials present on the machine before everything was destroyed, is now in the hands of the attacker. This renders other systems as a possible victim due to credentials typically being able to work on other machines in a company's network. This trojan seems to disguise itself as a Windows Audit, this is done to try and trick an admin into thinking that it’s simply just an audit being done rather than the credentials being read by an attacker. This log appeared on each of the 5 tests for this trojan.
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Figure 11, illustrating a log created when the “Whiter.A” malware was executed.
The next malware to be tested was the “NoStart” trojan. This trojan makes a query to find the existence of a blank password for an account, it does this 8 times. This is done to try and see if a system is using insecure passwords to easily gain access to a user with high privileges. Much like the previous malware tested, this trojan also seems to disguise itself as an official audit to avoid suspicion. Splunk displayed the log in each of the 5 tests of the trojan.
[image: ]
Figure 12, illustrating a log created when executing the “NoStart” malware.
As “Alerta” did not work, it was not included in the results. It is still worth noting that Splunk had detected the failed execution, but that was an unexpected outcome that wouldn’t determine if the tool had detected the malware or not.
[image: ]
Figure 13, illustrating the results of each malware being tested 5 times.
The results show that each of the malware that was able to be executed, was discovered via the logs that were ingested into a barebones configured Splunk on each of the 5 tests. Due to the nature of Splunk working via ingesting system logs, it was expected that Splunk would detect them all. This is because malware must affect/change the system in some way to perform its attacks, these will generate logs which get ingested into Splunk to be displayed. The “Alerta” trojan failing to execute was not expected, this is because the malware repository is quite well known and could result in the malware repository potentially not being as reliable as was initially thought. This gave the experiment 1 less malware to work with which could also make the experiment less reliable due to having less to work with.
These results lined up with what was displayed in the literature reviews. The first and second literature reviews showed that SIEM tools were useful in protecting critical infrastructures, while the other two literature reviews showcase how well SIEM tools work when implementing kill-chain models into SIEM tools and how well the tools work in protecting against IoT botnets, respectively [1] [3] [4] [5]. The results that I had obtained in the experiment support the results from the literature review due to the malware being detected easily.
The next part of the experiment is to look at Splunk and its Add-ons. Splunk has a section dedicated to Apps/Add-ons that can be installed onto the service. These Add-ons can increase the efficiency of the tool by adding features that allow for extra support and configuration of certain services. An example of this would be “Splunk Add-on for Microsoft Cloud Services”, this add-on allows Splunk Enterprise to support the ingestion of data from cloud services even though Splunk doesn’t natively wouldn’t support it.
Another example of an add-on for Splunk is “Splunk Add-on for Microsoft Windows”, which is made to include predefined inputs for data from a system running Windows. This speeds up setting up a system to collect info and allows a smaller infrastructure without extensive knowledge on the tools to still create secure systems with valuable data being inputted. There are similar Add-ons to this for other systems such as AWS, Linux, Cisco ASA, etc.
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Figure 14, illustrating an Add-on for Splunk.

Another Add-on worth mentioning is the “Splunk Dashboard Examples” Add-on. This Add-on provides examples to teach the user the basics of creating useful dashboards to simplify data visualisation, in a hands-on way. This Add-on, like the previous one, helps the user in being able to create an efficient environment within the SIEM tool.
[image: ]
Figure 15, illustrating an Add-on for Splunk.
There also exists an Add-on called “Splunk Security Essentials”. This Add-on provides the user with out-of-the-box systems and presets that allows the tool to be set up in an acceptable way very quickly. Add-ons such as the ones mentioned can drastically speed up the configuration of the tool, especially for an administrator who may not be extremely proficient with using the tool just yet. 
[image: ]
Figure 16, illustrating an Add-on for Splunk.
While there are more basic Add-ons, there’s also no shortage of more advanced Add-ons such as “Splunk Machine Learning Toolkit” and “Python for Scientific Computing”. These Add-ons, respectively, are useful for predictive analysis when given prior information and anomaly detection and for allowing the use of python into Splunk to assist with important tasks such as data analysis.
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Figure 17, illustrating an Add-on for Splunk.
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Figure 18, illustrating an Add-on for Splunk.
The overview of Splunk’s Add-ons gives the impression that the Add-ons are incredibly useful and results in the tool being unexpectedly customisable. Splunk’s Add-ons consist of a variety of simple and complex features that allow for unique and powerful configurations of Splunk using most systems that you can think of. Splunk has 2221 Add-ons as of the writing of this document, which provides near limitless configuration potential of combinations of both complex and simple Add-ons which makes every Splunk configuration unique and tailored specifically for an organisation's needs. This amount of configuration was not expected, this is due to the sheer number of Add-ons available being unfathomable and providing support to any system that the user could possibly use.
When looking at Add-ons, it brings into perspective how the authors of the respective literature reviews were able to configure their SIEM tools so uniquely and tailored specifically to their needs for their research. This is because with the quadruple digit number of Add-ons, Splunk can become an incredibly adaptive tool which can support an incredible number of systems and funnels the logs all into one place for ease of access. 
[bookmark: _1ksv4uv]Chapter 5 – Evaluation
 When looking at the results from the experiment, we can see that Splunk is a very capable tool in enhancing an infrastructure's security. While the full scope of the experiment wasn’t achieved, the findings were still valuable. Each of the malware tested were able to be detected via event logs that were ingested into Splunk. Furthermore, configuring Add-ons in Splunk was quite difficult, since they required knowledge that neither I, nor potentially an administrator would currently have. The general conclusion from the data gathered showcases that even a baseline SIEM configuration is still proficient in helping to protect networks. The results also show that the Add-ons are quite complex and could use some streamlining of some features to make them more understandable.
When comparing my results to the literature reviews, the results obtained from the experiment do support the results obtained in the literature reviews. This is because each of the literature's experiments ended up with the SIEM tool being useful in enhancing the security of infrastructures, in which the result of my project had also helped enhance the security of the simulated infrastructure [1] [3] [4] [5]. 
The aims and objectives of the experiment were partially met. Splunk was able to be tested with various malware, but configuring Splunk with Add-ons wasn’t possible with my current knowledge of the tool. Due to this, research into the Add-ons and potential configurations theorised by the knowledge gained from the research, will be given in the conclusion section underneath.
The results were generally what was expected. The SIEM tool was able to detect the attacks by creating events using logs that were ingested into Splunk, this ends up with Splunk detecting all the malware over 5 tests each. Not being able to properly configure Add-ons did reduce the scope of the project and prevented me from completely evaluating the tool in full.
If I were to repeat this experiment, the main thing I would do differently would be to gain more knowledge of the tools, test more SIEM tools and increase the variety of simulated attacks. I had vastly underestimated how complex SIEM tools are, and as a result, I was unable to meet the full aims and objectives that I had set for the project. Increasing my knowledge of the tools more than I did, would drastically help with increasing the scope of the project. Splunk has competition with the existence of Microsoft Sentinel, ELK stack, LogRhythm and more [23]. This provides a lot more variety of tools for organisations to research into and to then pick one that best fits their needs. Being able to compare these tools would allow for a more detailed grasp on SIEM tools entirely rather than only one. Another change I would make would be to learn more about how to properly perform penetration testing. This would enable the testing to evolve from only some malware testing, into more focused and targeted attacks that an organisation may face.
[bookmark: _44sinio]Chapter 6 - Conclusion & Recommendations
[bookmark: _2jxsxqh]Conclusion
In conclusion, the initial setup of Splunk was quite technical but easily done, getting logs ingested and displayed into Splunk was also quite simple. Splunk has many useful features such as alerts and Add-ons, which provide vast customisation. These, when all working together, ends up with a tool that provides incredible security, which is supported by the literature reviews where each one had demonstrated that SIEM tools drastically help towards strengthening an infrastructure.

All things considered, SIEM tools are very complex tools. While the amount of depth is immense, the amount of knowledge needed to take full advantage of these tools is equally immense. Splunk’s Add-ons, while being incredibly vast, are complex to configure well. This resulted in me struggling to test different Add-ons due to not being able to properly configure them.

To further expand on the experiment, testing various SIEM tools and increasing the variety of attacks simulated would be highly valuable. This is because the number of attacks I had tested on a baseline Splunk configuration does not show the full extent of the tool. Increasing the variety of attack methods, plus repeating the testing on numerous other SIEM tools will give a greater insight on how well these tools work in general, rather than just how well a singular one does. My experiment created holes in which these additions would perfectly fill to completely evaluate SIEM tools in their entirety and with increased depth.
[bookmark: _z337ya]Recommendations
Due to the number of Add-ons available, Splunk can be configured to a wide variety of needs. For example, Splunk Enterprise doesn’t natively support Amazon Web Services (AWS), but if the Splunk Add-on for Amazon Web Services is installed onto Splunk Enterprise, then it becomes possible to ingest data from AWS services into your Splunk Enterprise environment.
If a pure cloud environment is being used, then Splunk Cloud Platform would likely be better. This is due to reasons such as having default support with Cloud services such as AWS and Microsoft Azure. The setup for Cloud Platform is also simpler and faster compared to using Splunk Enterprise with the AWS Add-on. An upside to using Enterprise with the AWS Add-on is that it supports cloud ingesting while ingesting non-cloud systems data as well, while Splunk Cloud Platform can only support a cloud infrastructure. While this section mentions AWS specifically, other cloud services have their own Add-ons within Splunk Enterprise such as Microsoft Azure.
In summary, an organisation should use Splunk Cloud Platform for a pure cloud environment or use Splunk Enterprise with the relevant cloud Add-ons for the cloud services used if the organisation uses a mix of cloud and non-cloud solutions.
For security monitoring and threat detection in an organisation, an administrator may opt to use the Splunk Security Essentials, Palo Alto Networks and Cisco Security Suite Add-ons. This recommendation comes with the assumption that the company is using Palo Alto Networks and using Cisco devices. This assumption is made since Palo Alto Networks and Cisco devices are widely recognised and adopted into company’s infrastructures.
Splunk Security Essentials, as explained prior, gives an out-of-the-box solution for companies to get their security improved rapidly. This is done by the Add-on providing curated security features such as detection searches and compliance reports. The Add-on also provides guidance and teaching if certain elements are confusing.
Palo Alto Networks allows for Splunk to ingest data generated by Palo Alto Networks’ products. The Add-on provides pre-made dashboards to help visualise and display information from Palo Alto Networks all in the Splunk environment.
Cisco Security Suite is very similar to the Palo Alto Add-on where it allows Splunk to ingest data from Cisco devices and provides pre-made dashboards to help visualise and display information from Cisco devices. For security monitoring and threat detection, these Add-ons will be enough to keep a company safe and secure.
These Add-ons combined allow for an organisation to ingest logs from all their services into Splunk. This provides convenient ease of access while also providing a great learning tool that is implemented into Splunk Security Essentials.
If a company wants additional configuration for vulnerability scanners, then the Add-ons Nessus Security Scans Dashboards App and Tenable Add-On For Splunk. These Add-ons allow Splunk to get data from Tenable security scans and provide dashboards within Splunk for easier visualisation of the results. The pre-made dashboards provide valuable information such as Vulnerabilities by Environment, Vulnerabilities by Category, Top 25 Widespread Vulnerabilities, Vulnerabilities by Severity, etc. These dashboards allow for data to be shown in a clean and understandable way automatically which saves a lot of time of someone manually creating them themselves. The option to export the dashboards into a PDF also exists, where the contents of the dashboards are put into an easy presentable format.
This allows an organisation to streamline the use of their vulnerability scanners with the use of Splunk. This Add-on allows the vulnerability scan results to be shown and presented in a neat and easy to understand format by default with its pre-made dashboards. Not only does this save time for whoever may oversee the sorting of the results, but it also allows for a quicker recognition of the vulnerabilities.
Service monitoring and management is another section that an administrator may prioritise configuring Splunk for. The Add-ons they can use for this would be, Splunk Add-on for Microsoft Windows, Splunk Add-on for Amazon Web Services (AWS), Splunk Add-on for Unix and Linux, Splunk Supporting Add-on for Active Directory, Splunk Add-on for Google Cloud Platform and Splunk Add-on for Microsoft Cloud Services. All these Add-ons provide additional support within Splunk for each of their respective services, which includes predefined inputs to collect data from these systems. These Add-ons allow for swift setup and configuration for mostly all of what an administrator may want to ingest from them.
These Add-ons don’t need to all be installed unless an organisation uses every single one of them. Instead, an organisation should look to see what services and providers they use and install the ones that are relevant to what's being used. These Add-ons allow for each of these services to get ingested into Splunk quite easily, saving time for the administrator/engineer who may have had to do it all from scratch otherwise. This saves a lot of time and allows for that time to be better spent improving other areas.
In conclusion, Add-ons within Splunk are incredibly vast and useful. They provide incredible customisation and can personalise a Splunk configuration to the exact needs of an organisation. Companies should evaluate what Add-ons would be useful to them to improve the efficiency of Splunk and to save time from configuring everything from scratch and without Add-ons.
[bookmark: _3j2qqm3]Chapter 8 – Reflection
This project has taught me a lot, both about the topic and about myself as a person. The topic involved the use of complex tools, of which I had no prior experience with. Due to this, I had struggled with the project and had to put in a lot more time and effort than what I had originally expected. This led me to believe that I not only underestimated the project, but I had also overestimated myself. I had believed that the project would be relatively easy since there was a lot of documentation on Splunk. Despite all the documentation, I had still struggled massively and had to spend a lot more time than expected towards researching the tool, and I still fell short.

If I were to do this project again, I would use what I’ve learned from this experience and allocate more time towards researching every little aspect of the project in a lot more depth. Despite all this, I had learned a great deal from struggling as much as I did. I had gotten better at looking over documentation in an effective manner, I had gotten a lot better with the use of SIEM tools and ultimately learned to not overestimate myself while underestimating the work required of me. These issues mixed unsurprisingly resulted in a struggle.

I had gotten better knowledge of malware and its effects, and how to spot its usage. Cyber threats aren’t always malware though, which created a slight hole in my project since it didn’t cover if the tools were just as capable of detecting the more focused attacks, which the literature reviews did cover. I’d improve on this by performing penetration testing on the system, instead of just running some malware as this wouldn’t completely simulate what a real scenario may entail.

While the setbacks may have caused some panic, I was ultimately able to keep it under control and make sure I was able to do what was possible of me given the circumstances. This resulted in the scope of the project being reduced, but my main priority was being able to complete what I could. If my time management was better, I potentially could have fixed the issues I was having which could have resulted in a more coherent and detailed experiment, but sadly that wasn’t the case.

I had gone from having little knowledge and no experience with SIEM tools, to now having a decent amount of knowledge and some experience with the tools. This isn’t the most impressive, but I’d consider it a good foundation to build off of for future employment, due to how popular the use of SIEM tools is in organisations.

The project was a very intimidating and stressful experience, but it was valuable. I had slacked on it due to the intimidation of how large of an undertaking it was, but I eventually learned to push through the intimidation and work on it despite how stressful it was. This is a very useful skill to learn since work environments likely have their fair share of stressful situations, in which slacking off would lead to worse consequences. The project had plenty of ups and downs, but overall, it was a valuable experience that has only improved my knowledge and skills.
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RecordNumber=22845

Keywords=Audit Success

TaskCategory=User Account Management

OpCode=Info

Message=Credential Manager credentials were read.

140 PH

Subject:
Security 10: 5-1-5-21-3001496924-3908435723-3068812106-10
00
Account. Nae user
Account. Domain: SPLUNK
Logon TD: ex33c77
Read Operation: Enumerate Credentials

This event occurs when a user performs a read operation on stored credential
s in Credential Manager.

Collapse

host= SPLUNK | source = WinEventLog:Security

sourcetype = WinEventLog:Security
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LogName=Security
EventCode=4797
EventType:
ComputerName=splunk

SourceName=Microsoft Windows security auditing.

Type=Information

RecordNumber=22835

Keywords=Audit Success

TaskCategory=User Account Management.

OpCode=Info

Message=An attempt was made to query the existence of a blank password for an account.

Subject:
Security 1D: 5-1-5-21-3001496924-3908435723-3068812106-1000
Account. Name: user
Account. Domain: SPLUNK
Logon 1D: ox33C77

Additional Information:

Caller Workstation:  SPLUNK

Target Account Name:  Adninistrator

Target Account Domain: SPLUNK
Collapse

host= SPLUNK | source = WinEventLog:Security | sourcetype = WinEventlog:Security
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B8 Splunk Add-on for Microsoft \dows

** Important: Read upgrade instructions and test add-on update before deploying to production ***
‘The Splunk Add-on for Windows 5.0.0 introduced breaking changes. If you are upgrading from a
version of the Splunk Add-on for Windows thatis earlier than 5.0.0, you must follow the documented
upgrade instructions to avoid data loss. A best practice s to test the upgraded version in a non-
production environment before deploying to production.

Neither the Splunk Add-on for Windows DNS version 101 nor the Splunk Add-on for Windows Active
Directory version 10,0 is supported when installed alongside the Splunk Add-on for Windows version
600. The Splunk Add-on for Windows version 6.0.0 includes the Splunk Add-on for Windows DNS
‘and the Splunk Add-on for Microsoft Active Directory.

‘The Splunk for Microsoft Windows add-on includes predefined inputs to collect data from Windows
systems and maps to normalize the data to the Common Information Model.
Less

Category: IT Operations, Security, Fraud & Compliance | Author: Splunk Inc.| Downloads: 478358 |

Released: & months ago | Last Updated: 4 months ago | View on Splunkbase.
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Splunk Dashboard Examples

‘The Splunk Dashboard app v&.2.6 will reach end of support on Dec 19, 2024. No new versions of the
app will be released. Simple XML examples are available in SimpleXML reference guide
documentation and the Dashboards & Visualizations forum on Splunk Community. Check out this
‘Splunk Lantern article to learn more: https://lantern splurk.com/@go/page/741t

‘The Splunk Dashboard app delivers examples that give you a hands-on way to lear the basic
concepts and tools needed to rapidly create rich dashboards using Simple XML. This new app
incorporates learn-by-doing Simple XML examples, including extensions to Simple XML for further
customization of layout, interactivity, and visualizations.

With the app you will learn basic Simple XML concepts and how to incorporate the built-in
components. All the included examples deliver a recipe for implementing dashboard elements,

beginning with the most basic and progressing to more advanced elements. Each example in the
‘app includes an actual runtime visualization followed by a description and supporting source code.

() 2016-2020 Splunk Inc. All Rights Reserved.
Less

Category: Utites | Author: Splunk nc.| Downloads: 289703 | Released: a year ago | Last Updated: a year ago |

View on Splunkbase
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a Splunk Security Essentials

Get started with Splunk for Security with Splunk Security Essentials (SSE). Explore security use &
cases and discover security content to start address threats and challenges.

Security Content Library
Find security content for Splunk Cloud and Splunk's SIEM and SOAR offerings and deploy out-of-
the-box security detections and analytic stories to enhance your investigations and improve your
security posture.

Cybersecurity Frameworks
Identify gaps in your defenses and take control of your security posture with automatic mapping of
data and security detections to MITRE ATTRCK® and Cyber Kill Chain® framework.

Data and Content Introspection
Gain visibility of the data coming into your environment to add context and telemetry to security
‘events. Enrich your security detections with metadata and tags from the Security Content

Security Data Journey
Get prescriptive security and data recommendations and establish a data strategy to develop a
security maturity roadmap.

Category: Security, Fraud & Compliance | Author: Splunk Inc.| Downloads: 171649 | Released: 8 months ago |

Last Updated: 8 months ago | View on Splunkbase
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Splunk Machine Learning Toolkit

all

‘Splunk Machine Learning Toolkit

‘The Splunk Machine Leaming Toolkit App delivers new SPL commands, custom visualizations,
assistants, and examples to explore a variety of ml concepts.

Each assistant includes end-to-end examples with datasets, plus the ability to apply the
visualizations and SPL commands to your own data. You can inspect the assistant panels and
underlying code to see how it all works.

Look for our ML Youtube Playiist for simple explanations of how to use MLTK and what it s for.
ML Cheat Sheet https:/idocs splunk com/images/3/3f/Splunk-MLTK-QuickRefGuide-2019-web.pdf

Assistants:

* Predict Numeric Fields (Linear Regression): e.g. predict median house values.

* Predict Categorical Fields (Logistic Regression): e.g. predict customer churn.

* Detect Numeric Outlers (distribution statistics): e.g. detect outliers in IT Ops data.

* Detect Categorical Outliers (probabilistic measures): e.g. detect outliers in diabetes patient
records.

* Forecast Time Series: e.g. forecast data center growth and capacity planning.

Category: Business Analytics, 10T & Industrial Data | Author: Splunk Inc. | Downloads: 235000 |

Released: 5 months ago | Last Updated: 5 months ago | View on Splunkbase.
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. Python for Scientific Computing (for Linux 64-bit)

‘This add-on contains a Python interpreter bundled with the following scientific and machine learning
libraries: numpy, scipy, pandas, scikit-learn, and statsmodels. With this add-on, you can import these
powerful libraries in your own custom search commands, custom rest endpoints, modular inputs, and
so forth.

‘This add-on is available for Linux (64-bit), Windows (64-bit) and Mac. Make sure you install the
‘appropriate one for your Splunk deployment.
Less

Category: Utities | Author: Splunk Inc.| Downloads: 11694 | Released: 5 months ago |

Last Updated: 5 months ago | View on Splunkbase
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