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INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about the various access control approaches, including authentication, authorization, and biometric access controls. List and discuss the various types of firewalls and the common approaches to firewall implementation. Define and describe the types of intrusion detection and prevention systems and the strategies on which they are based. Explain the unique challenges associated with physical security and discuss how physical security can supersede computer security. Explain cryptography and the encryption process, and compare and contrast symmetric and asymmetric encryption. 
Apply your understanding and knowledge from what you learnt in the lecture about the topic by answering the following: 
Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Once you have done that, discuss your answers with other members on your table – 10 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 20 mins

Review Questions

1. What is the difference between authentication and authorization? Can a system permit authorization without authentication? Why or why not?

2. What is the most widely accepted biometric authorization technology? Why?

3. What is the most effective biometric authorization technology? Why?

4. What is the typical relationship between the untrusted network, the firewall, and the trusted network?

5. How is an application layer firewall different from a packet filtering firewall? Why is an application layer firewall sometimes called a proxy server?

6. What special function does a cache server perform? Why does this function have value for larger organizations?

7. How does screened-host firewall architecture differ from screened-subnet firewall architecture? Which offers more security for the information assets that remain on the trusted network?

8. What is a DMZ? Is this actually a good name for the function this type of subnet performs?

9. How does a network-based IDPS differ from a host-based IDPS?

10. What is network footprinting? What is network fingerprinting? How are they related?

11. Why do many organizations ban port scanning activities on their internal networks? Why would ISPs ban outbound port scanning by their customers?

12. What is a socket in network security and why is it important?

13. What kind of data and information can be found using a packet sniffer?

14. What is the Internet of Things and what special problems does it pose for securing an organization’s network?

15. What are the main components of cryptology?

16. Explain the relationship between plaintext and ciphertext.

17. Define asymmetric encryption. Why would it be of interest to information security professionals?

18. One tenet of cryptography is that increasing the work factor to break a code increases the security of that code. Why is that true?

19. Explain the key differences between symmetric and asymmetric encryption. Which can the computer process faster? Which lowers the costs associated with key management?

20. What is a VPN? Why are VPNs widely used?



Exercises
These answers will vary
1. Create a spreadsheet that takes eight values that a user inputs into eight different cells. Then create a row that transposes the cells to simulate a transposition cipher, using the example transposition cipher from the text.
Remember to work from right to left, with the pattern 1 > 3, 2 > 6, 3 > 8, 4 > 1, 5 > 4, 6 > 7, 7 > 5, 8 > 2 where 1 is the rightmost of the eight cells. Input the text ABCDEFGH as single characters into the first row of cells. What is displayed?
2. Search the Internet for information about a technology called personal or home office firewalls. Examine the various alternatives, select three of the options, and compare their functionalities, cost, features, and types of protection. 
3. Go to the Web site of VeriSign, one of the market leaders in digital certificates. Determine whether VeriSign serves as a registration authority, certificate authority, or both. Download its free guide to PKI and summarize VeriSign’s services. 
4. Go to csrc.nist.gov and locate “Federal Information Processing Standard (FIPS) 197.” What encryption standard does this address use? Examine the contents of this publication and describe the algorithm discussed. How strong is it? How does it encrypt plaintext? 
5. Search the Internet for vendors of biometric products. Find one vendor with a product designed to examine each characteristic mentioned in Figure 12-4. What is the crossover error rate (CER) associated with each product? Which would be more acceptable to users? Which would be preferred by security administrators?

Quick Quiz 1

1. Which of the following uses a challenge response mechanism in which a server challenges a user with a number, which a user must then enter into a device to calculate the response number?
A. virtual password
B. synchronous token
C. smart card
D. asynchronous token

2. True or False: A password is typically longer than a passphrase.

3. What is the name for a network segment that exists as an intermediate area between a trusted network and an untrusted network?
A. Proxied network zone (PNZ)
B. Sanitization zone (SZ)
C. Demilitarized zone (DMZ)
D. Internal-External zone (IEZ)

4. Which of the following terms best describe a firewall type that can react to network traffic and create or modify configuration rules to adapt?
A. application layer firewall
B. dynamic packet filtering firewall
C. proxy firewall
D. content filter

5. What term is described as the rate at which fraudulent users or nonusers are allowed access to systems as a result of failure within a biometric device?
A. False accept rate
B. False reject rate
C. Crossover error rate
D. False negative rate


Quick Quiz 2

1. Which encryption technique is the successor to 3DES, and has a key length of 128, 192, or 256 bits?
A. Data Encryption Standard (DES)
B. Advanced Encryption Standard (AES)
C. Kerberos
D. IP Security (IPsec)

2. True or False: The XOR cipher conversion is a reversible process.

3. After plaintext messages have been encrypted, the encrypted text is known as which of the following?
A. algorithm
B. decipher
C. cleartext
D. ciphertext

4. True or False: Private key encryption is also known as asymmetric encryption.

5. Wireshark is an example of what type of utility?
A. Port scanner 
B. Content filter
C. Packet sniffer
D. Vulnerability scanner
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