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As mentioned in [1], Ansible, is a tool that enables you to automate processes to bring a system to the desired state. Defining a package that must be installed, specifying web server settings, or even putting up a whole deployment orchestration are all examples of tasks.
Enabling continuous integration and continuous deployment (CI/CD) with zero downtime is a significant problem in IT today. Working with several software packages has frequently needed substantial bespoke code to achieve this aim.
A potent open-source automation language is Ansible®. It is distinctive in that it is also a deployment and orchestration tool. While Ansible aims to address other significant unresolved IT problems, such as CI/CD, it also offers more effective drop-in replacements for many key features in previous automation systems.
In today's automated world, you can practically instantly launch a whole server with only one click. It will come with your preferred operating system, programs, security guidelines, hard drive space, and a plethora of personalized options. The server setup may be automatically duplicated dozens, hundreds, or even thousands of times whenever you need it. Hello and welcome to infrastructure as code, or IaC.
IaC is a procedure whereby you write a configuration script with all the necessary settings and modifications, and a provisioning tool will take care of the rest rather than manually configuring each server. Let's now examine infrastructure as a set of coding tools that will aid in this procedure.
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· Benefits of Ansible
Ansible may undoubtedly offer several benefits with its various simplifications. Let's examine this more closely!
· Easy to Learn
The first benefit of Ansible to be mentioned is its simplicity. The simplicity is intended for both beginners and pros. Users might rapidly learn how to utilise Ansible and increase their productivity because it is simple to understand. Ansible is supported by thorough and simple-to-understand documentation.
As a result, you may quickly become familiar with the process and logic of Ansible operations. The absence of a dependency structure can indicate that Ansible jobs run sequentially and terminate when an error is detected. As a result, even while learning the basics of ansible, troubleshooting becomes much simpler.
· Python is an Easily Understandable Language
The language in which Ansible is written is another one of its key benefits. Python, which forms the foundation of Ansible, is a human-readable language. Python libraries are available by default on most Linux distributions, making it easier to install and operate Ansible.
Python is a very good substitute for administrative and scripting chores, which suggests that engineers and system administrators choose it more. The availability of Ansible modules, which can enhance its usefulness, is another intriguing element of Ansible. Any language may be used to create Ansible modules. The module should deliver data in JSON format, though, as that is the crucial issue here.
· No Agent Dependency
Ansible's agentless nature is the next significant improvement above other features. All master-agent communications are managed by Ansible using either the Paramiko module or Standard SSH. For controlling nodes, it is essential to use the Paramiko module, a Python implementation of SSH2. In order to ensure management, Ansible does not need any kind of agents deployed on distant computers. The outcome is With Ansible, maintenance costs and performance deterioration are greatly reduced.
· In YAML, playbooks are written.
Another factor contributing to Ansible's significant benefits is the usage of Playbooks. Playbooks are Ansible configuration files that are written in the YAML language. The intriguing aspect of this situation is that YAML is a superior choice for automation and configuration management.
Ansible is a better configuration management and automation tool since YAML is superior to other formats like JSON. Ansible allows comments and makes it simple to read. The usage of anchors to refer to other objects is also included, which is of utmost importance.
· Affordable Galaxy
The Ansible Galaxy is mentioned in another noteworthy entry in the Ansible recommended practises. A site called Ansible Galaxy serves as the main hub for finding, using, and sharing Ansible-related material. The main benefit of Ansible Galaxy may be shown in the case of downloading reusable Roles for configuring servers or deploying applications. The downloads can significantly speed up deployment because they are perfect for inclusion in a specific user's playbooks.
· Disadvantages of Ansible
Let's focus on Ansible's drawbacks now that we have a strong understanding of its many benefits.
· Lackluster user interface
The first issue on the list of Ansible's downsides is the subpar user interface. Ansible was once only a command-line tool. The AWX graphical user interface was utilised in Ansible's first effort to develop a user interface. The third component of the UI was the REST endpoint, which was created to make managing infrastructure easier. The AWX later evolved into the Ansible Tower, an online management UI. Ansible Tower provides a team-based workflow tool as well as visual management tools. The Ansible Tower, however, needs significant changes. For instance, the UI can be used to do about 85% of operations that can be accomplished through the command line.
Another instance of Ansible drawbacks resulting from its UI may be found. Conflicting query results may come from a command line and GUI that are out of sync. Generally speaking, Ansible Tower is still under development and is unable to do all tasks identical to those performed by a command-line interface.
· Absence of State Notion
Another fundamental flaw with Ansible is the lack of any idea of state. Ansible doesn't have a concept of state, unlike other automation tools like Puppet. Simply said, Ansible runs consecutive tasks and terminates them when they are completed, fail, or experience any issues. There is no dependency tracking. For users who require the automation tool to keep a comprehensive catalogue for ordering, these characteristics are not appropriate. The catalogue can assist in getting to a particular state devoid of the impact of alterations in the surroundings. Ansible, however, is without it and is at a severe disadvantage.
· Windows Support is Limited
The second significant point among the drawbacks of Ansible is the incomplete Windows support. In addition to Linux/Unix nodes, Ansible version 1.7 supports Windows nodes. Ansible uses native PowerShell remoting rather than SSH when working with Windows systems. As a result, managing Windows hosts requires a Linux control machine. One of the major drawbacks of Ansible, a configuration management and automation tool, is its restricted support for Windows.
· Because Ansible lacks experience
Ansible's lack of business support experience lessens its appeal even further. Unlike its competitors Chef and Puppet, Ansible has less experience working with large enterprises (Read: Chef vs Puppet). Despite Ansible's promotion of the availability of enterprise-grade extended support options, Ansible's accountability is limited by a lack of practical experience.
· The Market is New to Ansible
As a notable drawback of Ansible, you might observe one of the most frequent entries in the pros and downsides of Ansible. Unlike its well-known competitors, Ansible is a newcomer to the market. Its developer and user communities are small as a result. Additionally, the debut of Ansible on the market raises the prospect of previously undetected defects, software problems, and edge cases.
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The first thing we need to do is make sure Ansible is set up and functioning on our local PC. For this lesson, Ubuntu will be used. On the master node, Ansible installation will take place.
Using Hyper V to create virtual machines.
[image: ]
After the virtual machines have been created, we can continue to the next step and that’s going to be 
Then, update the package index on your system so that it is aware of the packages present in the recently added PPA:
sudo apt-get update
sudo apt-get dist-upgrade -y

[image: ]
Playbook
The YAML format used to express playbooks uses the bare minimum of syntax. If you're not familiar with YAML, have a look at our overview of YAML Syntax and think about adding an add-on to your text editor (see Other Tools and Programs) to make it easier to write YAML in your playbooks with clear syntax.
One or more "plays" in an ordered list make up a playbook. Both "playbook" and "play" are sports metaphors. Each play runs one or more activities that contribute to the playbook's overall aim. Each task invokes a module of Ansible.
[image: ]
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Before we begin, it is important to comprehend how Ansible interacts with remote machines via SSH. For the purpose of specifying which remote servers Ansible will be managed, it comes with a default inventory file (/etc/ansible/hosts). Our authorized keys file on remote computers should contain our public SSH key.
From the Terminal we are running the command to install the OpenSSH:
sudo apt-get install openssh-server

[image: ]
By default, Ansible uses the user name you are logged in as on the control node to connect to all remote devices. You can choose a different user name for the connection if that one doesn't already exist on the remote device. Check out Understanding Privilege Escalation: A Guide if you only need to perform a few actions as a different user. become. The connection user can be set in a playbook:
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You can configure the default behavior of the OpenSSH server application sshd by editing the /etc/ssh/sshd_config.xml file. For configuration directives used in this file, see the appropriate man page using the following command from a terminal prompt:
man sshd_config
The sshd configuration file has many directives that control things like communication settings and authentication modes. The following are examples of configuration directives that can be changed by editing the /etc/ssh/sshd_config file.
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After making changes to the /etc/ssh/sshd_config file, save the file and restart the sshd server application to apply the changes using the following command at a terminal prompt:
[image: Text
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sudo systemctl start ssh
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SSH allows authentication between two hosts without the need of a password. SSH key authentication uses a private key and a public key.
To generate the keys, from a terminal prompt enter:
ssh-keygen -t rsa
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The RSA technique will then be used to generate the key. The generated key's current length is 3072 bits. With the -b option, you can alter the bit count. To create a 4096-bit key, for instance:
ssh-keygen -t rsa -b 4096
You will be required for a password during the procedure. When requested to generate the key, merely press Enter.
By default, the private key is kept as /.ssh/id rsa and the public key is saved as /.ssh/id rsa.pub. After that, attach the id rsa.pub file to /.ssh/authorized keys on the remote host by typing:
ssh-copy-id -i ~/.ssh/id_rsa.pub valentin@172.24.62.37
[image: ]
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Installing the Ansible software on the computer that will act as the Ansible control node is the first step in utilising Ansible to manage your server infrastructure.
After this upgrade, you can use the following to install the Ansible software:
sudo apt install ansible

[image: ]
All of the software needed to manage  hosts is now included in Ansible. The process for adding your hosts to the control node's inventory file will then be covered so that it can manage them.
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The hosts you'll use Ansible to manage are listed in the inventory file. Your inventory file can contain one to several hundred servers, and hosts can be divided into groups and subgroups. In order to use them in playbooks and templates, variables that are valid only for particular hosts or groups are frequently specified in the inventory file. 
[image: ]
You can use a number of the examples in the default inventory file that comes with the Ansible installation as a guide for setting up your inventory. The example that follows defines a group called [default] that contains three distinct servers, each of which is designated by a unique alias. Make sure to use the IP addresses of your Ansible hosts in place of the highlighted IPs.

[bookmark: _Toc118865392]Ansible connection test.
It's time to see if Ansible can connect to your servers and execute commands over SSH after configuring the inventory file to include your servers.
We'll be utilising the Ubuntu root account for this instruction because it's often the only one that comes with freshly established servers by default. You are advised to utilise the usual sudo user that has already been set up on your Ansible hosts rather than creating a new one.
The remote system user can be specified using the -u parameter. Ansible will attempt to connect to the control node using the current system user if this information is not provided.
Run these commands from your computer or Ansible control node:

[image: ]
This command will connect as root and execute a connectivity test on each node in your default inventory using Ansible's built-in ping module. The ping module will examine:
if the hosts are reachable;
if you own legitimate SSH credentials;
whether hosts can execute Python-based Ansible modules.
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MySQL is the go-to option for scalable online applications since it is included in the LAMP Stack, which is an Open-Source web application suite that comprises of Linux, Apache HTTP Server, MySQL, and PHP. Let's discuss a few key characteristics that make MySQL such a wonderful catch. Check out how you may switch from MySQL to PostgreSQL as well.
In order to install MySQL Run the following command to install MySQL Server:
sudo apt install mysql-server
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Answer "Y" when the system prompts you to continue the installation, then press the ENTER key. The final result should resemble this: The MySQL Packages will then be downloaded and installed on the computer you specified by the system. 
You must execute DBMS's Included Security for newly installed instances of MySQL. This script will change a few of the less secure default settings for things like remote root logins and sample users. Use sudo to execute the security script as follows:
sudo mysql_secure_installation
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This will guide you through several prompts where you can modify the security settings for your MySQL installation. You'll be prompted to set up the Validation Service in the first message.
You will then be prompted to create a password for the MySQL root user. Enter your password of choice and follow the instructions to confirm it:
MySQL creates a root user account during installation, which you can use to control your database. With full privileges, this user can access all databases, tables, users, and other resources on the MySQL server. This account should only be used for administrative purposes as a result. This step describes how to establish a new user account and provide it access using the root MySQL user.[image: ]
I. Installing Apache
Apache can be installed using customary package management tools because it is part of Ubuntu's usual software repositories.
Let's install the Apache on the Host and Client with the following command 
ansible all -m apt -a name=apache2 –become –ask-beome-pass 
[image: ]
Apt will install Apache and all necessary dependencies once the installation has been approved. It is important to change the firewall settings to permit external access to the default web ports before testing Apache. You ought to have a UFW firewall set up to limit access to your server, if you followed the requirements in the prerequisites.
In order to provide a few application profiles that can be used to permit or prohibit access to Apache through the firewall, Apache registers with UFW after installation.
Ubuntu 20.04 launches Apache after the installation procedure is complete. The web server ought to be operational by now.
Type the following command to verify that the service is active with the systemd init system:
sudo systemctl status apache2
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The service has successfully started, as shown by this output. The best way to test this, though, is to ask Apache for a page.Through your IP address, you can check that the programme is functioning properly by accessing the default Apache landing page. You can obtain your server's IP address from the command line in a few different ways if you are unsure of it.
When you know your server's IP address, type it into the address bar of your browser like follows:
[image: ]
This page shows that Apache is operating properly. Additionally, it contains certain fundamental details regarding the locations of key Apache files and directories.
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References
[1] AARON_K, “Career Opportunities in Computer Networking” embibe.com. https://www.embibe.com/exams/career-in-computer-networking/#:~:text=Computer%20Networking%20is%20the%20practice,infrastructure%2C%20software%2C%20and%20policies (Accessed 12/11/2022)
[2] M.Benaiah Deva Kumar and B Deepa, Computer Networking: A Survey. India: Deepa,2015.
[3] Prantosh Kumar Paul and Mrinal K ghose, Cloud Computing: possibilities, challenges and opportunities with special reference to its emerging needs in the academic and working area of information science. India: 2012.
[4] Rui Wang, Application and Development of Cloud Computing Technology in Computer Data Processing. China :2021
[5] Mohit Bhardwaj, “Network to cloud engineer, do you need to make this Transition” LinkedIn.com. https://www.linkedin.com/pulse/network-cloud-engineer-do-you-need-make-transition-mohit-bhardwaj (Accessed 12/11/2022)

[bookmark: _Toc119601327][bookmark: _Toc119601808][6] Ajay Ohri, “Impact of cloud computing: A simple overview in 4 points” jigsawacademy.com. https://www.jigsawacademy.com/blogs/cloud-computing/impact-of-cloud-computing (Accessed 12/11/2022)

[bookmark: _Toc119601328][bookmark: _Toc119601809][7] Debasish Pramanik,” Best Practices to Overcome Cloud Security Challenges” cloudcodes.com. https://www.cloudcodes.com/blog/cloud-security-challenges.html (Accessed 13/11/2022)

[8] “Top 5 Cloud Management challenges and tips to overcome them”. Hurix.com. https://www.hurix.com/cloud-management-challenges/ (Accessed 13/11/2022)
[9] Hitesh Jethva,” Cloud Security vs Cyber Security – What's the difference?” cloudinfrastructureservice.co.uk. https://cloudinfrastructureservices.co.uk/cloud-security-vs-cyber-security-whats-the-difference-explained/ (Accessed 13/11/2022)
[bookmark: _Toc119601329][bookmark: _Toc119601810][10] “Cloud Computing – Step up your business opportunities with cloud service”. Quintagroup.com.  https://quintagroup.com/blog/cloud-computing-step-up-your-business-opportunities-with-cloud-services (Accessed 13/11/2022)

[bookmark: _Toc119601330][bookmark: _Toc119601811][11] Shibi Kamalakannan,” RESTFUL web service and its methods.” mechomotive.com. https://mechomotive.com/restful-web-service-and-its-methods/ (Accessed 13/11/2022)

[12] Edward Kuhn, “REST in Cloud Computing”. Cloudivity.com. https://www.cloudivity.com/cloud-architecture/rest-in-cloud-computing/ (Accessed 13/11/2022)
[13] “Difference between IAAS, PAAS and SAAS”. GeeksforGeeks.org. https://www.geeksforgeeks.org/difference-between-iaas-paas-and-saas/ (Accessed 13/11/2022)
[14] “What is SDN”. Ciena.com. https://www.ciena.com/insights/what-is/What-Is-SDN.html (Accessed 13/11/2022)
[15] “Why is software defined networking important”. Sdxcentral.com. https://www.sdxcentral.com/networking/sdn/definitions/what-the-definition-of-software-defined-networking-sdn/why-sdn-important/#:~:text=SDN%20allows%20organizations%20to%20use,%2C%20services%2C%20and%20business%20models. (Accessed 13/11/2022)
[bookmark: _Toc119601331][bookmark: _Toc119601812][16] Habeeb Ehtesham, “What Is SDN? Why Business Prepare Need to for SDN Transition.” extnoc.com. https://www.extnoc.com/blog/businesses-prepare-for-sdn-transition/ (Accessed 13/11/2022)

[bookmark: _Toc119601332][bookmark: _Toc119601813][17] Joachim Bauernberger,” How SDN is going to affect your job as a network engineer.” LinkedIn.com. https://www.linkedin.com/pulse/20140527163943-7082046-how-sdn-is-going-to-affect-your-job-as-a-network-engineer (Accessed 13/11/2022)
[18] “Cloud Storage JSON API overview.” cloud.google.com. https://cloud.google.com/storage/docs/json_api#:~:text=The%20Cloud%20Storage%20JSON%20API,is%20intended%20for%20software%20developers. (Accessed 13/11/2021)
[19] “What is the cloud? “. cloudfare.com. https://www.cloudflare.com/learning/cloud/what-is-the-cloud/ (Accessed 13/11/2022)
[20] “What is software defined networking “. vmware.com. https://www.vmware.com/topics/glossary/content/software-defined-networking.html (Accessed 13/11/2022)




 

image3.png
ction Media Clipboard

»@ 0

Activities

() Terminal 17 Nov 22:26
Thunderbird Mail valentin@UbuntuServer: ~/ansiblehosts
valentin@ubuntuServer:-$ ls
W
ny.key "\.pub’
1d_rsa my.key.pub
valentin@ubuntuserver:-$ cd ansiblehosts/
valentin@UbuntuServer: $ s
ansible.cfg hosts
valentin@UbuntuServer: s

Q

Get Support

My Warranty

insurance

|-

databases

Home





image4.png
B Terminal

m

valentin@ubuntuserver:

"W

id_rsa

ansible.cfg hosts

valentin@Ubuntuserver:

[myvirtualmachines]
172.24.62.37

valentin@Ubuntuserver:

17 Nov 22:27

valentin@UbuntuServer: ~/ansiblehosts

my.key.pub
valentin@Ubuntuserver:-$ cd ansiblehosts/
valentin@UbuntuServer:

$ cat hosts

Get Supy

My Warr:

insuran

databa:

Home





image5.png
4Nov 15:51

valentin@Ubuntuserver: ~ B E © 6 @

See apt(8) for more infornation about the available conmands.
Conflguration options and syntax is detatled in apt.conf(s).
Infornation about how to configure sources can be found in sources.list(s)
Package and version choices can be expressed via apt_preferences(s).
Security detalls are avatlable in apt-secure(s).
This APT has Super Cow Powers.
valentingUbuntuserver:-$ sudo apt-get install openssh-server
Reading package lists... Done
Building dependency tree... Done
Reading state infornation. .. Done
The following packages were automatically installed and are no longer required:
bflashron1 1ibftdi1-2
Use 'sudo apt autoremove' to remove then.
The following additional packages will be installed:
ncurses-tern openssh-sftp-server ssh-inport-id
Suggested packages:
nolly-guard nonkeysphere ssh-askpass
The following NEW packages will be installed
ncurses-tern openssh-server openssh-sftp-server ssh-import-id
© to upgrade, 4 to newly install, o to remove and 3 not to upgrade.
Need to get 751 kB of archives.
After this operation, 6,646 kB of additional disk space will be used. l
0o you want to continue? [v/n] sll





image6.png
m valentin@Ubuntuserver: ~ Q

valentingUbuntuserver:-$ man ssh_config




image7.png
R a2l

Clipboard  Vie

Actiites 3 Terminal

o @ E a x

o) valentin@Ubuntuse
SSH_CONFIG(S) 850 File Fornats Manual SSH_CONFIG(S)

ane
ssh_conflg - OpenssH client configuration file

DESCRIPTION
ssh(1) obta
lowing order:

s conflguration data fron the following sources tn the fol-

1. comnand-line optlons
2. user's configuration file (-Lsshiconfig)
3 systenwide configuration file (Jetc/ssh/ssh config)

‘o sde

For each paraneter, the first obtatned value will be used. The configu-

ration files contain sections separated by Host specifications, and that
section ts only applied for hosts that match one of the patterns given tn
the spectfication. The natched host name s usually the one glven on the
connand Line (see the CanonicaltzeHostnane option for exceptions).

Stnce the first obtatned value for each paraneter is used, more host-spe
Cific declarations should be given near the beginning of the file, and
general defaults at the end





image8.png
m valentin@Ubuntuserver: ~ EBE © © @ ‘

valentingUbuntuserver:-$ sudo systemctl restart sshd.service
valentin@ubuntuserver:-$ [





image9.png
File

Activities

B
@
=
©

u

Action

»@ 0

Running

Vedia

B Terminal 8Nov 12:17

m valentin@Ubuntuserver: ~ Q

Try: sudo apt install <deb name>

valentingubuntuserver:-$ ssh-keygen -t rsa

Generating public/private rsa key patr.

Enter file in which to save the key (/home/valentin/.ssh/id_rsa):
Created directory '/home/valentin/.ssh'.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/valentin/.ssh/id_rsa
Your public key has been saved in /home/valentin/.ssh/id_rsa.pub
The key fingerprint ts:
SHA256:41Kgo521hQBpuWVKLL JDF JzieunPhGylonac+sYLNss valentingUbuntuserver
The key's randomart inage is:

+---[RSA 3672]----+

JoExs00
+----[SHA256]-
valentingUbuntuserver:-$ |





image10.png
) Terminal 9Nov 0055 Activities

) Valentin@Ubuntuctient: - BB e o6 .

et tsbunuserer s ssb alent a2 24,0257
The authenticity of host '172.24.62.37 (172.24.62.37)' can't be established

ED25519 key fingerprint is SHA256:D6xdezpG/HIKA2Q)/ET21Sn/BBEGBaZXOSaKKZBYYIU. .
PR e

ot ermeniy e 13-345.37 (oSt o the ot o kno st
e s ' s B
e a5 7 i o 5.1.0-52- et 0080

* Docunentation:  https:/ /help.ubuntu.con s
* Managenent:  hetps://Landscape. canonical .con
* support: htps: //ubuntu. con/advantage

The prograns included with the Ubuntu systen are free softwar
the exact distribution terns for each progran are described in the
individual Files in Jusr/share/doc/*/copyright.

0 updates can be applied imnediately. H

Ubuntu cones with ABSOLUTELY NO WARRANTY, to the extent pernttted by
applicable Law

valenttngubuntuctient:-$ [}

& Tesminal 9Nov 00:55

" valentin@Ubuntuctient: - alzl ¢ @ «

valenttngubuntuclient:-§ 1p a
1: Lo: <LOOPBACK,UP, LOWER_UP> ntu 65535 qdisc nogueue state UNKNOWN group defaul
© qlen 1000
‘Link/Loopback 80:06:00:00:00:00 brd 60:00:00:00:00:00
tnet 127.0.0.1/8 scope host Lo
ValLG Lt forever preferred Lt forever
tnets ::1/128 scope host
Valid Lt forever preferred Lt forever
2: etho: <BROADCAST, MULTICAST,UP, LOWER_UP> ntu 1500 qdisc nq state UP group defa
ult glen 1600
Uink/ether 00:15:5d:4f:26:2c brd FF:fF:Ff:FF:Feifr
inet’ 172.24.62.37/26 brd 172.24.63.255 scope global dynanic noprefixroute et

Valld Ut 8sseosec preferred Lft 85560sec
Lnets fedo: :5r4s:611b:2367:1a72]64 scope Lnk noprefixroute
Valld_Ut forever preferred_Lft forever
valenttngubuntuclient:-§

m
temet sdper vetemet. Qefaut Seteh)
' Ty
Comection-seciic oS utfi
Cink Toco o Rbres [EA———
o 50t s e
et ok Paiee

Default Gatevay





image11.png
WION I S

Epe

Activities

© Terminal

9Nov 0118

valentin@Ubuntuserver: -

Usage: /usr/bin/ssh-copy-1d [-h|-7|-f|-n|-s] [-1 [dentity file]] [-p port] [-F
alternative ssh_config file] [[-0 <ssh -0 options>] -..] [userg]hostnane

-f: force mode -- copy keys without trying to check Lf they are already
tnstalled

“n: dry run -~ no keys are actually copled

use sFtp - use sTtp instead of executing remote-comnands. Can be

useful if the remote only allows sftp

“h|-7: print this help
valentingUbuntuserver:-S ssh-copy-id -L ~/.ssh/id_rsa.pub valenting172.24.62.37
Jusr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: */home/valentin/.s
Sh/id_rsa.pub”
Just/Bin/ssh-copy-1d: INFO: attempting to log in with the new key(s), to Filter
out any that are already installed
Jusr/bin/ssh-copy-1d: TNFO: 1 key(s) rematn to be tnstalled
ed now 1t {5 to {nstall the new keys
Valenting172.24.62.37s password

- 1f you are prompt

Nunber of key(s) added: 1

Now try logging into the machine, with: "ssh 'valenting172.24.62.37
and check to nake sure that only the key(s) you wanted were added

valentingubuntuserver:-$

minal 9Nov 01:18,

m valentin@Ubuntuclient: - KK
1: o: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
Link/Loopback ©0:00:00:00:00:00 brd 60:00:00:00:60:00
inet 127.0.6.1/8 scope host lo
valid 1ft forever preferred Lft forever
thets ::1/128 scope host
Valld_Lft forever preferred_Lft forever
2: etho: <BROADCAST,MULTICAST,UP,LOWER_UP> ntu 1500 qdisc nq state UP group defa
ULt qlen 1000
tnk/ether 00:15:5d:4f:26:2¢ brd ff:fr:f:ff:fr:fr
tnet 172.24.62.37/20 brd 172.24.63.255 scope global dynantc noprefixroute et

ne
valtd urt sssosec preferred 1t assosec
tneto. fefd: 5fao:611b: 2367 :1a72]64 scope Link noprefixroute
VAL ATt forever preferred (7t rorever
Velencn b on s § anstbte - version
anstbe 2.10.8
Contig File = none
configured module search path = ['/home/valentin/.ansible/plugins/modules’, '/
ust/share/ansible/pLugins/modutes'
antble. python modute. Tocation = /usr/Lib/pythans/dist-packsges/ansible
Exccutable Tocation = /usr /bin/ansible
Bythan version = 3.16.6.crain, Nov. 2 2022, 18:53:38) [GcC 11.3.0]
sotntinaupntctionts $

Home
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) Terminal

9Nov 01:04

) valentin@Ubuntuserver: - a

The following packages were automatically installed and are no longer required

Ubflashron1 UbFEdL1-2 ncurses-tern openssh-sftp-server ssh-inport-ld

Use 'sudo apt autorenove’ to renove then.

The following additional packages will be installed
Leee-data python-babel-localedata python3-argconplete python3-babel
python3-distutils python3-dnspython python3-Jinjaz python3-jnespath
python3-kerberos python3-1tbcloud python3-netaddr python3-ntln-auth
ython3-packagtng python3-pycryptodone python3-requests-kerberos
python3-requests-ntln pythons-requests-toolbelt python3-selinux
python3-stnplejson python3-winrn python3-xnltodict

Suggested packages
cowsay sshpass python3-sniffio python3-trio python-jinja2-doc ipython3
python-netaddr -docs

The following NEW packages will be installed
ansible ieee-data python-babel-localedata python3-argcomplete python3-babel
python3-distutils python3-dnspython python3-jinjaz python3-jnespath
python3-kerberos python3-Libcloud python3-netaddr python3-ntln-auth
python3-packaging python3-pycryptodone python3-requests-kerberos

9Nov 0104

valentin@Ubuntuctient:
Loz <LOOPBACK,UP, LOWER_UP> ntu 65536 qlsc noqueue state UNKNOWN group defaul
alen 1000

ok /Loopback 00:06:00:00:08:00 brd 60:08:00:00:00:00
tnet 127.0.0.1/8 scope host lo

valid Lt forever preferred_Lft forever
tnets ::1/128 scope host

valid 1ft forever preferred Lft forever

etho: <BROADCAST,MULTICAST,UP, LOHER_UP> mtu 1500 qdisc nq state UP group defa
£ qlen 1000

Link/ether 00:15:5:47:26:2¢ brd Ff:fF:ff:ff:ff:fr
tnet 172.24.62.37/20 brd 172.24.63.255 scope global dynanic noprefixroute et

valid_Lft 855c0sec preferred_Lft 85sc6sec
nets fego: :546:611b:2387:1a72/64 scope Link noprefixroute
valid_Lft forever preferred_Lit forever
LentingUbuntuclient:-§ ansible --version

nfig File - None
python3-requests-ntln python3-requests-toolbelt python3-selinux nfigured nodule search path = [*/hone/valentin/.ansible/plugins/modules’, '/
a python3-simplejson python3-winrm python3-xnltodict ¢ /share/ansible/plugins /modules' ]
< 6 to upgrade, 22 to newly install, 0 to renove and 2 not to upgrade. inatble python module Tocation = /usr/Lib/python3/dist-packages/ansible
I Need to get 6.2 M3 of archives Executable lLocation - Jusr/bin/ansible
After this operation, 272 W8 of additional disk space will be used python version - 3.10.6 (main, Nov 2 2022, 18:53:38) [GCC 11.3.0]
’ D0 you want to continuer [v/n] S fentinaubuntuctient:-s I
i
] Gi
Home Home
G
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" valentin@UbuntuServer: ~/ansiblehosts Q = - o x

-f: force mode -- copy keys without trying to check if they are already
installed

-n: dry run -~ no keys are actually copied

-s: use sftp -- use sftp instead of executing remote-commands. Can be
useful if the remote only allows sftp

-h|-2: print this help
valentin@Ubuntuserver:-$ ssh-copy-id -i ~/.ssh/id_rsa.pub valentin@172.24.62.37
Jusr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/home/valentin/.s
sh/id_rsa.pub”
Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed
Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys
valentin@172.24.62.37's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'valentin@172.24.62.37'"
and check to make sure that only the key(s) you wanted were added.

valentin@Uubuntuserver:-$ mkdir ansiblehosts

valentin@Ubuntuserver:-$ cd ansiblehosts
valentin@Ubuntuserver: $ gedit hosts

Home
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Warranty

valentin@Ubuntuserver:

$ ansible all -m ping
172.24.62

thon": "/usr/bin/python3

g": "pong -
3

valentin@UbuntuServer: $

Q m valentin@Ubuntuserver: ~/ansiblehosts  Q
S

surance
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Activities B Terminal 9Nov 03:37
\LL BAR *
TAFF
gemak...
- < valentin@UbuntuServer: ~ Q = - =] X
UPKY: WAInLNg: WNLLE [emoving MysqL-COMMON, ULIECLOTY /€LC/MysqL NoL empLy so
not removed
@ valentin@Ubuntuserver:-$ sudo apt install mysql-server
s Reading package lists... Done
B — Building dependency tree... Done
5 Reading state information... Done
- The following packages were automatically installed and are no longer required:
. libflashrom1 libftdi1-2

Use 'sudo apt autoremove' to remove them. |
o The following additional packages will be installed:
mysql-client-8.0 mysql-client-core-8.0 mysql-common mysql-server-8.6
mysql-server-core-8.0
Suggested packages:
mailx tinyca
i The following NEW packages will be installed
mysql-client-8.0 mysql-client-core-8.8 mysql-common mysql-server
mysql-server-8.0 mysql-server-core-8.0
© to upgrade, 6 to newly install, © to remove and 1 not to upgrade.
Need to get 21.6 MB of archives.
After this operation, 184 MB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http://gb.archive.ubuntu.com/ubuntu jammy/main amd64 mysql-common all 5.8+
1.0.8 [7,212 B]
http://gb.archive.ubuntu.com/ubuntu jammy-updates/main amd64 mysql-client-

Gt
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emakc
. m valentin@UbuntuServer: ~ Q - o x
. skipping.
@ ALL donet
=3 valentingUbuntuserver:-$ sudo mysql_secure_installation -p
| Enter password:
>.
‘ ‘ Securing the MysQL server deployment.
. The 'validate_password' component is installed on the server.

v The subsequent steps will run with the existing configuration
of the component.
Using existing password for root.
Estimated strength of the password: 25 [y
i Change the password for root ? ((Press y|Y for Yes, any other key for No) : n

. skipping.
By default, a MysQL installation has an anonymous user,
allowing anyone to log into MysQL without having to have
a user account created for them. This is intended only for
testing, and to make the installation go a bit smoother.
You should remove them before moving into a production I
environment.
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9Nov 03:56
< valentin@UbuntuServer: ~ Q - =] X
Your MySQL connection id is 15
Server version: 8.0.31-0ubuntu@.22.04.1 (Ubuntu)
Copyright (c) 2000, 2022, Oracle and/or its affiliates.
oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective N

owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> show databases;

| information_schema |
| mysql |
| performance_schema |
| _sys I
Iﬁm I
+

5

rows in set (0.00 sec)

mysql>
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Warranty

valentingUbuntuserver: $ ansible all -m apt -a name=apache2 --becon
e --ask-beconme-pass
BECOME password:

surance

Q M valentin@Ubuntuserver: ~/ansiblehosts Q = - © x

A
:
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Activities ) Terminal 9 Nov 02:48 &0 O

0 ALL BAR
STAFF

Created synlink /etc/systemd/system/multi-user.target.wants/apache-htcacheclean.
service - /lib/systend/systen/apache-htcacheclean.service.

Q m valentin@Ubuntuserver: ~/ansiblehosts Q = - o x

hangemak... Processing triggers for man-db (2.10.2-1) ...
Processing triggers for ufw (0.36.1-4build1) ...
Rules updated for profile 'Apache
valentin@UbuntuServer: $ sudo systemctl status apache2
® apache2.service - The Apache HTTP Server
e, Loaded: loaded (/lib/systemd/system/apache2.service; enabled; vendor presel]

Active: active (running) since Wed 2022-11-09 ©2:47:26 GMT; 17s ago
e Docs: https://httpd.apache.org/docs/2.4/
Main PID: 10868 (apache2)

' Tasks: 55 (limit: 4626)
- Memory: 4.8M
H CPU: 58ms
CGroup: /system.slice/apache2.service
10868 /usr/sbin/apache2 -k start
10876 /usr/sbin/apache2 -k start
10871 /usr/sbin/apache2 -k start

Nov 69 02:47:26 UbuntuServer systemd[1]: Starting The Apache HTTP Server...

Nov 69 02:47:26 UbuntuServer apachectl[10867]: AHO®558: apache2: Could not relil
rden Nov 69 02:47:26 UbuntuServer systend[1]: Started The Apache HTTP Server.
END)

ZOtero.
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Browser
Apache2 Ubuntu Default +

O & 1722458142

<9 Apache2 Default Page

Ubuntu

“This s the default welcome page used to test e correct operation of the Apache? server after nstallation on
Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu Apache packaging is derived. If
Jou can read this page, It means that the Apache HITP server insalled at thi ste s working properly. You should
replace thisfile (located at /var /wia/htnL/index . htnl) before continuing to operate your HTTP server.

1Fyou are a normal user of this web site and don't know what this page i about, his probably means that the ste s
currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.

Ubunty's Apache2 default configuration i different from the upstream default configuration, and spltinto several
flles optimized for interaction with Ubuntu tools. The configuration system is Fully documented In /uss/share
/doc/apache2/README.Deblan.gz. Refer to this for the ull documentation. Documentation for the web server
itself can be found by accessing the manual f the apache2-doc package was nstalled on this server.

“The configuration layout for an Apache2 web server installation on Ubunt systems s s follows:

Jetc/apache2/
I-- apachez.conf
ports. conf.
mods-enabled
|- *.1oad
*. conf
conf-enabled
*. conf
sites-enabled
*.conf

- W A/

~ 04§

File

Action  Media Clipboard  View  Help

» B S

Apache2 Ubuntu Default o x [ Firefox Privacy Notice

O & 1722458142

<9 Apache2 Default Page

Ubuntu

“This s the default welcome page used to test e correct operation of the Apache? server after nstallation on
Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu Apache packaging is derived. If
Jou can read this page, It means that the Apache HITP server insalled at thi ste s working properly. You should
replace thisfile (located at /var /wia/htnL/index . htnl) before continuing to operate your HTTP server.

1Fyou are a normal user of this web site and don't know what this page i about, his probably means that the ste s
currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.

Ubunty's Apache2 default configuration i different from the upstream default configuration, and spltinto several
flles optimized for interaction with Ubuntu tools. The configuration system is Fully documented In /uss/share
/doc/apache2/README.Deblan.gz. Refer to this for the ull documentation. Documentation for the web server
itself can be found by accessing the manual f the apache2-doc package was nstalled on this server.

“The configuration layout for an Apache2 web server installation on Ubunt systems s s follows:

Jetc/apache2/
I-- apachez.conf
ports. conf.
mods-enabled
|- *.1oad
*. conf
conf-enabled
*. conf
sites-enabled
*.conf

Status: Running

—

insura
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valentin@ubuntu-server: ~ &l E

Get:34 http://gb.archive.ubuntu.

es [13.7 k]

Get:35 http://gb.archive.ubuntu.

s [3,612 B]

Get:36 http://gb.archive.ubuntu.

en [4,228 B]
Get:37 http://gb.archive.ubuntu
Metadata [940 8]

Get:38 http://gb.archive.ubuntu.

s [5,200 B]

Get:39 http://gb.archive.ubuntu.

es [6,752 B]

Get:40 http://gb.archive.ubuntu.

en [9,360 B]

Get:41 http://gb.archive.ubuntu.

Metadata [12.6 k8]
Get:42 http://gb.archive.ubuntu
Metadata [356 B]

com/ubuntu
con/ubuntu
com/ubuntu
con/ubuntu
com/ubuntu
com/ubuntu
con/ubuntu
com/ubuntu

con/ubuntu

Fetched 6,515 k8 n 2s (4,095 kB/s)

Reading package lists... Done
Building dependency tree... Done
Reading state tnformation... Done

60 packages can be upgraded. Run 'apt list

valentingubuntu-server:-$

janmy-updates/multiverse
Janmy-updates/multiverse
janmy-updates/multiverse
janmy-updates/nul tiverse
janmy-backports/universe
janmy-backports/universe
Janmy-backports/untverse
janmy-backports/universe

janny -backpor ts/universe

® 0 @

ande4 Packag
1386 Package
Translation
ande4 DEP-11
1386 Package
ande4 Packag
Translation-
ande4 DEP-11

ande4 c-n-f

--upgradable’ to see them.

Home





