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[bookmark: _Toc16972202]Introduction
The report purpose is to offer the advice in the relation to the data protection that is followed by the subsequent a low-level hacking incident. In a similar manner, for providing the advice, some essential requirements of privacy security, truth and availability and the associated policies and procedures are defined in this report.  In addition, this report also includes the critique of the prior problem of hacking and indicates a means whereby each attack could have been detected and/or prevented. In the end, an important conclusion is also outlined for Republic of Snowdonia County Council in terms of advice.
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1. Explain the basic requirements of securing confidentiality, integrity, and availability for the Council’s information, and the associated policies and procedures that underpin security-aware operation possible
While concerns about the information security, it is determined that the privacy, honesty and the availability are defined as the CIA traits that is a model developed to provide the guidance to the policies for the security information under an organization (Dorri et al., 2017). In similar manner, this model is sometimes known as the AIC triad (accessibility, honesty and the confidentiality) that is to keep away from the confusion with the Central Intelligence Agency. In this way, these three elements of the CIA triad are defined most crucial components of the security. 
In addition, all the security measures related to the information always have the aim to address at least one of the three goals which are:
· Provide protection to the data privacy
· Protect the data integrity
· Enhance the data accessibility
Thus, these goals are most important which are followed by all the security information where professionals who are responsible for developing the policies as well as procedures in which it is must to consider each goal while creating a plan for protecting the computer system (Sicari et al., 2015). In this way, some basic requirements related to CIA are defined below: 
The major requirements of securing confidentiality, integrity, and availability
Confidentiality Model: 
The confidentiality is determined as the roughly equivalent to the privacy. In other words, confidentiality means preventing of information from its disclosure to the illegal parties. In this way, the very important component of protecting the confidentiality of information would be the encryption. With the help of the encryption, it can be ensured that the information is read by the right person. 
It is quite known in the present world and it can also be found within the major protocol. At the same time, it is also the requirement of confidentiality to categorize the data as per the amount as well as the type of damage which can be done (Shaikh and Sasikumar, 2015). 
In addition, sometimes the special training may be included by the safeguarding the data confidentiality for the persons who confidentiality to such the documents. These training will typically involve the security-related risks which can threaten this information. In a similar manner, some other requirements are also identified which is enforcing the file permissions as well as access control list in order to prevent access to sensitive information. 
Integrity Model:
In concern of the integrity model, it is defined that this model keeps the important information pre as well as trustworthy through providing the protection to the system data from the intentional as well as accidental changes. 
In other words, integrity is determined as an important component of the information that is referred to protect the information from being modified through the unauthorized parties. In this manner, there are three basic requirements of the integrity model. In which, one is to avoid unauthorized users from creating modifications to the data as well as different programs (Oh and Kim, 2017). 
In a similar manner to above, other goals or basic requirement is to restrict the authorized users from developing the improper or the unauthorized modifications. In addition, it is also an essential requirement to maintain the internal as well as external consistency in relation to the data and the programs.
Availability Model: 
Apart from the above, availability model of the information is essential to keep the information and the resources available on respect to the authorized use, mainly in the situation of the having emergencies or some kind of disasters. In this manner, the professional of the information security address the three common requirements which are considered as the challenges to the availability (Jouini and Rabai, 2019). 
In this, denial of services because of the intentional attacks or the undiscovered flaws within the implementation of the systems is defined as one of the important requirement. At the same time, information system capabilities are also included in these requirements that are lost due to natural disasters. After that, different types of equipment are also determined and these are needed to be kept working during normal use.
Policies and Procedures that underpin security-aware operation possible
In concern of the information security policy, it is defined that it is a set of the rules which are enacted through the organization in order to make improvement that all the users or the networks related to the IT structure in the organization’s domain are as per the prescriptions related to the security of the information that is stored digitally under the boundaries (Vasilomanolakis et al., 2015). 
On the basis of it is represented that an effective information security policy usually governs the protection of the information and it also includes some important elements such as its purpose, scope, information security objectives, authority & access control policy, classification of data, the data support & operations, security awareness sessions, responsibilities, rights & duties of personnel, reference to relevant legislation and the other items, etc (Ramachandran and Chang, 2016). In this concern, some important policies and the procedures which underpin the security-aware operation possible are defined below: 
1. Acceptable Use Policy (AUP)
2. Access Control Policy (ACP)
3. Remote Access Policy 
4. Information Security Policy
5. Incident Response (IR) Policy
[bookmark: _Toc16972204]2. Identify previous hacking problem, and determine a means whereby each attack could have been detected and/or prevented
Previous Hacking Problem
In relation to the earlier hacking problems in Republic of Snowdonia County Council, Ahmed et al. (2016) examined that companies have to face the various kind of hacking problems due to which they lose their important information or data related to the crucial department within the organization. In this manner, Denial of Service (DoS\ DDoS) was one of the important and critical problems for the company because this attack hacked its complete data and it had to face major losses in terms of finance and confidential information. 
In this manner, Wang et al. (2015) defines that a Denial of Service attack is termed as hacking technique that is to be used in the site and the server through the flood in which a site or the server is found with a lot of traffic and because of heavy traffic, site or the server is incapable to process all the requests within the concurrent and it finally crashes down. In this way, Al-Ani et al. (2018) mentions that DoS is most popular technique below which hackers floods their targeted machine along with the number of requests in order to overcome the different resources that in turn prevent the actual requests from being completed. With the help of DoS, hackers often arrange botnet or the zombie computers that have got the only work that is to flood the system with the request packet. 
Detect and Prevent the Danial of Service (DoS) Attack 
While having the DoS attack situation, Elejla et al. (2017) depicts that the network signs which are seen by the users typically would be common, like the high CPU utilization on the devices and a high ranking of the certain types of packets. At this time, the first thing that a user wishes to do is to log into his/her perimeter routers as well as firewalls as well as evaluate his/her CPU utilization. At the same time, there is also a different way to detect the DoS attack. In this, Hodo et al. (2016) discloses that with the comprehensive Net Flow based on the network traffic monitoring as well as threat detection techniques like Scrutinizer, an IT team can be capable to accumulate enough data within the 30 minutes of the installation in order to identify the threat’s point of the origin as well as which the breach was the DoS attack.
In the situation of having the DoS attack, Lakhno et al. (2016) represents that there are several ways by which this attack can be prevented and the confidential information can also be secured more efficiently. In this concern, these effective steps are defined below:
· Purchase extra bandwidth
· Construct redundancy into the infrastructure
· Build up the network hardware in opposition to DDoS attacks
· Organize anti-DDoS hardware as well as software modules
· Organize the DDoS protection appliance
· Defend the DNS servers
[bookmark: _Toc16972205]3. Give the basic details of an auditing or testing approach the Council might adopt to demonstrate better compliance with data protection legislation
For protecting the information within the organization, almost IT companies adopt different techniques so that they can secure their confidential data more efficiently and keep the information safe as long as they want (Pasquier et al., 2018). 
In this concern, a compliance audit or the testing approach that may be adopted by the Council in order to reveal the better fulfillment with the data protection legislation is most important technique which is quite effective for the IT organization in order to ensure the adherence of the data protection legislation which make the information security tools legal for the organization. 
[bookmark: _GoBack]In other words, due to the continuous changes within the regulatory environment, IT organizations feel more pressure for getting the data security and the privacy right. In this way, some regulations need to reflect compliance (Colesky et al., 2016). A compliance audit is effective to determine the gaps within the processes and the complete security posture and it is also beneficial to uncover the issues related to the compliance that will be important to be resolved for avoiding the various penalties. In a similar manner, the basic details of the compliance audit or testing are reflected below:
In concern of the security compliance audit, it is mentioned that it helps to evaluate the information system within an organization in against of the predefined set of the criteria. In addition, it is also defined that this compliance audit might be able to analyze everything that forms the physical environment as well as controls the processes and the procedures related to the business, hardware configurations, IT environment and the practices of the users. At the same time, Thompson et al. (2015) defined that a compliance audit is identified less comprehensive in comparison to the vulnerability assessment. In this way, the compliance audit has the key purpose to determine the potential weaknesses in the organizations which are performing their operations within the IT industry and wish to keep their data more secured and with more protection. One more thing in the relation of the compliance audit is that it is quite different from the penetration tests that are sanctioned attacks over the organization through the ethical hackers (Madi et al., 2016).
[bookmark: _Toc16972206]Conclusion
After discussing all the relevant information, it can be concluded that the information security is an integral part of any organization and it is clearly mentioned by the Jones-Smith Truman Consultants (JSTC) that are invited by the Republic of Snowdonia County Council to offer advice on data protection. In this manner, the privacy, honesty and accessibility are defined as the CIA traits that are a model developed to provide guidance to the policies for the information security under an organization. In addition, Denial of Service (DoS\ DDoS) was one of the important and critical problems for the company because this attack hacked its complete data and it had to face major losses in terms of finance and confidential information.
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