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ABSTRACT/SYNOPSIS
The focal point of this project lies in Network security within an ethical hacking environment. The author attempts to demonstrate various high-level attacks in which will define vulnerabilities within a network/system. A conceptual design may exist as a component towards the actual design of the project; this will require the author to create a blueprint of multiple designs relating the infrastructure of the implementations needed. The author advances with an aim set out along with objectives as a secondary approach to achieve the goal. There will exist various substantial knowledge that will require the author to undertake; this will allow the continuation of the project as it proceeds. The critical research literature will equip the readers with necessary information such as the high-level attacks as well as other standard attacks within the Cybersecurity/Networking field. As well primary research literature, the author pursues to gain related works, which will enable the project to advance and aid the author to acquire a sound conveyance to establish the thesis. Following on from the research literature aspect, a research methodology will exist as guidance as a systematic and logical approach to advance the project. To carry out ethical hacking techniques, a penetration testing distribution is required, the author will utilise Kali Linux, and this is because it offers a vast number of tools at disposal. Upon successful completion of the implementations, the author will conclude and discuss the results and the data acquired. Furthermore, a reflections section will exist to review the project to list the possible strengths and weaknesses. In addition to the completion, the author will discuss recommendations for future development.
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Chapter 1 – Introductory Chapter
1.1 Introduction

Corporate data has become an essential aspect for businesses. The reason is that attackers can comprise company’s sensitive data. Security has appeared to be a massive issue for many companies due to lack of safety and protection; some organisation has even turned the idea of protection into preventing the point which proves to the better solutions in some cases[1]. In a company as all devices connected to a network, one computer could compromise the whole network if infected and produce data loss. Breaches in the network and malicious attacks such as viruses and worms, which could replicate itself within the entire network, therefore it is vital that organisations now become trendy with the world of Cybersecurity[2]. The author will further discuss this proceeding to the literature review.
There are different types of security methods, one of which is internet security[3]. This is the type of protection in which the person defending will come up with rules and countermeasures to defend against attacks across the internet. The internet itself is of course not secure; it can be vulnerable to an attack such as phishing, online viruses and more, increasingly, the number of malware has increased to an ever high state[4]. To successfully avoid this, the methods can vary from simple password encryption to network layer security. 
Another platform where there is a concern for security is to the infrastructure of MANET[5]. This stems from mobile computing, more especially in communication within a business environment. As more and more devices such as smartphones as being used for business related purposes, there is a considerable concern for sensitive corporate information. As well as this concern, there is a vast number of threats and attacks in which MANET deals with such malware, spyware, eavesdropping, worms and many more[6].
The primary focus of this paper lies in the category of high-level attacks which the author will set out to implement using the ethical hacking concept. As there is little knowledge given to students and others who are interested in security, the author provides an extension to display the vulnerabilities a network may have. Current technologies will exist to review by the author along with a detailed evaluation of the related works; this is to discover the potential support it may provide for the project.
1.2 Aim

Analysing top Cybersecurity/Network security threats and attacks and performing implementations within an ethical hacking environment.
1.3 Objectives

· Review up to date technologies

· Identify current security methods within a network/system such as procedures and policies

· Identify possible encryption methods
· Ethically attempt to access a network/system through unauthorised access (Penetration testing, Sniffing)
· Research into threat detection methods of security, i.e. honeypot, IDS, IPS
· Password cracking (WPA2)
1.4 Structure Of The Project

This project is divided into three different sections. Primarily the report will consist of the research aspects of the project; this will support the basis of the project.  The research literature aspect refers to the vulnerabilities within a network and the countermeasures to go with the prevention. The second section of the project will indicate a practical approach; the author will carry out an experiment to test a hypothesis.   Lastly, the report will conclude by describing what results were found and an analysis to go with the findings, a discussion as to what can be done to prevent such vulnerabilities.
Furthermore, the author concludes by evaluating the outcome of the project, including possible strengths and weaknesses and future recommendations. The content will further explain the justification of the implementation in which the author concluded. A descriptive development of the aim and objectives is justified at the end stating how the research literature aided the project to sustain integrity until completion. Below the author further clarifies each chapter within the project.
Chapter one outlines the aims and objectives that the author has composed. It portrays a synopsis of the overall report. It also specifies the purpose and goals, which the author anticipates positively, will deliver a fortunate outcome for the research. It will intend to provide an introduction to the research thesis in which the author has devised. It begins to introduce the overall view of the project and outlines the main body of the report. This chapter provides the basis on which the project falls into and to equip the reader with an idea of what the focus intends to portray.
Chapter two outlines the research literature aspect which the author intends to explore. The author will have reviewed a variety of credible sources. The sources propose to sustain extracted from scholarly research websites. The author plans to obtain the literature resources from online articles and journals. The research literature happens to cite an essential part of the project as it appears to guide the author to differentiate between expert knowledge already in the field against what the author intends to achieve. Furthermore, it provides the reader with the underlying foundation in which the author has constructed. Also, this chapter will equip the author with the background knowledge in which will empower the project to maintain integrity until completion.
Chapter three provides the research methodology and design that will progressively aid the author to carry out their project. It will assist in decision making for the research approach as well as the design and implementation of the project. It will provide the procedures to solve the problem of the proposal. This section will also outline each method of the research onion the author wishes to pursue and why. A professional body of a research technique will allow the author to maintain a thorough guideline and a systematic approach to complete the project.
Chapter four looks at the design and implementation of the project. It outlines what the author will produce an implementation. It describes why the author chose to perform their decision in a particular way. As well as design, this section will cover the requirements needed to carry out the implementation. The model outlines the previous deployment to the actual application; therefore, the design section will aid in the outlook of the overall project. It will also look at the resources the author wishes to use such as tools as techniques. The author sets out the problem formulation to remain equipped with a research question to answer.
Chapter five reviews the outcome of what the author produced, with this the author evaluates the results with a cross-section of their objectives or a similar experiment. The author illustrates how the outcome reflects the aims and objective, and if not, why does it not? An evaluation synopsis approved by the author to identify the possible strengths and weaknesses and explain what reasonable adjustments may require modification in the future. 
Chapter six concludes the final part of the project following the outcomes. This section provides a summary of what the author has completed. As well as finishing, the author offers future developments for research focus. It will also give the relevant comments from each section summarising what they have done. This chapter ends with a clarification of each part in the report justifying what components the author achieved and how the research methodology and design have aided in the completion of the project.
Chapter seven will reflect on what the author has achieved about their aims and objectives proposed at the beginning. It will also concentrate on the limitations and strengths of the overall project, what went as planned, and what did not. The author reflects on prior research carried out and how it related to the intended problem formulation.
Chapter eight composes a list of academic references in which the author has accredited throughout the project. These scholarly references reflect on the intended citations and further explain the position. The sources prescribe to abide being collected from a professional body of an online library.
The author continues below to carry out the research literature required to aid the project and relate the sources to the aim and objectives.

Chapter 2 - RESEARCH & REVIEW OF LITERATURE
3.2  Introduction

This chapter discusses the research, literature, and related work within the field of study. The analysis includes different types of security methods that are available. This section will also describe the high-level attacks, which can disrupt within network environments. There will be various attacks and threats mentioned that relate to the aims and objectives of the project. 
Computer Security has become an essential topic in networking, and thus the demand for thorough protection has risen due to unauthorised access and other threats and attacks. The primary concern about security, which individuals fail to comprehend, is the risk level, meaning they need to understand the dangers, and to countermeasure any attacks, that can occur, especially with the new trends of today’s Cybersecurity issues[7]. Another main point to address is that as much as security level increases so will the level of threats and attacks. This is because hackers and cybercriminals keep up to date just as security experts keep up to date with countermeasures, as mentioned in a report that no company is immune to threats and attacks, however they need to ensure that security level is at its highest[8].

One way to address this issue is to search for vulnerabilities within an organisation's current network and system to reveal what method of protection or countermeasure they provide to reduce or prevent an attack that could occur, as the author mentions carrying out vulnerability assessments to identify threats and attacks[9]. Concerning organisations, management will strive to ensure that their networks run smoothly and that traffic that is sent within the organisation as well traffic going outside is secure. To measure in real time, management must ensure that monitoring tools such as Intrusion Detection[10] and Intrusion Prevention Systems[11] and implemented, as it suggests that you need to be able to see the traffic to analyse it which the author mentions a report[12], [13]. 

An obvious yet overlooked method of security is physical security, which involves maintaining protection for the hardware devices from theft or damage, countering measure this, the admins could secure the server rooms and even keep them off-site for maximum protection. Fireproof walls and cooling systems in case of fire and overheating as sever rooms will tend to heat up from the network devices[14].
Attacks that are more technical would be the logical forms, such as viruses, worms, phishing, DoS/DDoS, Trojan horses, Man in the Middle attack, Rogue security software and so forth. Of course, there are countermeasures for these types of attacks as well, for example, updated firewall, web security, updated strong passwords, VPN’s and HTTPS certifications. For more sophisticated attacks such as DDoS, where the attacks use multiple devices to carry out an attack, a countermeasure would be hard to execute as it is hard to tell if the attack is within the network. However, monitoring software would be recommended to install as it can find anomalies in which the data is sent to an administrator to analyse, the author of a report mentions a wide range of vulnerabilities and preventions such as in procedures, design and implementation[14].
3.3 Threats & Attacks

There are several threats and attacks which can compromise a system or network. These attacks can range from a pure password cracking, phishing/social engineering, ransomware to a Distributed Denial of Service(DDoS) attack[15]. The threats that fall upon network communication is ever increasing, and organisations have to be aware of the risks that they could face. Falling into the category of application attacks, the threats and attacks have infected mobile communication networks and systems, by attempting to install what the user may see an authorised application, instead may be unauthorised and contained within a malicious application used for fraudulent activities[16].
Eavesdropping

Eavesdropping is a type of passive attack because the attack does not harm the network it enters. Instead, the purpose is usually to gain access to intercept the traffic between communications between two points and acquire that information for themselves[17]. This may go far as to extend to the attacker being able to have complete access to the communication being sent and received. Some systems do not possess strong encryption or any at all such as Voice over IP (VoIP). Therefore this is allowing hackers to target an easy victim and intercept traffic. Not only in local network but also within wireless networks, where the hacker may be able to acquire the data even if the hacker is not a recipient of the data being sent to. It is more different for wireless networks over wired when it comes to security issues in eavesdropping attacks, as the wireless medium is open to all wireless nodes. Therefore anti-eavesdropping security mechanisms need to create [18].
Data Modification
Moving on from an eavesdropping attack hacker may lead on to practically modifying the data; in computer security, data modification comes into place. From an eavesdropping attack, which happens to be passive, an active attack utilising the data modification attack being more worrying, this is due to the ability given to the hacker where the data is altered. The modification can occur without the connection of the two-point knowing. This attack seems to endure as a breach of data confidentiality and integrity. Thus an attacker can steal personal information such as payment transactions that may occur during online shopping. This attack may be known as a data integrity attack. A method of prevention seems to abide as non-existent, meaning the industry sustains to keep up to date with various solutions to tackle the issue of data modification attacks.
Malware
Malicious software is palpable to decide how common the attacks as there is a vast amount of attacks that fall within the malware definition, these are attacks such viruses, spyware, adware, worms, Trojans and more[19]. The word malware abides as a basis for the word virus as there are many forms which the author has listed. A virus may be the simplified form of malicious software, this type of malware is installed on a computer, may replicate and agitate computer usage and also originate diverse damage to the programs. Therefore the target computer is classed as infected[20]. 
Worm

A computer worm takes the form of a virus, much like a virus but also differs in concept, this type of malicious software can manipulate itself to replicate throughout an intended network. As it clones itself within a network, the worm eventually can infect multiple programs at once instead of one by one[21]. Unfortunately, the advancement of computer worms has increased with risk as they may infect the firewall of a computer; acquire the ability to delete files and have logging capabilities. A recent attack found that a Remote Access Trojan (RAT) known as Kedi RAT was able to utilise Gmail to acquire data from a victim computer through a spear phishing mechanism, this RAT uses malicious components such as backdoor capabilities, keylogging software, screen captures, payload embedding and extractions mechanisms[22].
Spyware & Adware

The nature of malware has sustained as being troublesome and overwhelming for a user infected with an active virus. There are also passive attacks that may overwhelm users such as spyware and adware. Spyware has become quite common over the years. However, it seems not to be very infectious. It acts as a behaviour analyser of the history of a user’s content. Therefore it may work as with adware as well to target related search history to the user without the attentiveness[23]. Although the purest form may be to snoop, the deadliest form may track every move of a user from browser history, personal data such as credit card information and further install addition malware on the network[24]. Although adware is not classed a disastrous, it is widespread for a user to approach this, it acquires data only upon consent of the user’s decision, the problem with this is that user usually read the small print which comes with the agreement. Thus the installation may download additional content[25].
Ransomware

There have been many malicious attacks over the years, ranging from an eavesdropping attack to a ransomware Trojans. Ransomware is similar to a computer virus, where the hacker may send a virus to a target machine, and the user unintentionally installed this virus. Therefore the virus takes over the computer and demands a payment to allow the access to the user’s data[26]. This type of attack may overwhelm the user because they are to pay for access to the data they already own. One of the most common ways to have ransomware installed on a target computer is through spam emails, also known as phishing attacks[27]. 
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Figure 1 - Ransomware Example[28]
The advancement in ransomware technologies is undeniably increasing, and hackers are using this attack to acquire untraceable transactions such as Bitcoin, credit cards and more unnoticeable purchases[29]. The incident in May 2017 with the ransomware known as WannaCry extended beyond some networks, by compromising the files by applying encryption on the HDD files one the victim’s PC rendering them inaccessible, the hacker demanded payment in Bitcoin to allow the user to gain the data back[30]. There have been other ransomware attacks in the recent years as well such as one called Jigsaw; this ransomware was embedded with an image including an encryption virus which was sent to target’s email, the ransomware demanded an amount of 150 US dollars[31].
2.2.1 Denial of Service (DoS)
One of the most widespread attacks in network security is a denial of service (DoS) attacks. A denial of service attack is cyber-attack where the targeted users or machines are unable to access its server, thus made comprised and inaccessible to its clients[32]. This attack can involve millions of requests sent to the victim where the client machine or target is slowed down, from flooding received from an unknown IP address, the computer is given more data than it can handle. Therefore the device is unable to cope with the data. Thus, the computer is left rendered useless.
On top of a Denial of Service attack there lies an increased level of malicious attack, a Distributed Denial of Service (DDoS). This attack utilises the same concept as a DoS attack in the sense that the outcome leads to a service or machine being rendered ineffective. The level of malignant reaction this can perform may become disastrous as a hacker acquires the ability to affect a range of services and application and not just networks and system[33]. In a recorded DDoS attack recently in early 2018 was implemented towards service online called GitHub, a hacker hit GitHub with a massive denial of service attack with 1.35 Tb of data per second [34]. This attack appears to be quite worrying; as this, much of data that is being repeatedly sent to a victim has never reached that level to attempt a DDoS attack.
There have many recorded DDoS attacks over the recent years ranging from country to country. In 2016, a massive extended DDoS attack was targeted at least five banks in Russia, namely the bank known Sberbank and Alfabank banks were a victim of the targeted DDoS attack, the attack was recorded to have lasted two days. The targeted companies have attacked a total of 24,000 botnets located in 30 different countries[35]. Fortunately, the massive attack did not affect the online-based service. Another case where 100,000 botnets using infectious malware systems known as Mirai aided in the DDoS attack towards a company’s DNS service. The company was known as Dyn stated that packet flow attained as much as fifty times larger than its average level due to the DDoS attack, with the amount resulting in 1.2 Tb/second. Along with three other separate attacks on Dyn, it rendered the service to a group of organisations customer such as Twitter, Spotify and more went offline for couple hours[36].
2.2.2 Man-in-The-Middle Attack (MiTM)

Another high-level threat that is conducted by cyber criminals is Man-in-The-Middle attacks. This attack is an ongoing live eavesdropping attack that when in inside a network the intended can capture live data from the victim without them knowing, as they are between the source and destination, they can gather information that is sent and received[32]. 
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Figure 2 - MiTM Concept[37]
3.4 Related Work
In this section, the author researched academic literature to support the hypothesis. The focal point of this is to gain an understanding of the project and which steps to take to continue to the design and implementation.
3.4.1 Advances in Password Cracking and Countermeasures in Computer Security
One of the areas of security the researcher will focus on is password cracking. The emphasis on password protection cannot be mentioned enough, as with new technologies on the rise, it is supposedly relatively easy to access various devices with password attacks such as brute force, rainbow-tables dictionary attacks and many more. The researcher will mention password cracking below.
Password authentication is one of the most common methods of protecting individuals can utilise. An author mentions this in their paper, where there are various ways to bypass password security, such as stealing password physically confronting the target in disguise, other methods such as social engineering where the intended target is made vulnerable to the attackers through false information[38]. In another paper, the author mentions attackers can access password if a firewall was poorly misconfigured about the rules allowed on the firewall[39].
2.3.2 Penetration Testing: A Hands-on Introduction to Hacking
Another focal point the researcher intends to review is penetration testing. Penetration testing is where an individual acquires the place of a hacker, and attempt to analyse a targeted network/system for vulnerabilities[40]. By trying this the intended can examine what attackers visualise when exerting exploitations.
In a research paper, an author mentions a method of penetration testing using an open source software called Wireshark. The intended use Wireshark at a penetration level to gather network traffic on a website[41]. They have used a website as an example with a systematic guide on how to execute this attack. The reason for this was to capture live packets on the websites as the user logged in with their credentials by filtering HTTP packets.
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Figure 3 - The Step Taken To Execute Attack[42]
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Figure 4 - Interface Selection (Wlan0)[42]
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Figure 5 - Log Into Vulnerable Website[42]
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Figure 6 - Filter HTTP Traffic[42]
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Figure 7 - Post Requests & TCP Stream[42]
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Figure 8 - Analysing TCP Stream[42]
2.3.3 Evaluation of Portable penetration testing on Smart Cities Applications using Raspberry Pi lll
Following on from the previous paper, the author discovers a new process to carry out Penetration testing. The author of this paper has devised an alternative method towards the fundamental aspect of penetration testing, a smart approach using a Raspberry Pi lll[43]. This method overlooks the traditional computer-based method, performed through a desktop or laptop. A Raspberry Pi is a miniature device constructed of hardware components capable of performing computing tasks. It is a little board, which includes computer-related objects such as CPU, graphics card, memory, USB ports and more. The Raspberry Pi allows a user to carry out multiple tasks, which a traditional computer may do; it has the advantage of being compatible with most operating systems[44]. In this case, the device can perform penetration testing and vulnerability assessments. 
The focal point of this paper was to discover if the smart device could carry out the procedure of penetration testing as done with a traditional PC. Thus the experiment was performed twice to compare two sets of results, one with the Raspberry Pi and the other with a conventional desktop. The author intended to find out the list of vulnerabilities that could be discovered using various applications such as IBM AppScan Vulnerability Scanner, Nessus Vulnerability Scanner, Nmap Utility. These applications were installed on both the Raspberry Pi and the desktop. In conclusion, the author discovered that the results were identified with the smart device happened to be the same as the process with the PC. Below are results and finding of comparison between the two:
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Figure 9 - Comparison Between Pen-Test By PC v Pen-Test By Raspberry Pi lll[45], [46]
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Figure 10 - Network Design Layout[46]
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Figure 11 - IBM AppScan Results[46]
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Figure 12 - Nessus Scan Results[46]
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Figure 13 - Nmap Scan Results[46]
To conclude this paper, the author of this paper suggests that organisations utilise such portable penetration testing tools such as Raspberry Pi due to advantages stated above. Especially towards a pen tester, it has the definite benefit of being mobile and up-to-date technologies installed. It has shown that the comparison between the two systems have proven to exist as exact, by looking at the results the reader can apparently see the findings. The portable penetration testing would suffice for some organisation due to budget restrictions. Therefore this benefits the employees and the advantage of gaining further knowledge on various ways to carry out penetration testing.
2.3.4 Faster Detection and Prediction of DDoS attacks using MapReduce and Time Series Analysis
The author of this paper proposed a different way to discover a faster detection and prediction of Distributed Denial of Service (DDoS) attacks, the software intended to use is called MapReduce[47] with the application of Hadoop[48]. The author introduces the implementation of Hadoop Distributed File System (HDFS)[49], which utilises a distributed file system to handle large amounts of data sets running from a single cluster. The author proposes a method of detection by employing both HDFS and MapReduce by separating the log file into numerous parts and distributing these over a cluster run on Hadoop using parallel processing to discover anomalies[50]. The author employs various network protocols such as ICMP, TCP and HTTP to create a discovery basis for detection DDoS attacks. The traffic sometimes does not receive and anomaly detection due to its similar threshold. Therefore the author utilises the method of Multiple-Window Peak Analysis[50].
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Figure 14 - DDoS Detection Process Using Map Reduce & Time Series Analysis[50]
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Figure 15 - Processing Time Taken By Log Files On Multi Nodes Cluster W/O Map Reduce[50]
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Figure 15 - Hadoop Map Reduce On Log Files & Time Taken On Multi Nodes Cluster W & W/O Map Reduce[50]
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Figure 16 - Analysis Results W Misbehaving IP's Sending More Packets Than Usual[50]
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Figure 17 - Analysis Results W Large Number Of Malicious IP's Sending the Same Number Of Packets As The Legitimate Users[50]
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Figure 18 - Analysis Results W Legitimate Users & Malicious Users Are Sending the Same Number Of Packets[50]
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Figure 19 - Peaks Observed During First & Second 10-Minute Window[50]
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Figure 20 - A Case Of Peaks Showing Possible Irregular Behaviour By Normal Users[50]
To conclude this paper, the author devised the use of Map Reduce with the aid of Time Series Analysis in the attempt to discover a faster detection of DDoS attacks and also aided in blocking the abnormal acting IP’s. Furthermore, the IP’s that acted as legitimate also was found by detecting the algorithm of the patterns over the peak, and thus, were blocked. Finally, the author suggests to prevent DDoS attacks using this method would require the user to block any abnormal IP’s primarily, which would lower the rate of traffic in the crucial hours. This can identify the misbehaving IP’s through observed longer windows and use of Map-Reduce of peak files[50].
2.3.5 Man-In-The-Middle Attack in Wireless and Computer Networking
Following on from the previous literature, the author proceeds to discuss another paper found regarding the high-level attack known as MITM attack; this was also mentioned previously, however, the paper reviews the concept of the attack more in-depth considering all areas. The author of this paper, Ranchi Jharkhand suggests the gravity of the MITM attack overlooked and is a cause for concern for security professionals. This particular paper focuses on the wireless network security aspect.
The author of the paper states that there are four basic types of MITM attacks, primarily; the first one can interpret to spoofing, where the hacker uses the tools to empower the ability to spoof and hijacks the session, and gains the capabilities of data modification without the victim knowing of the hacker’s existence. [51][52]. The second type of MITM attack known as SSL/TSL attack, where the hacker gains themselves the advantage of standing between the two points within the communication channel. The severity of this attack may be troublesome as it may make the user think the connection is completely secure when in fact it is unsecure[53][52]. The third type refers to BGP MITM attack; this is where the data that the hackers acquire, is then sent to the destination, also known as IP hijacking, the traffic may pass through numerous AS’s, in which the traffic may turn modified[54]
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Figure 21 - Spoofing Based MiTM Attack[51]
The author of this paper discussed the fundamental aspects of Man in The Middle attacks varying from a simple spoofing to an HTTP based attack. It outlined the severity of the situation that may arise from the attack. Therefore the author also states defence mechanisms in which can aid in prevention and detection of the attack relating to ARP Spoofing[51], [55]–[58], SSL/TSL[51], BGP[51], [59], [60] and false base stations[51], [61].
3.5 Conclusion 

In conclusion, the author has discussed and reviewed the critical aspect of the literature review. The purpose of this section was to gather research papers to analyse and support the aim and objectives of the project. The following chapter will enable the reader to understand the research methods in which the author will have conducted for the project. This section also reviewed the critical aspect of the research papers, which the author gathered to analyse and reflect on the project itself. This chapter has covered various research and knowledge relating to the investigation proposed. After introducing the research that exists to suggest, the author went onto explain the literature aspect of the project, in this the literature aspect falls into Cybersecurity/Network Security. It is essential to comprehend the research literature aspect as it empowers the research question, which the author introduced. The importance of researching the literature proves to display the latest studies carried out in the field of Cybersecurity and what the most crucial factors fall in. There is not an extensive amount of literature, which the author discusses regarding wireless technologies; however, the author does proceed to acknowledge the concept. The introduction to the main body of the research literature was proposed to the reader regarding Cybersecurity/Network attacks such as DDoS, MITM attacks; therefore, the reader became aware of the nature of the technologies that appeared to class as high level. Furthermore, the author moves on to critically write the related work section on the research literature which seems essential to the overall project as it permits the author to sustain basis of the project. The papers extracted refer to the primary attacks that the author mentioned in the research literature aspect whether it appears specific to the criteria or relates in a similar situation.
Following on, the author requires a professional standard of a methodology, in which will aid in a systematic approach to advance the project, the next chapter explains the reasoning behind the methods required. The author describes the research philosophy in the following section to allow the reader to understand the approach taken by the author to advance the project.
Chapter 3 - RESEARCH METHODOLOGY
3.6 Introduction
This chapter discusses the research methodology and design of the project. This section will provide detailed information on the research design, philosophy, methods and data collection methods. There will be a cross-reference between the methodology and the aims and objectives. The purpose of this chapter is to vindicate the research methodology about the aim and objectives so that there is some form of validity. The author will explain the correlations between the research discussed in this chapter with the implementations and design of the project.
3.7  Research Overview
This section means to advance the perspective of the whole research process planned for the accomplishment of the aims and objectives conveyed in the previous areas of the report. The author follows a professional research method, the research onion; this describes the means through which the author will adhere to methods and approaches to compose a research methodology.
This chapter aims to put forth the view of the entire research process proposed for the achievement of the aim and objectives stated in the previous section.   According to Saunders, Lewis and Thornhill (2007)[62] research design provides an overall view of the method selected and the reason for that choice.  In essence, it details an action plan to aid the researcher to execute the research from its inception to its conclusion.  It does this by providing the researcher with initial questions to address. To create the basis for the research methodology, the author required to establish an understanding to follow the research onion. The author follows on by discusses each step taken to inform the reader of the nature of the methodology pursued.
Figure 1 below provides a top-down view of the four phases of the Research Process.  The four-step partition: Research Process; Research Philosophy; Methodologies and Data Collection, collectively aids to provide a better understanding of the research design. 
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Figure 22 - Research Onion[62]
3.7.1 Research Philosophy

Preceding from the previous section, the researcher has provided an overview of the research methods, which the author will undertake. The research philosophy contributes to how the research is proceeded to continue, thus provides validation for the research process. The research philosophy aspect which the author intends to partake is Positivism. As this project will experiment with testing and analysing results, it is adequate to follow a positivist approach as it provides the principles of real-world and observational scenarios[62].
3.7.2 Research Approaches
The research approaches the research intends to undertake a deductive approach. The deductive method will test the validation of the research aim, providing an acceptance or rejection. The aim of the project is to test a network for vulnerabilities. Thus a deductive approach is befitting for the project. The principles of this approach permit the author to partake a quantitative approach. Therefore the outcome of the implementation will be compared to objectives outlined at the beginning[62].
3.7.3 Research Strategy
This section concerns the research strategies that are taken by the author. By observing the research onion, the reader can see that there are other research strategies, which a researcher can undertake, based on the project aim and objectives. As the project is primarily experimental found, that is the course of policy, which the author will conduct. This approach alludes to the process of inspecting the outcome of an experiment compared to expected results [62].
3.7.4 Research Time Horizons
This part of the research design is concerned with the time framework in which the project is to be completed. There are two distinct parts of the time horizon concept mentioned in the research onion; these are a cross-sectional method and the longitudinal method. The cross-sectional process refers to the observational study that requires the researcher to capture the information based on the information collected at some point in time. The longitudinal is also an observational study that refers to the study where the researcher gathers information usually on the same subjects over an extended period, can extend to over months to years depending on the experiment. The researcher proposes to convey the process of cross-sectional study as the experiment will be short, the information will be analysed based on the data gathered over a short period[62].
3.7.5 Data Collection

The researcher proposes to compose a methodological approach to gather the data required to be analysed. The data collection approach requires an analytical accession to the study of the project. The concept of data collection within the research onion that which divides into two distinct parts, to which data begins to extract the primary data and the secondary data. The primary data is merely the data that is derived from a self-observed source such as interviews and questionnaires. Primary data abide by class as the data that a researcher already collected and analysed, thus the data does not require the first-hand extraction. Secondary data is the data extracted from external sources of other researchers and another point of views. This data is significant because it composes and analysis of the gathered data, the derived sources may compare to the literature of the study as a backup[62].

Table 1: Data Collection Methods
; displays the data collection methods utilised by the author. It will illustrate where the literature originated.
Table 1 - Data Collection Methods
	Component
	Research Approach

	Introductory Chapter
Chapter 1
	Journals, Online articles and Books
Other – Generic, Web-based

	Research & Literature
Chapter 2
	Journals, Online articles and Books

Other – Generic, Web-based

	Related Work

Chapter 2
	IEEE Xplore Library, Secondary – Journals 

	Research Methodology
Chapter 3
	Journals, Online articles and Books

Other – Generic, Web-based

	Design & Implementation
Chapter 4
	Project design/Proposal, Linux Distribution

	Evaluation
Chapter 5
	Examination of outcome, results and findings

	Conclusion
Chapter 6
	Based on overall project

	Reflections

Chapter 7
	Based on overall project


3.8 Research Design

The concept of research design refers to the idea of the way the research approach that is yet to be constructed. The research design alludes to the systematic method that you incorporate the distinctive parts of the study understandably and plausible. The research provides a systematic approach for the author to follow to achieve the aim and objectives of the project.
To achieve the aim of the research and to bring to together the processes an action plan is required, which sets out the methods to utilise to investigate, analyse and to deduce areas relevant to allow for the successful development. 
Figure 
24 below presents an overview of the Research Design components.  It illustrates the various aspects central to the development of the generic guidelines and the design model itself. 
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Figure 23 - Research Design Model
The author illustrates the systematic approach, which has assisted and guided the project to proceed. The blue coloured boxes are the ones the author has chosen to continue with, and the ones on the right are the alternatives, which would be pursued if the approach were different.
3.8.1 Research Deliverables

The author intends to achieve an outcome as with a research project; the problem formulation is set to perform a completed result. It states how the project existed to sustain as planned, handled and accomplished. As the author pursues an experimental approach to the research design, a relative amount of data recorded by the author will exist to define the outcome of the implementations. The attacks carried will set the outputs that will appear upon completion along with a discussion regarding positives and negatives.

3.9 Conclusion

This chapter concludes with a detailed and thorough review of the research procedure in which the author devised and intends to follow. The author discusses a collection of research methods, including approach, strategies, and time and data collection tactics to aid with the outlook of the project. The author further reviews the research design process in which acts as a methodical process throughout the project. This chapter arose as an essential part of the plan as the author maintains a structured to follow, this allowed the author to discover specific outcomes of the research deliverables and the processes pursued. In the next chapter, the author initiates the practical development section of the project. Therefore the chapter concludes to proceed to the implementation in which the research empowered and aided.
Chapter 4 - DESIGN & IMPLEMENTATION
4.1 Introduction

In this chapter, the author provides the initiation of the design and implementation in which the active development brought to stage. At this phase, the author has already taken into account the research that supports the argument proposed at the beginning, including the aim and objectives. The author attempts to interpret the problem or thesis in which created the aim and objectives, therefore becomes the focal point of the hypothesis. 
4.2 Problem formulation
The problem formulation is where the author illustrates the issue to be unravelled. It is the focal phase where the author proposes and aims to answer the thesis through research and implementation. The problem formulation in which the author recommends translates to the field of Cybersecurity, which the author established at the start of the study. To address this issue, the author produces a research thesis to gain knowledge and understanding of the proposition. 
To attempt to answer the research thesis, the author pursues a practical approach in which specialised software is used. For each of the focal points in the research, various tools are utilised. One of the primary focus falls towards password cracking which the author discusses in the research literature, where the author attempts to employ a specialised software called Kali Linux, a distribution used for networking applications. More specifically a program within Kali Linux called Aircrack-ng directed at the password cracking process. This program utilises attributes such as monitoring, attacking, testing and cracking towards WiFi security applications such as WEP, WPA-PSK, WPA1 & WPA2. 
The author suggests that problem formulation proposed, outlines the reasoning on why the emphasis on Cybersecurity/Network Security needs attentive research. It will aid future students and those willing to partake in the knowledge of securing themselves with the ability to practice ethical hacking if whoever wishes to pursue a career in the field of Cybersecurity.
4.3 Design
The author intended to create a conceptual design of the implementations before conducting them, this is due to the advantages that the design aspect provides, it provides the advantages of providing an overview of the ideas that can be applied and the knowledge of the concept intended to pursue. It can benefit the users with strategies to continue and enables the creators to form various design methods to carry out a post-implementation.
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Figure 24 - Wi-Fi Cracking Design Model
Above, the author provides an image to demonstrate a conceptual diagram of how a WPA1-2 would appear. In this case, the author utilises the Kali Linux distribution as mentioned previously to conduct the attack on a router. The Kali Linux distribution existed to run on the Windows platform as it was proven straightforward to install and run than other platforms. As seen from the image above, the router intended to stay connected to the internet as a live connection to replicate a real-life scenario.
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Figure 25 - MiTM Design Model
The author provides the conceptual diagram of how a Man-in-the-Middle attack may be simulated in the eyes of the author. This demonstrates that an attacker that is carrying out a MITM attack acts as a spoofed agent in which the connection is sent to the attacker and directed to the client that was originally intended, as previously mentioned in the literature review. Also, it demonstrates that the compromised connection is seen as secure; therefore, the security measures gain significant flaws in the network if an attacker appears to be in hiding in the network.
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Figure 26 - DDoS Design Model
4.4 Implementation
One of various integral parts of the scope of the project relates to password cracking. Therefore the author proceeds with an implementation expressed through experiment and analysis. As mentioned previously, the author utilises the penetration-testing platform known as Kali Linux. Within Kali Linux, the program used by the author known as Aircrack-ng, in which this program possesses the qualities of cracking Wi-Fi driven applications, in this case, the procedure to crack a WPA2 application led by the author had yet to be established. 
The primary step for carrying out this procedure required a download and installation of the software application of Kali Linux. This step prescribed minimal difficulty. The software continued to run on a Windows machine, also resulting in an adequate level of ease than other operating systems. Running this program obligates an expert level of operation; therefore, a sufficient amount of research prescribes knowledge of the commands needed to carry out this operation of Wi-Fi password cracking. 
The author persists to discover the knowledge required achieving this operation, one of the methods of exploring this led to viewing YouTube videos where there is a selection of tutorials uploaded. Other areas the author visited directed to web-based discovery where there is a various number of commands aimed at WPA2 cracking alongside an explanation of what the commands determine.
Implementation of Wi-FI Cracking WPA2

[image: image28.png]Applications v Places v b Terminal v

Bl Fie Edit View ch Terminal Help
ccroot@kali:~# airmon-ng start wlang |




Figure 27 - Begins the process starting interface (Wlan0)
The author begins by enabling the interface (Wlan0), the ‘airmon-ng’ command has different usage, in this case, the start command along with airmon-ng starts the interace selected.
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Figure 28 - Interface Wlan0 becomes into monitor mode and begins searching for wireless connections
The command ‘airodump-ng’ is utilised for packet capturing with the selected interface. 
[image: image30.png]root@ekali

Edit

0
CH 9 ][ Elapsed: © s ][ 2018-04-10 01:04
BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

13 54e WPA2 CCMP  MGT GuestWifi
13 54e WPA2 CCMP  MGT eduroam

13 54e WPA2 CCMP  MGT GuestWifi
13 54e WPA2 CCMP  MGT eduroam

13 54e OPN UWTSD LITE
13 54e OPN UWTSD LITE
1 54e WPA2 CCMP  MGT eduroam

1 54e WPA2 CCMP  PSK Rumen

1 54e OPN UWTSD LITE
10 54e. WPA2 CCMP  PSK Rumen-01

NWRNNWWN NN
cooococooooo
coocococooooo

BSSID STATION PWR  Rate Lost Frames Probe




Figure 29 - Results of the scanned wireless connections
The discovery has found the intended target ‘Rumen-01’.
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Figure 30 - Selected interface 'Rumen-01' is target
Figure 30 displays the results needed, in this case, the ‘bssid’ and along with creating a ‘cap’ file which needs to exist in the later process, the cap file can be seen in the screenshot above named ‘bob1’.
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Figure 31 - Process started to receive a handshake
The purpose of the ‘aireplay-ng’ command is to generate traffic and inject frames for later usage, in this case, the traffic generated is intended for Wlan0 interface.
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Figure 32 - Handshake received by 'aireplay-ng' command
The first window indicates the handshake that was received and the second window displays the traffic generated.
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Figure 33 - Password discovered
Implementation of SSL Man-in-The-Middle attack
The author provides the screenshots and discussion of the MITM attack. Here the screenshot offers the reader with a visual view of the terminal, this the basis of the command line used to carry out various commands to execute.
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Figure 34 - Terminal Start
Here the author provides a screenshot with a command being used, in this case, the command to start Ettercap GUI has been entered to begin the process of MiTM.
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Figure 35 - Starting Ettercap
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Figure 36 - Ettercap GUI Opens
Unified sniffing which sniffs all the packets on the selected interface (Wlan0)
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Figure 37 - Sniffing Process
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Figure 38 - Selecting Target Interface
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Figure 39 - Begins Sniffing
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Figure 40 - Host Scan

The author begins to scan for hosts (two hosts were intentionally set up for demonstration).
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Figure 41 - Host Discovered
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Figure 42 - Host Selection

As assumed, the two hosts were discovered.
[image: image44.png]ettercap 0.8.2
Start Targets Hosts View Mitm Filters Logging Plugins Info
Host List x

IP Address  MAC Address Description
172.20.10.1 62:F8:1D:31:84:64

Add to Target 2

Delete Host Agd to Target 1

Starting Unified sniffing..

Randomizing 15 hosts for scanning..
Scanning the whole netmask for 15 hosts...
2 hosts added to the hosts list.

Host 172.20.10.11 added to TARGET1





Figure 43 - Host Added to Target 1
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Figure 44 - Host Added to Target 2
The intended IP addresses are designated to each target.
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Figure 45 - Begin Sniffing Process
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Figure 46 - Sniffing in Progress
The process to begin the unified sniffing.
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Figure 47 - Begin Arp Poisoning
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Figure 48 - Sniffing Remote Connections
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Figure 49 - Sniffing Type Checked
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Figure 50 - Arp Poisoning Victims Confirmed
From figure 42-45, the reader can see the start of the arp poisoning in continuation. Figure 46 shows the final process to complete the attack; the tool Driftnet is utilised. 
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Figure 51 - Driftnet Tool Started
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Figure 52 - Driftnet Opened
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Figure 53 - Sniffing in Process
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Figure 54 - Content Discovered from Sniffing
From figure 47-49, the author displays the command to run Driftnet on the selected interface (Wlan0), the process of packet sniffing has begun as seen from figure 48. Lastly, the user visited a website, and therefore the images were captured on the Driftnet tool as seen in figure 49.
Implementation of Port Scanning
Nmap(ZenMap) Scan – The author illustrates the use of port scanning or vulnerability scanning. This was performed for the reason of scanning a network for vulnerability issues that could arise. In this case, the author utilised the hardware device of a MacBook Pro using the software Nmap(ZenMap).
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Figure 55 - Nmap Scan GUI
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Figure 56 - Nmap Scan on Selected IP Address (Intense Scan)

The author demonstrates the process of port scanning, the program run based on the IP address given and type of profile/scan, in this case, the IP address was provided as shown in figure 51 along with the pattern of the intense scan.
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Figure 57 - Finished Nmap Scan
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Figure 58 - Results of Nmap Scan

From figure 52 and 53, the screenshots display the finished version of the scan and provide the reader with the outcome.
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Figure 59 - Second Attempt with Firewall Turned Off
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Figure 60 - Results of Second Scan with Firewall Turned Off
The author attempts a second scan, however, the second scan involved turning the firewall off to analyse the data against the original scan which utilised the firewall. From figure 55, the illustrations provide the reader with the idea that having the firewall on will filter all the ports as a correct firewall will do (figure 53), whereas turning the firewall off will have a different impact such filtering fewer ports and switching the other ports off as seen in figure 55.
4.5 Conclusion

This chapter concludes with a detailed overview of the design and implementation, which the author has constructed and analysed. The author has discussed the reflections based on the research conducted in the previous chapters; therefore, it explains how the implementation is justified and why it what performed in such a way. This chapter also states the argument for the problem formulation in which the author devised; this reflects the aim and objectives of the project as the author attempts to answer. Furthermore, the author provides an overview of the design aspect of the project in which focused on the simulation and blueprint aspect of the implementation. The blueprint offers aid for strategic development before the actual implementation. Therefore it is more productive to create one as it can benefit the creator with the essentials of what to include and what not to include. In addition to the design aspect of the project, the author proceeded to carry out the implementation phase in which an experiment was executed; this provided the reader with the documentation and evidence of the implementation, this evidence was through screenshots and analysis of the data supplied from the results.
Chapter 5 – TESTING & EVALUATION  

In this chapter, the author displays the testing and evaluation of the implementation. At this point, the author would have implemented the actual practical development aspect of the project and justify the outcome. Within this chapter, the author explains the issue of the implementation and provides a thorough explanation of the results found through experiment and analysis. The author will strive to discuss what the parameters for each implementation were and provide a rationale for each physical development as to how they defined the objectives. The final section of the evaluation will contain the results and findings of the project to identify if the aim and objectives have succeeded expectation.
Chapter 6 - CONCLUSION & RECOMMENDATIONS
6.1 Conclusion & Summary
In conclusion, the author finalises and summarises the overall project from start to finish. The focus of the project was set by and introduced precisely into the field of study; in this case, the centre fell on the area of Cybersecurity/Network Security. The overall centre stipulated what the aim and objectives abided to exists as therefore this provides the reader with an overview of the entire project. The author explains the aim and objectives and how they correlate with each other in the sense that the project may be initiated. The project proposed was to demonstrate a sound knowledge of Cybersecurity to the reader and equip them with the idea that the area of Cybersecurity/Network Security needs attention. The author feels evident that the aim and objectives of the project have been achieved as proposed in chapter one. The research and literature were apparently set out in chapter two, which explains the reasoning behind the project and how it supports the project. A primary focus on the main areas, which were the top attacks, recorded which the author mentioned in the previous chapters. A review of the papers that were discovered through IEEE Xplore proved to empower the research set out, therefore this explained that there is a various way to ethical hacking which can prove to be effective in protecting oneself. The author has mentioned multiple types of attacks which were set out in chapter two also, providing a sound knowledge of each attack mentioned. The papers that were thoroughly discussed in chapter two outlined how it backed up the aim and objectives set out. The author explains how the papers linked to the research question proposed at the start. Lastly, the author is content with the implementations. However, it was perceived that various higher level attacks might have been executed to grant the overall project a substantial closure.
Following the research methodology, the author explains the capabilities that were given to create a systematic approach to follow and maintain the project understanding. This section also identified the reasoning behind the chosen the research methodology acquired, in this case, it was the professional body of the research onion proposed by Saunders, Lewis and Thornhill[62]. Each standard of the research onion was thoroughly explained in chapter three outlining which philosophy, approach, the strategy was taken. To conclude the third chapter, the author provided the techniques used to allow the project to proceed and develop the way intended.
3.10 RecoMmendations FOR FURTHER Research

The research that the author conducted had many possibilities for further development.  Likewise, a research question may further advance to study to improve in that specific area of expertise, in this case, the topic of Cybersecurity requires a great deal of research and improvement. Observing the implementations, the reader can see that the research into Cybersecurity/Network Security need more attentive behaviour in the sense that each understands how to secure themselves from threats and the steps taken to ensure a more valid approach at security. Further study for students is essential to allow for a more stable path at security. Therefore there should exist more courses in the field to ensure all aspects are covered technically; this would make the world the security more stable and ready to encounter any threats that would arise.  The author finally suggests that student and other interested intendants pursue research into Cybersecurity trends, a national security company provides detailed information on trends and guidance [1].
Chapter 7 – REFLECTIONS
This section discusses to what extent the aim and objectives of this research have been achieving.  It reflects how well the objectives have been completed and what could have been done to address any shortcomings.  The reflections drawn during this research are also brought together under the umbrella of the objectives.  Overall, the project proceeded positively in the sense that the author advanced with guidance and utilised the research methodology set out to follow. Some of the problems that the author encountered were the use of software, using Kali Linux proves to exist as difficult as it required the use of expert knowledge in the world of ethical hacking. The author did fall upon this difficulty it was, however, possible to overcome, the use of YouTube videos helped in the completion of the implementations as the guidance of the videos specifically had the instructions needed to carry out the practical developments. The other way the author proceeded to overcome this issue was to look up the commands required to execute each attack; this was discovered on each website of the software tool used. Another weakness the author wishes to discuss is the misfortune of not carrying out the Distributed Denial of Service Attack; this was due to time restrictions, which falls under considerations for future development. 
The main points that the author embraced are the management of time, the ability to not give up upon difficulty, a correctly managed backup to prevent further inconvenience. Regarding time management, the author created a Gantt chart to overcome and setbacks; this would be allowing the author to stay on track and not diverge from the original aim. There were moments in which the author felt giving up; this was because the implementations became troublesome to implement; however, the author did overcome this issue as mentioned previously. The author gained the advantage of creating a backup strategy; this was so there is no loss for the project that will render the project at the beginning, in this case, if the actual implementation were to become somehow lost. The author would utilise the virtual environment to carry out the practical development where the hardware requirements would be reduced, as the ability to create a large number of software components can be completed in one machine. Finally, the author wishes to state the drawback of starting the written aspect of the project later than intended, these proceeds to having to haste in typing and would develop confusion and render the author overwhelmed.
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PROJECT MANAGEMENT
In this section, the author provides the evidence of the Gantt chart they have devised and followed about time management. The screenshots will include the original Gantt chart along with the actual finished Gantt chart.
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Figure 61 - Gantt Chart Following Chapters 1-3 (Original)
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Figure 62 - Time Frame of Chapters 1-3 (Original)
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Figure 63 – Gantt chart Following Chapters 4-7 (Original)
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Figure 64 - Time Frame of Chapters 4-7 (Original)
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Figure 65 - Actual Gantt chart Chapters 1-3
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Figure 66 - Actual Gantt chart Chapters 4-7
During the procedure of the project, the author felt that the original Gantt chart devised at the start would need some thorough evaluation. The reasons for this were that the author might gain an improved level of time management than initially thought. The author made it clear that the final Gantt chart would efficiently suffice as mentioned previously. The changes were performed by the author have been formulated within the project report such as the headings and subsections. The reader may observe the technical changes made by viewing the screenshots from the appendix. Although the author possessed the ability to follow a systematic guide, the Gantt chart acted as a visual aid and helped with time management.

