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Abstract
Unmanned Aerial Vehicles, commonly referred to as drones, due to their ability to carry out a wide range of applications from delivery to surveillance, are increasingly common today. This proposal sets out to explore the worthiness of carrying out a project to ascertain what security vulnerabilities, if any, could be found if a penetration test was conducted on a commercial drone. The introduction explores the Internet of Things and the devices associated with them, in particular drones. It goes on to explain what could happen should malicious threat actors compromise the security features. The literature review covers the types of drones and how they function, together with the various tools that may be required once the attack surfaces have been exposed.  The methodology that would be used is also considered as is a proposed timeline using a Gantt Chart. Some investigatory procedures are documented together with the requisite method of data collection. The conclusion demonstrates that there may be ways to exploit the drone and that if more penetration tests are carried out, then the manufacturers may be able to patch vulnerabilities. An ethics form has been included for completeness.

[bookmark: _Toc99439623]Introduction
In 1999 MIT’s Auto-ID Labs coined the phrase Internet of Things (IoT) and its current definition is a device that is interconnected with the Internet and can send/receive data [1], [2]. As consumers realise how convenient having these devices is more and more are being connected to the Internet with approximately 127 new IoT devices added every second [3]. Figure 1 illustrates the growth of IoT devices between 1992 and 2020.
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[bookmark: _Toc96587520][bookmark: _Toc98582808][bookmark: _Toc99009504][bookmark: _Toc99009925]Figure 1: Growth of IoT Devices [4]

[2] estimated that by the end of 2020 there were more than 50 billion IoT devices worldwide with a wide variety of uses for example there are security devices such as cameras, baby monitors, vehicles with car ignition starters or medical devices such as pacemakers and smart watches. 
Unmanned Aerial Vehicles (UAVs), Unmanned Aerial Systems (UASs) or Remotely Piloted Aircraft Systems (RPAs) which are commonly referred to as drones are also classed as IoT devices [5].
Being more flexible and cheaper to operate than helicopters they are increasingly being used by border controls, search and rescue and law enforcement officers as well as the military. Their use is not limited to government officials with more personal and commercial drones being used and as they become easier to use so people find more ingenious ways to use them. Their use currently ranges from energy, agriculture, entertainment, pedestrian guidance, security, transport and logistics, telecom, utilities, delivering medicines to isolated areas and filming weddings etc [6], [7]. In November 2021 the number of registered private/commercial drones in the US was 1,782,479 if the military drone figures are added to this there are more than 2.5 million drones flying over the US with an annual projected figure of one million commercial drone units due to be sold in 2022 [8].
The software controlling the drones makes use of handheld controllers and other portable devices such as laptops, smartphones, or tablets. 
Threat actors have realised that there is a lack of cyber security standards associated with IoT devices and have increased their attack matrixes in this area. If successful, the threat actors can disrupt services, steal data, and have even used them as bots for example in the ‘Mirai’-based Distributed Denial of Service (DDoS) attack on Dyn a Domain Name System (DNS) provider. 
In 2020 threat actors developed a virus, specifically aimed at IoT devices, called ‘Katana’ that uses the same remote code execution and command injection as ‘Mirai’ to exploit devices, that has the ability to encrypt the data and make it inaccessible to the owner or even creating botnets [1], [2], [9]–[11].
By the end of 2020 the US approved legislation for ‘IoT Cybersecurity Improvement Act’ that states that the National Institute of Standards and Technology (NIST) should create a basic minimum cyber security standard that would be required for all IoT devices owned or controlled by the US government. 
In 2021 the ‘Name:Wreck’ attack  using the TCP/IP stack vulnerability allowed threat actors to take control of IoT devices and were used to execute code remotely, perform Denial of Service (DoS) attacks and to take the devices offline, the CVE list can be found in Appendix 1 [12].
The ‘BotenaGo’ malware identified by AT&T Alien Labs in November 2021 exposes 30 potential exploit functions for routers and IoT devices alike [13], [14]. According to [15] the creators of ‘BotenaGo’ published the source code on GitHub an open source platform which will allow malicious hackers easy access to it, and as it only contains 2,891 lines of code it has the potential to become the starting point for many new variants. AT&T Alien Labs gave the low antivirus detection rate of 6 out of 62 in 2021 however they have updated that figure in 2022 to an even worse score meaning that just 3 out of 60 antivirus products currently available on the market are able to identify and flag the presence of the malware correctly [15].


[bookmark: _Toc99439624]Purpose of the Study
The purpose of the study is to ascertain, via penetration testing, whether commercial drones are vulnerable to cyber-attacks. 
[bookmark: _Toc99439625]Context
If threat actors can commandeer drones, they can potentially be used to attack airplanes or helicopters, or crash into buildings, cars or even hit people thus causing serious damage [7], [16], [17]. 
The following examples were the result of errors rather than malicious attacks and illustrate potential issues.
· The incident when a hobbyist crashed his private drone in the White House yard [18].

· A more recent example is when two drones were spotted in Gatwick Airport which caused the airport to shut down for 33 hours with more than 1,000 flights cancelled, causing chaos. To be able to get this close to an airport the drone owner would need to have compromised the geofencing software which uses GPS to stop them flying over restricted zones eg. airports [19], [20]. 

· Since the incident at Gatwick drones have been sighted at many airports worldwide including Heathrow, Newark, and Dubai in 2019 [20]. 

· In 2021 a 95kg drone entered controlled airspace at Gatwick Airport and crashed, ostensibly suggesting that it went out of control and the ‘kill switch’ did not work [20]. 
[22] suggests that there are increasing numbers of drone-related incidents around airport facilities which they go on to explain will become more complex, frequent, and severe as drones become bigger and more powerful.
In January 2019, British Parliament brought in additional regulations regarding drones to include compulsory registrations and gave police greater powers of seizure [23]. Despite leaving the European Union (EU) in 2020 the United Kingdom retained EU law concerning drones and are legally bound to the EU Unmanned Aircraft Systems (UAS) Implementing Regulations and Amendments [24], [25]. Currently, to operate a drone in the UK you must comply with the rules illustrated in figure 3 [26]. 
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[bookmark: _Toc96587521][bookmark: _Toc98582809][bookmark: _Toc99009505][bookmark: _Toc99009926]Figure 2: UK Drone Regulations [26]

[bookmark: _Toc99439626]Rationale
According to Kaspersky cyber-attacks on IoT devices in the first six months of 2021 account for more than 1.51 billion breaches, a 639 million increase from the same duration in 2020. [27]. 
Demonstrating that a commercial drone is vulnerable to a cyber-attack will assist the manufacturers with protecting their drones from cyber-attackers. [5] states that manufacturers have no reason not to incorporate safety features as a basic standard and suggests that the government ensure manufacturers build in electronic conspicuity and geo-fencing as the strict minimum safety feature.
[bookmark: _Toc99439627]Dependent and Independent Variables of the Experiments
The controller will communicate with the drone which will be the dependent variable.
The penetration test experiments will be the independent variables which will attempt to manipulate the dependent variables by intercepting, blocking, or changing the signal.
[bookmark: _Toc99439628]Boundaries
The penetration testing will be limited to attacking the controller rather than the drone.


[bookmark: _Toc99439629]Literature Review
[bookmark: _Toc99439630]Drones
Drones are computer-assisted complex flight control systems, typically multirotor, with three or more propellors that allows it to fly in any direction or hover on the spot. The in-built flight controller corrects for gusting winds that could destabilise it by adjusting the separate propeller speeds to allow it to stabilise. They range in size from small enough to fit into your palm and large enough to be considered planes [17], [28]. 
Some drones have autonomy meaning that they do not require a pilot and can use GPS to guide themselves. There are others that can be put in a follow-me mode that are used by sports enthusiasts, where the drone follows the target from a pre-determined safe distance [17].
There are three main types of drones: the fixed wing as illustrated in figure 3 consisting of a single rigid wing and works like an airplane. It has no vertical lift rotors and glide on set paths [28], [29].
[image: AgEagle RX60 in flight]
[bookmark: _Toc98582810][bookmark: _Toc99009506][bookmark: _Toc99009927]Figure 3: Fixed Wing Drone [29]

The single rotor drone as illustrated in figure has one rotor and closely resembles a helicopter [27], [28].
[image: Single rotor in flight - photo via unsplash.com]
[bookmark: _Toc98582811][bookmark: _Toc99009507][bookmark: _Toc99009928]Figure 4: Single Rotor Drone [29]
The multi-rotor drone, illustrated in figure 6 is the most popular type of drone and can consist of 3 rotors (tricopters), 4 rotors (quadcopters), 6 rotors (hexacopters) or 8 rotors (octocopters) [28], [29].
[image: DJI™ Phantom 3 in flight.]
[bookmark: _Toc98582812][bookmark: _Toc99009508][bookmark: _Toc99009929]Figure 5: Quadcopter [29]

There are usually three ways to program drones; either before take-off, off-line or in flight and they can be flown in patterns for example to manoeuvre around buildings or to check for forest fires. During the flight the sensor within the drone can receive data, apply limited routine processing to the sensor data and change flight paths accordingly [28].
The drones are controlled wirelessly usually using a radio transmitter and possibly has a video display. The remote pilot receives information regarding the state of the drone eg. the speed of the rotational motor in real-time. The radio frequencies most used are licence-exempt radio equipment [30]:
	MHZ
	Transmitter’s effective radiated power

	2400.000–2483.500 MHz
	≤100 mW EIRP, if the applicable standard is EN 300 328 on the digital wideband data transmission equipment (WAS).

	
	≤10 mW EIRP, if the applicable standard is EN 300 440 on general short range devices (SRD).

	5470.000–5600.000 MHz and 5650.000–5725.000 MHz
	 ≤ 1 W EIRP and the power spectral density of transmission is ≤ 50 mW/1 MHz EIRP.

	5725.000–5875.000 MHz
	≤25 mW EIRP and the applicable standard is EN 300 440 on general SRD.

	5030–5091 MHz
	“according to the Radio Regulations published by the International Telecommunication Union ITU, allocated to the aeronautical mobile (route) service and limited to aeronautical systems standardized internationally by the International Civil Aviation Organization ICAO.” [30]


 
[bookmark: _Toc99009950]Table 1: Radio Frequencies [30]




Figure 6 illustrates the airspace where different types of drones are currently allowed to operate with the top layer, above 500 feet, reserved for manned aircraft, followed by a buffer zone between the manned aircraft, between 400 and 500 feet. The Unmanned Aircraft Systems (UAS) where official drones such as search and rescue, and package delivery fly, is between 200 and 400 feet. Recreational drones, aerial videography, rail inspection and agricultural applications fly below 200 feet.
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[bookmark: _Toc98582813][bookmark: _Toc99009509][bookmark: _Toc99009930]Figure 6: UAV Airspace [21]

To prevent collisions and mitigate air to ground risks, a U-space Regulation was established and adopted in April 2021 by the European Union Aviation Safety Agency (“EASA”).  A regulatory framework has been proposed as a follow-up. This framework has 3 categories:
· Open operations: for small drones weighing up to 25kg. Operators are required to always keep the drones in sight and has a maximal flight height limit of 120m. These drones are not allowed to be near people and are not allowed to carry dangerous goods. Whilst these drones are not required to have specific authorisation to fly, they are limited in the flight space they can occupy.

· Specific operations: are for drones which can go beyond the operator visual line of sight and are for larger drones, ie. weighing more than 25kg. Authorisation from the regulatory airspace authority is required which includes a risk assessment together with mitigation measures. 

· Certified operations: are the high-risk category and are where the drones carry passengers or potentially dangerous goods that can fly over inhabited areas.  As well as authorisation and a risk assessment as above, a certificate of UAS is also required. 
U-space also enables free movement over European borders for drones [31].
In the UK, the Civil Aviation Authority (“CAA”) are currently revising their system and have been since December 2020 when it left the European Union and 
 	“… will be publishing all UK aviation law (including retained EU law) … in due course.”
[32]–[34]. 


0. [bookmark: _Toc99439631]Penetration Testing 
Penetration testing is the ethical hacking procedures to assess vulnerabilities. These procedures exploit vulnerabilities such as misconfigurations, insecure code, or even poor architecture. Once identified, the vulnerabilities are listed in a report that explains how to exploit them together with recommendations for remediating them. The different phases of penetration testing are illustrated in figure 9 [35].
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[bookmark: _Toc98582814][bookmark: _Toc99009510][bookmark: _Toc99009931]Figure 9: Penetration Testing Cycle [35]

There are three distinct approaches to penetration testing and are classed by the level of access or knowledge that the tester is given prior to the start of the assignment. Each class requires different methodologies.
· Black box: this approach is where the tester has no knowledge of the application or network target and requires all phases illustrated in figure 9. The limitations to this approach are that should the tester be unable to penetrate the perimeter security then internal vulnerabilities remain undiscovered and therefore unpatched [35], [36].
· Gray box: where the testers typically have knowledge of networks or design documentation and possibly user level knowledge sometimes with elevated privileges. They can thereby focus on testing security within the hardened perimeter thus simulating an attack inside the system. Lying between the two extremes of black and white testing, gray box testing simulates where a hacker would be if they gained long-term access using system footprinting and research [35], [36].
· White box: testers are given full access to architecture documentation and source code, and they sift through huge amounts of data to identify potential weaknesses. Increasing the tester’s knowledge can potentially lead to missing vulnerabilities that the other systems would have detected [35], [36].
Ideally, black box testing fits the purpose of penetration tests as this is where cyber-criminals would start ie. with no prior knowledge of the workings of the target. The drone project would use the black box tests [35], [36].
Before a decision can be made about the choice of tool used for the penetration tests, the outcomes of the attack surfaces and threat modeling are required. 
0. [bookmark: _Toc99439632]Attack Surfaces and Threat Modeling
Attack surfaces are how devices can be compromised using input sources, called entry points. These entry points are usually trusted by the application or device. The attack surface has associated risks, impact, and likelihood of occurrence. They can be considered as threats that can potentially negatively affect devices and get them to perform actions that were unintended by the user [1], [37], [38].
Threat modeling is the process where potential vulnerabilities are explored, and the threat level is quantified through a structured, systematic approach. Methods such as the Common Vulnerability Scoring System (CVSS), STRIDE or DREAD are used to quantify the threat rating [1], [39].
1. [bookmark: _Toc99439633]Microsoft Threat Modeling Tool 
	Microsoft have developed a tool that will consider the five major steps as set out in Figure 7 and is used in an iterative process as illustrated in Figure 8.
[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc98582815][bookmark: _Toc99009511][bookmark: _Toc99009932]Figure 7: Microsoft Five Major Threat Steps [40]
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[bookmark: _Toc98582816][bookmark: _Toc99009512][bookmark: _Toc99009933]Figure 8: Iterative Process of Threat Modeling [36]

	Using standard notations, the threat modeling tool allows users to visualise the system components, security boundaries and data flows, allowing classes of threats to be readily identified [36]. 
	These results will be used in the decision-making process when considering the penetration testing investigation.
[bookmark: _Toc99439634]The OWASP ZAP Framework
The Open Web Application Security Project (OWASP) Zed Attack Proxy (ZAP) is an open-source web security tool producing methodologies, tools and technologies relating to web application security. The OWASP Testing Guide is the ‘best practice’ framework that guides penetration testing for the most common security issues relating to web applications and web services [41], [42]. This framework will be used in conjunction with Kali Linux to determine the best ways to penetrate the security vulnerabilities.
[bookmark: _Toc99439635]Penetration Testing Tools
1. [bookmark: _Toc99439636]Kali Linux Tools
Kali Linux (Kali) is a Debian-based Linux distribution solution developed by Offensive Security. It is open-sourced and has a multi-platform design. Kali contains more than 600 tools specifically created for penetration testing and security auditing [43]–[46]. 
Aircrack-ng: is a suite a tools designed to assess the WIFI network security by monitoring/capturing packets and exporting the data, putting them into text files for other tools to check for vulnerabilities. It can attack the WIFI by cracking WEP, WPA PSK (WPA1 & WPA2). 
Aircrack-ng can also be used to send de-authentication commands in a Denial of Service (DoS) fashion causing the drone to crash [47].
Wireshark: using Qt, a GUI library, npcap and lipcap as the filtering libraries, Wireshark analyses network traffic or wireless traffic. Wireshark then uses TShark, a line-orientated sniffer to dissect, capture file-read and write the captured packets in conjunction with editcap [48]. 
Nmap: is an open source network mapper and although designed for use in networks can be used against single hosts [49]. 
Ettercap: is a suite of tools usually used for man-in-the-middle attacks featuring live connection sniffing, content filtering, active and passive dissection of numerous protocols where passwords may be intercepted, data could be modified, backdoors may be introduced or exploited [50], [51].
Kali also offers reverse engineering tools such as Binwalk which will allow for the drone firmware to be extracted, reverse engineered or analysed.
Burp Suite may be used as an interception proxy whereby it could capture, analyse, replay individual HTTP requests, or manipulate them to observe potential injection points. It can also be used for automated fuzzing[footnoteRef:1] attacks which could potentially uncover error messages or other unintended behaviours. [1:  Fuzzing occurs when invalid data is input into an application.] 

1. [bookmark: _Toc99439637]Miscellaneous Tools
Shodan is a search engine that seeks internet-facing devices and can collect information from that device if it detects open or communication ports that are poorly protected. Shodan can collect metadata from the devices from the banners that returns information when asked in order to connect. Some of the common fields are device names, ip addresses, port number and location. If the make, model and software version are found then default login and password details can be used to try and break into the device [52].
There are many tools to create Denial of Service (DoS) or Distributed Denial of Service (DDos) attacks. The Hacktivist group Anonymous favours Low Orbit Cannon (LOIC) that can generate enormous amounts of UDP, TCP or HTTP traffic that will flood the network thus rendering the drone incapable of connecting with the operator and causing the drone to crash [47].
The Mobile Security Framework (MobSF) is an open-source, automated mobile application framework that is recommended by OWASP for performing static and dynamic security analysis in mobile applications. It can analyse binary or source code without the need for the application to be executed as it does not require the runtime environment to work during static testing. The tests it performs are focused on two potential security gaps ie insufficient cryptography and insecure data storage. [53]–[55].   
Retirejs is a vulnerability and dependence checker that focuses on JavaScript libraries that have been included in the software where there is a known security bug, that is in the public domain. Once Retirejs has run, it will provide the issue and severity details, including the CVE number, the relevant links to the path together with which library is vulnerable, the severity and the precise problem [56]. 
The Attify Badge Tool is the companion app to Attify Badge, a hardware device specifically designed to perform hardware and embedded device exploitations on IoT devices [57]–[59]. 



[bookmark: _Toc99439638]Research Methodology
[bookmark: _Toc99439639]Introduction
This chapter will set out various stages required to formulate an effective methodological process and will include the research philosophies and approaches, how a literature review should be conducted and the techniques and procedures that will be required to make sure the project stays on track. 
According to [60], [61] the type of question in the research proposal will dictate the type of data collected. The three aspects forming the research approach as set out in figure 4 will be considered.
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[bookmark: _Toc96587523][bookmark: _Toc98582817][bookmark: _Toc99009513][bookmark: _Toc99009934]Figure 10: Connection between Design, Research Methods and Worldviews [61]

[bookmark: _Toc99439640]Philosophical Worldview
The philosophical worldview is the set of beliefs and assumptions and will be used as a justification for how data is compiled and evaluated [62]. There are four possible worldviews and each of these will affect the way the research is conducted: Constructivism, Transformative, Pragmatism and Post Positivism [61]. 
Constructivists attempt to understand the world around them using subjective meanings or viewpoints to identify possible outcomes.
The transformative approach attempts to include often marginalised peoples and suggests that research should be used for reform.
The Pragmatic worldview research focuses on the research problem and uses mixed methods to understand it.
The Post Positivist worldview is the more traditional scientific method or empirical science research worldview and suggests that causes relate or determine effect and is usually used in experiments where tests are carried out and variables are used to change outcomes [61]–[63].
[bookmark: _Toc99439641]Methodology
In order to understand which methods are required to breach a drone’s security it is fundamental that research be undertaken from peer reviewed journals and books using reliable sources such as IEEE and Science Direct etc. Another reason a literature review should be conducted is to ascertain what is currently being researched in the field and what requires further investigation, thereby placing this work in context of the bigger picture. The research areas are drone components, penetration testing techniques and IoT devices.
[bookmark: _Toc99439642]Research Approach
[bookmark: _Toc99439643]	3.4.1	Deductive Approach
	The deductive approach examines a pre-existing theory and explores ways to test its validity. This approach is usually used in conjunction with the positivist approach, which allows statistical testing [64].
[bookmark: _Toc99439644]	3.4.2	Inductive Approach 
The inductive approach is characterised by observations being the starting point of the research where patterns in data are investigated. It may be possible for the analysis to fit a current theory, or it may generate new theories. Typically used in conjunction with qualitative research where data is generated, analysed and patterns are found [64]. 
[bookmark: _Toc99439645]	3.4.3	Quantitative, Qualitative and Mixed Methods
Quantitative data relates to quantities ie. numbers. Qualitative data is more descriptive, relating to observations rather than measurements. If qualitative or quantitative data collection is used, then this is referred to as a mono-method as it uses only one method of gathering data. If both quantitative and qualitative methods are used, then this becomes a mixed method [61].
[bookmark: _Toc99439646]Ethical Issues
Usually, research collects data regarding people and therefore ethical issues can be extremely delicate in nature [61]. 
For this project, data is being collected about the security system of a machine and if successful the outcome will be reported to the manufacturers.  An Ethics Form will be completed and submitted for approval, there should be limited implications of an ethical nature. The completed Ethics Form can be found in the additional documents section of Turnitin.
[bookmark: _Toc99439647]Research Strategy
Before conducting the experiment, a drone will be purchased, registered and the author will pass the relevant tests required before obtaining a licence to fly the drone.
Investigations will be conducted into threat modelling and attack surfaces and following this investigation experiments will be carried out as follows:
· Exploitation of embedded web applications
· Exploitation of IoT mobile applications
· IoT device hacking
· Radio hacking
[bookmark: _Toc99439648]Research Methodology Conclusion
A post-positivism worldview will be selected whereby experiments are performed and causes and effects are empirically measured. This in turn influences the method, being the mono-method of quantitative data with a deductive approach. As this data will be collected by the researcher, the data collection will be primary and as the experiments will not be conducted over a long period of time there will be a cross-sectional timeline.



[bookmark: _Toc99439649]Time Horizons: Gantt Chart
Time horizons is an estimation of how long the project will take to complete and is useful in keeping the project on track. 
According to [64] there are two kinds of time horizons, the longitudinal and the cross-sectional.  If data is gathered over a long time-period to record how it has changed during this time, then it is a longitudinal study. Whereas a cross-sectional timeline refers to a ‘snapshot’ of data at any given time.
A Gantt Chart is often used to assist in time management. The unique structure of Gantt charts is that they plot each part of the project and activities have direct relationships with each other and there are four examples:
· The ‘finish to start’ is where the successor activity is dependent on the predecessor and can only start once the predecessor activity has been completed.
· The ‘start to start’ is similar and is where the successor activity is dependent on the predecessor having started.
· The ‘start to finish’ is where the successor activity is unable to be completed until the predecessor activity has started.
· The ‘finish to finish’ is where the successor activity cannot finish before the predecessor has finished. [65]
A Gantt Chart has been completed for this project and can be found in Appendix 2.


[bookmark: _Toc99439650]Results
[bookmark: _Toc99439651]Data Collection
Primary data is data that is collected first-hand and analysed by the person collecting the data rather than the results of the data being analysed by a third party.
Secondary data is where a third party has analysed the opinions or work of other researchers [63], [64].
This experiment will be using primary data collection.
[bookmark: _Toc99439652]Experiments
Experiments will be conducted, and the following techniques will be employed:
A commercial drone will be purchased by the author.
· A registration and licence will be obtained.
· A threat model will need to be created and attack planes identified.
· The firmware (manufacturer’s software) will be inspected.
· Web applications will be examined.
· Experiments will be conducted to investigate the possibility that the security measures built into the drone are insufficient and could be ‘hacked’ by cyber-attackers whereby the drone could be hijacked and used for malicious purposes. For this the software will be analysed and tested.
· Various software techniques will be used for this purpose and the list of potential tools are:
· Microsoft Threat Modeling Tool 2016
· Binwalk, Firmadyne, Firmwalker, Angr, Firmware-mod-toolkit, Firmware analysis toolkit, GDB, Radare2, Binary Analysis Tool, Qemu, IDA Pro.
· Burp Suite, OWASP ZAP.
· Kali Linux Penetration Testing Suite.
· Mobile Security Framework, Idb, SQLite Browser 3.10.1, Cydia, openURL, dumpdecrypted, ipainstaller, SSL Kill Switch 2, Clutch2, Cycript, JD-GUI, Hopper.
· RTL-SDR.
· Node Security Project, Retirejs, Dependency-check, flawfinder, Jenkins 2.60.3
· For the hardware tests the list of potential hardware tools are:
· Attify Badge (or C232HM-DDHSL-0 cable and Adafruite FTDI Breakout), Salae Logic Sniffer (8-channel), RzRaven USB Stick flashed with KillerBee framework, JTAGulator, Xbee with Xbee Shield, Ubertooth, BLE adapter.


[bookmark: _Toc99439653]Evaluation
With the exponential rise in the use of commercial drones, it is imperative that all measures are taken to ensure that they are not vulnerable to cyber-attacks. With the potential for damage that could be created by malicious threat actors should they manage to take control of a drone near an airport it is up to the manufacturers to put in place security measures that will prevent it. 
This experiment, if successful, will allow the manufacturers to tighten their security measures by creating a patch to stop others from taking control of drones in this way. 
There are several limitations to this project due to financial and/or time constraints:
· Only one drone will be tested.
· There may be insufficient time to fully investigate all the possible ways of attacking the drone ie. software and hardware.
· The attacks will be conducted on the drone in a way that will not destroy the software, whereas in a real-life situation threat actors do not have this restriction.



[bookmark: _Toc99439654]Conclusion
There are many sources that consider IoT devices to be fundamentally vulnerable to cyber-attack. This project aims to develop the knowledge base of security issues that can potentially be used to attack drones. Therefore, an experiment will be conducted using a variety of tools to perform black hat penetration testing on the drone controller to ascertain if there are any inherent security issues that the manufacturers need to be informed of.  
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[bookmark: _Toc99439656]Appendix 1: CVE ‘Name:Wreck’ DNS Flaws in TCP/IP Stacks

	CVE Number
	Comments

	CVE-2020-7461
	(FreeBSD),

	CVE-2016-20009
	(IPnet – the flaw was originally identified in 2016 and a CVE ID with an end-of-life tag was issued

	CVE-2020-15795
	

	CVE-2020-27009
	

	CVE-2020-27736
	

	CVE-2020-27737
	

	CVE-2020-27738
	

	CVE-2021-25677
	(Nucleus NET)

	
	No CVE ID has been issued for the NetX bug.
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‘You must pass the online test and hold a Flyer-ID, and must register
as a UAS operator, and display your Operator ID on your UAS

You are responsible for flying your UAS in a safe manner
‘You must keep the UAS in your direct sight at all times while it is
flying, so that you can ensure that it does not collide with anything,
especially other aircraft

‘You must not endanger anyone, or anything with your UAS

‘You must not fly more than 400ft/120m above the surface

‘You must not fly within the Flight Restriction Zone of a protected
aerodrome, or within any other airspace restriction without
permission.

Your UAS must weigh less than 25Kg




image4.jpeg




image5.jpeg




image6.jpeg




image7.jpeg




image8.png
Pre-engagement acti

Reconnaissance phase

Threat modelling &
vulnerability iden

Re-testing phase

Exploitation phase &
post exploitation

Resolution phase

Comprehensive reporting




image9.png
Defining security requirements.
Creating an application diagram.
Identifying threats
Mitigating threats.

Validating that threats have been mitigated.




image10.png
Define

Validate

Diagram
Threat
\\

Modeling
\

Mitigate





image11.png
Philosophical — Designs

Worldviews
Quantitative (e.g.,
Postpositivist RESEARCH APPROACHES  EXperiments)
Constructivist Qualitative Qualitative (_e.g_,
Transformative Quantitative Ethnographies)
Pragmatic Mixed Methods Mixed Methods(e.g.,
Explanatory Sequential

Research Methods

Questions
Data Collection
Data Analysis
Interpretation
Validation





image12.png
GANTT CHART

Task

Mode ~ | Task Name

R R

Proposal hand-in
Proposal acceptance

Review feedback

Literature review

Plan experiment

Experiment resources
Supervisor check

Run experiment

Collect results

Analyse results

write-up

Supervisor check

Review feedback

Adjust

Final meeting with supervisor
Final adjustments

submit project

< | Durati~ Start ~ Finish

1day  wed30/03/22
awks  Thu31/03/22
10days Thu28/04/22
101 days Thu 28/04/22
15days Thu12/05/22
21days Thu02/06/22
1day  Mon13/06/22
60days Tue1/06/22
60days Tue1/06/22
30days Tue0s/09/22
58days Tue1/06/22
1day  Thu01/09/22
Sdays  Fri02/09/22
Sdays  Fri0s/0s/22
1day  Frie/09/22
3days  Mon19/09/22
1day  Thu22/09/22

‘Wed 30/03/22
\Wed 27/04/22
‘Wed 11/05/22
Thu 15/09/22
‘Wed 01/06/22
Thu 30/06/22
Mon 13/06/22
Mon 05/09/22
Mon 05/09/22
Mon 17/10/22
Thu 01/09/22
Thu 01/09/22
Thu 08/09/22
Thu 15/09/22
Fri 16/09/22
‘Wed 21/09/22
Thu 22/09/22

+ Prec+ Resource Names

GRER

Helen
Dr Carlene Campbell
Helen
Helen
Helen
Helen
Dr Carlene Campbell
Helen
Helen
Helen
Helen
Dr Carlene Campbell
Helen
Helen
Dr Carlene Campbell
Helen
Helen




image13.png
TIMELINE

GANTT CHART

[Apr22 |May 22 un 22 22 [Aug 22 [sep22 lod22

Add tasks with dates to the timeline

Apr22 May 22 Jun 22 22 Aug22 Sep 22 od'22
25 04 1 18 25 02 05 16 25 30 06 1320 27 04 1 18 25 01 08 15 2 29 05 12 192 03 10 17 24

Dr Carlene Campbell
Helen

Dr Carlene Campbell

Helen
Helen
Dr Carlene Campbell

Helen

Helen
Dr Carlene Campbell

e




image1.png
PRIFYSGOL CYMRU
Y Drindod De
UNIVERSITY OF WALES

ty Saint David

Sant

N

Applied Computing




