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To set up a virtualized network environment using Oracle VirtualBox.
Tasks include installing VirtualBox, creating two virtual machines (Server and Client), configuring a NAT network (SWAN), assigning static IPs, and testing network connectivity between the machines.

Task 1: Install VirtualBox
Steps Performed:
· Downloaded and installed Oracle VirtualBox from the official website.
· Verified installation by launching VirtualBox Manager.
Installation and Configuration of Routing and Critical Services
1. Routing
1.1 Routing in Swansea Network (Windows Server)
Objective: Enable routing between networks and allow ICMP.
Steps:
1. Log in to S-DC (Windows Server) as:
· Username: Administrator
· Password: NotebooK@123
2. Open Server Manager
· Add Roles and Features
· Select Remote Access
· Role Services:
· ✔ DirectAccess and VPN (RAS)
· ✔ Routing
3. After installation:
· Open Routing and Remote Access
· Right-click server → Configure and Enable RRAS
· Select Custom Configuration
· Enable:
· ✔ LAN Routing
· Start the service
Firewall – Allow ICMP:
1. Open Windows Defender Firewall with Advanced Security
2. Inbound Rules → Enable:
· File and Printer Sharing (Echo Request – ICMPv4-In)
3. Repeat for Outbound Rules if disabled

Screenshot:
 

2.1 Hypervision: Oracle Virtualbox Manager
[image: A screenshot of a computer

AI-generated content may be incorrect.]
2.2.1 Evidence of Download and installation.
Creation of Virtual machine windows 1 and 2 (1 screenshot)
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Creation of Virtual machine Linux Devian 1 and 2(1 screenshot)
[image: A screenshot of a computer

AI-generated content may be incorrect.]


Installation of windows and Linux OS (Start 4 Machines and take desktop screenshots) (4 screenshots) 
[image: A screenshot of a computer

AI-generated content may be incorrect.]
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[image: A screenshot of a computer

AI-generated content may be incorrect.][image: A screenshot of a computer

AI-generated content may be incorrect.]
2.2.2 Deploy your network as per the given topology:
Creation of Network with Internal Network for windows (1 screenshot)
[image: A computer screen shot of a network

AI-generated content may be incorrect.]
Creation of Network with Internal Network 2 for Linux (1 screenshot)
[image: A computer screen shot of a computer

AI-generated content may be incorrect.]







Evidence of 2 Windows PCs are connected with Internal Network (2 screenshot)
[image: A computer screen shot of a network
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Evidence of 2 Linux PCs are connected with Internal Network2 (2 screenshot)
[image: A computer screen shot of a network

AI-generated content may be incorrect.]
[image: A computer screen shot of a computer

AI-generated content may be incorrect.]


2.2.3 IP addressing :
2.3.1. Use appropriate IP addresses to configure your network.
Evidence of IP addresses set up in 2 Windows and 2 Linux  machine(for windows command is ipconfig and for Linux use the command ip add  show ( 4 screenshots)
[image: A screenshot of a computer
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2.3.2. The above topology gives network address for the networks
Network IP address from Internal Network1 for windows (1 screenshot)
[image: A computer screen with a computer screen

AI-generated content may be incorrect.]
Network IP address from Internal Network 2 for Linux (1 screenshot)
[image: A screenshot of a computer

AI-generated content may be incorrect.]


2.4. Test and Troubleshoot You need to achieve the following: 
2.4.1. Perform Connectivity tests 
Outcome 1: Successful connectivity within linux network. (2 screenshots) 
[image: A screenshot of a computer
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Successful connectivity within windows network. (2 screenshots) [image: A screenshot of a computer
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Outcome 2: Unsuccessful connectivity between Linux and windows networks (2 screenshots).
[image: A screenshot of a computer

AI-generated content may be incorrect.]





Task 2: Create Virtual Machine – Server 1 (Windows Server 2019)
Steps Performed:
· Created new VM named Server 1.
· Installed Windows Server 2019 (64-bit).
· Allocated 4 GB RAM and 60 GB hard drive.
· Configured NAT Network Adapter to connect to SWAN.
Network Configuration:
	Setting
	Value

	IP Address
	192.168.1.1

	Subnet Mask
	255.255.255.0

	Gateway
	192.168.1.1

	DNS
	8.8.8.8


Screenshot:
(Inserted screenshot showing Server 1 desktop and network settings or ipconfig output)

Task 3: Create Virtual Machine – Client 1 (Windows 10 or Server 2019)
Steps Performed:
· Created new VM named Client 1.
· Installed Windows 10 (64-bit) or Server 2019.
· Allocated 4 GB RAM and 60 GB hard drive.
· Configured NAT Network Adapter to connect to SWAN.
Network Configuration:
	Setting
	Value

	IP Address
	192.168.1.10

	Subnet Mask
	255.255.255.0

	Gateway
	192.168.1.1

	DNS
	8.8.8.8


Screenshot:
(Inserted screenshot showing Client 1 desktop and ipconfig output)

Task 4: Create NAT Network – SWAN
Steps Performed:
· Opened Network Manager in VirtualBox.
· Created a new NAT Network named SWAN.
· Set Network CIDR to 192.168.1.0/24.
· Enabled DHCP (optional).
Screenshot:
(Insert screenshot of VirtualBox Network Manager showing SWAN configuration)

Task 5: Test Connectivity Between Server 1 and Client 1
Steps Performed:
· Disabled Windows Firewall on both VMs.
· From Server 1, pinged Client 1 at 192.168.1.10.
· From Client 1, pinged Server 1 at 192.168.1.1.
· Verified successful replies.
Command Prompt Outputs:
ping 192.168.1.10
ping 192.168.1.1
Screenshot:
(Insert screenshot showing successful ping results from both machines)
 
2.1 Hypervision: Oracle Virtualbox Manager 
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2.2.1 Evidence of Download and installation. 
Creation of Virtual machine windows 1 and 2 (1 screenshot) 
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Creation of Virtual machine Linux Devian 1 and 2(1 screenshot) 
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Installation of windows and Linux OS (Start 4 Machines and take desktop screenshots) (4 screenshots)  
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2.2.2 Deploy your network as per the given topology: 
Creation of Network with Internal Network for windows (1 screenshot) 
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Creation of Network with Internal Network 2 for Linux (1 screenshot) 
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Evidence of 2 Windows PCs are connected with Internal Network (2 screenshot) 
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Evidence of 2 Linux PCs are connected with Internal Network2 (2 screenshot) 
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2.2.3 IP addressing : 
2.3.1. Use appropriate IP addresses to configure your network. 
Evidence of IP addresses set up in 2 Windows and 2 Linux  machine(for windows command is ipconfig and for Linux use the command ip add  show ( 4 screenshots) 
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2.3.2. The above topology gives network address for the networks 
Network IP address from Internal Network1 for windows (1 screenshot) 
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Network IP address from Internal Network 2 for Linux (1 screenshot) 
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2.4. Test and Troubleshoot You need to achieve the following:  
2.4.1. Perform Connectivity tests  
Outcome 1: Successful connectivity within linux network. (2 screenshots)  
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Successful connectivity within windows network. (2 screenshots) [image: A screenshot of a computer
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Outcome 2: Unsuccessful connectivity between Linux and windows networks (2 screenshots). 
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Internet information services (IIS)
Internet Information Services (IIS) is a Microsoft web server used to host websites and web applications on Windows Server.
It delivers web content over HTTP/HTTPS and supports features like Windows authentication, security, and SSL encryption
[image: A computer screen with a menu

AI-generated content may be incorrect.]
DNS (Domain Name System) is a service that translates domain names into IP addresses, allowing computers to find and communicate with each other on a network.
For example, DNS converts webs.yourname.acca → 192.168.x.x, so users can access services using easy-to-remember names instead of numbers.
REMOT ACCESS  
Remote access is the ability to connect to and use a computer, system, or network from a different physical location—as if you were sitting right in front of it.
In simple terms
It lets you log in, view, control, or transfer data on another device over the internet or a private network.
Common examples
· 💻 Working from home and accessing your office computer
· 🛠️ IT support fixing someone’s computer remotely
· 📁 Accessing company files from a laptop while traveling
· 📱 Using an app to control a server or desktop from your phone
How remote access works
It typically uses:
· The internet or a secure private network
· Authentication (username, password, multi-factor login)
· Encryption to keep data secure
Common remote access tools
· Remote Desktop (RDP) – built into Windows
· VPN (Virtual Private Network) – connects you to a private network
· TeamViewer, AnyDesk – popular remote control apps
· SSH – secure remote access for servers (mostly text-based)
Why it’s useful
· Enables remote work
· Saves time and travel costs
· Allows 24/7 system management
· Improves collaboration and support
Security considerations
Remote access must be protected to avoid hacking:
· Strong passwords
· Multi-factor authentication
· Firewalls and access limits

AD DS (Active Directory Domain Services) is a Microsoft Windows Server service used to manage users, computers, and resources in a network from one central location.
AD DS acts like a central directory for an organization.
It stores information about:
· Users (employees, students)
· Computers
· Printers
· Groups
· Security policies
FILE AND STORAGE SERVICES
This lets administrators control who can log in, what they can access, and from which computer.
File and Storage Services is a Windows Server role used to store, manage, protect, and share files across a network.
It allows multiple users and computers to access shared data securely and efficiently.

What File and Storage Services does
It helps administrators:
· Store files centrally
· Share files over a network
· Control access and permissions
· Manage disks and storage space
· Protect data with quotas and backups



Conclusion
Successfully created and configured two virtual machines (Server and Client) in a NAT network named SWAN.
Both machines communicated successfully using static IPs, verifying correct network setup and VirtualBox configuration.

References
· Oracle VirtualBox Documentation: https://www.virtualbox.org/wiki/Documentation
· Microsoft Windows Server 2019 Installation Guide
· Microsoft Windows 10 Network Configuration Documentation.
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