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Testing of Data Security Quality on Web

Introduction:

This project intends to address the large number of cases :
related to data security breaches of numerous WBA’s

leading to the exposition of sensitive user data and

sensitive data of organizations leading to the exploitation

of user data for nefarious purposes and the loss of

profits/work progress of many organizations. This will be

done through security testing of sample online shopping

WBA. The results from such tests will lead to this
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Tools Used in Testing Process:

WFUZZ - WSL (Windows Subsystem for Linux) based Fuzzing Tool
used to discover hidden files within applications

OWASP ZAP - Automated DAST (Dynamic Application Security
Testing) Penetration Testing Tools for general Vulnerability Analyses.
Vulnerability Scanner — White-box based vulnerability scanner used
for analysing application source Code

Black Widow - (WSL) based crawling tool used to find vulnerabilities
possibly missed by ZAP

projects evaluation and the formation of a detailed

updated security architecture and plan with the purpose
of reducing the likelihood of security breaches in future.

Tested applications shown above

ZAP Test Results:

Left — Ylldela APP —local host

Right— GetFit.wales - live host
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Tools Yielded Successful Results:
OWASP ZAP -YES
WFUZZ - YES
Vulnerability Scanner - NO
Black Widow — NO

O Note: ALL WSL TOOLS RUN ON UBUNTU TERMINAL
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Get Rew|

| Start your Adventure Now

-~$ cd BlackWidow
: $ |

https://ubuntu.com/engage/secure-kubernetes—at-the-edge

This message is shown once a day. To disable it please create the
/home/kian/.hushlogin file.

:~$

sudo apt update && sudo apt install wfuzz
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Durga Gairhe
A VS Code extension to scan code for vulnerabilities

| Disable || | uninstail || (/] Auto Update (&3]

Analyses:
e Velnerabilty | Sevedy TID s The results from this experiment confirm many things. The first of which being that Black
T oG |G v T Widow and Vulnerability Scanner/all extensions for VS code are unreliable and unfit for
P BNt Sy with o flback (0 Gt nstaot o use in the securities Framework. Secondly that tools such as WFUZZ and ZAP are the
i §) oy | Coment Secuety | e > s most suitable used in this experiment for finding reliable results. Finally, that several
CSP Headernotset_| Medwm T - changes are required in the configuration of both applications to defend against data
- e N leakage and malicious attacks . Getfit.wales was found to contain publicly available files
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such as .env .bash history and .directory files which leave its systems compromised.
Ylldela app is left vulnerable due to reasons usually related to the CSP (Content Security
Policy) Header being misconfigured.
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ZAP proved to be one of the most reliable and simple to use tools in the lineup of tools in this project, which mirrors its performance documented in the study
[ER]] It provides a comprehensive breakdown of each vulnerability found and provides a useful severity ranking that will help administrators prioritize
resources and time spent fixing issues. It’s the best DAST penetration testing tool option.

1. WFUZZ:
WFUZZ was the most successful of the WSL environment tools. It is useful for locating specific hidden files that can leave an application vulnerable, that
tools such as ZAP will miss.

Changes/solutions
This section of the report is to look at the results from all the tests for each application and provide the solutions for the vulnerability. This will be done with a bullet

point list with each point being a change or solution to consider.

Yedella App:
Ensure servers in use are properly configured to set content security policy headers.
e  Restrict unauthorized access to sensitive data possibly using ‘IP address whitelisting’.
e  Configure ‘Access Control” headers to be more restrictive or remove ‘CORS’ headers.
e  Ensure that either ‘content-Security-policy’ or ‘X Frame Content’ HTTP headers are set to one or all the web pages.

GetFit.Wales:
Take into consideration whether components that compose hidden files are essential.

Total time: 12.70902
Processed Requests: U746
Filtered Requests: 9
Requests/sec.: 373.u354

If hidden files are essential then make sure strict authorization is required to access it, if not disable the feature.

Make sure that all Javascript source files are sourced from exclusively trusted sources.

Ensure that Javascript sources cannot be influenced via end point users (Consumers).

Ensure that all application software and hardware devices are configured to suppress ‘X-Powered By’ headers.

Restrict public/unauthorized access to files such as ‘. Git directory’, ‘.env’ and .history’ files to reduce the likelihood that malicious actors can discover the
mechanisms that make up a given application.

Conclusion:

Literature Cited in This Poster:
To conclude, All this knowledge has then been used to design a experiment plan that was used to test two WBA'’s, one being live hosted and
one being local hosted. Testing both types of application then gave a deeper understanding of the best practices for application testing as
comparing the results shows that live testing is the better option. The experiment section of this project also revealed that certain tools such as
extensions for VS code are not suitable for professionally testing source code as they are prone to failures that a dedicated tool may not be, this
leaves further room for this experiment to be expanded to confirm this theory. The experiment section of this report also leaves questions to be
answered relating to the performance of tools such as WFUZZ on local hosted apps and Black Widow on both types of apps, which possibly
could’ve performed better under different circumstances or lengthy re-configuration which was unable to be performed within the timeframe
of this project. Finally, this experiment resulted in the composition of a securities framework which recommended the two successfully
implemented tools and a list of recommendations to rectify the discovered vulnerabilities. However, this framework could of benefited from
recommendations related to source coding practices which were absent due to the poor performance of all the used white box testing tools.
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