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[bookmark: _Toc216028776]Introduction
This report will discuss several topics ranging from engineering skills to health & safety knowledge and the overall professional practice for engineers. Each topic will be discussed effectively, and accredited sources will be given when relevant.

The purpose of this report is to assess the author's writing capabilities and to help them learn proper report structure, to use the Harvard citation method, and to conduct relevant and useful research from accredited sources. The report will be structured as follows: 
· Chapter 1 – Health and safety discussion with a completed risk assessment
· Chapter 2 – Creating a security risk matrix following the discussion of modern/autonomous vehicles
· Chapter 3 – Discussing an engineer's role in society with regard to ethics and code of conduct 
· Chapter 4 – Research and suggest what style of problem-solving engineers could use in everyday scenarios 
· Chapter 5 – Discuss different team structures and conduct a personal review of teamwork
[bookmark: _Toc216028777]Measurable Outcomes
This report should have a reference list that is credible and cited according to the correct style by Harvard referencing standards, and all sections must be completed and structured well. 




[bookmark: _Toc216028778]Chapter 1 - Health & Safety at University
University of Wales Trinity St. David (UWTSD) provide several workshop sessions to their students, these sessions consist of using machinery (i.e. lathes, pillar drill, mills), manual handling and other health and safety risks. This section will assess UWTSD’s compliance with health and safety regulations regarding these workshop sessions.  

[bookmark: _Toc216028779]Compliance with Law  
Under section 4 of the Health and Safety at Work etc. Act 1974 (UK Government 2024) the university is required to provide a safe environment for all non-employees (students) and mitigate risk where possible. Regarding workshop sessions this means providing relevant Personal Protective Equipment (PPE) and ensuring all workshops sessions are being conducted as safely as possible.

The Management of Health and Safety at Work Regulations 1999 require, for both employees and non-employees that “Every employer shall make a suitable and sufficient assessment of the risks to health and safety” (UK Government 2021). UWTSD itself also states that “Health and safety hazards are managed through a process of risk assessment” and that “understanding health and safety hazards helps to manage them effectively” (UWTSD, 2025, pg. 5) further solidifying the importance of risk assessment.
[bookmark: _Toc216028780]Risk Assessment
Table 1 shows an independent risk assessment completed after attending a workshop session. As stated, the university are required by law to mitigate risk where possible, this risk assessment aims to challenge the health and safety measures of the university by identifying the risks associated with completing workshops tasks, assigning a rating from low to high, and identifying if or how these were controlled.   
[bookmark: _Ref215148554][bookmark: _Toc216028684]Table 1 Workshop Risk Assessment
	Number
	Hazard
	Possible effects
	Risk Rating
(Low – High)
	Control Measures in Place

	1
	Rotating Machinery, Hand Tools 
	-Serious bodily injury.
-Death.
-Loss of limbs. 
	High
	-All workshop sessions must be supervised 
-Students to read & sign health & safety rules.
-All machines have physical guards between rotating component and user

	2
	Swarf
	-Eye damage.
-Skin Damage
	Medium
	-Eye protection must be worn 
-Overalls/arm covers must be worn
-Machines are cleaned at the end of every workshop session to reduce build up

	3
	Falling Objects
	-Physical harm from objects falling onto feet
	High
	-Steel toe shoes must be worn in all workshops 

	4
	Grease & Oils
	-Long term exposure may cause skin problems
	Low
	-Barrier cream supplied
-Rinse off stations Provided
-Gloves Provided

	5
	Fire
	-serious injury or death
	High
	-Emergency exit in workshop
-Fire extinguishers located at designated location nearby to workshop

	6
	Trip/Slip Hazards
	-Injury
-Could fall into a machine
	Medium
	-Lockers provided to remove personal items from workshop
-Hazards to be marked off using wet floor signs and cleaned immediately

	7
	Unauthorised Workshop Usage
	-Injury
-Damage to Machines
	Medium
	-Machine shop to be locked when not in use

	8
	Loud Noise
	-Hearing Damage
	Low
	N/A



Table 1 demonstrates the universities compliance with health and safety law, after highlighting all the risks in the workshop, it is clear that the university has measures in place to keep both employees and non-employees as safe as possible, as well as providing any necessary PPE for the task at hand. Outside of risk assessment, all employees demonstrate a passion for health and safety by ensuring the following of safety rules. No Hearing protection was provided, however, the machines do not run for long periods of time making hearing loss a very low risk and not required by law. 


[bookmark: _Toc216028781]Chapter 2 - Security Threats to Modern Vehicles 
With the introduction of autonomous vehicles and the reliance of vehicles on computers, there are constantly new security threats appearing as the technology is expanded. This section will discuss these threats, evaluate their impact, and propose appropriate responses for each one. 

There are many security threats that the modern industry must consider; issues are usually a mixture of both technological and physical threats. Keyless entry technology, for example, has increased the risk of theft, according to Shaikh et al. (2025), malicious actors can intercept the key’s signal and use relay and replay attacks to gain access to a vehicle whilst being undetected, and avoiding the security measures of the vehicle.  Remote access attacks pose several threats, with Valasek & Miller (2015) being able to affect vehicle features like steering and braking, as well as these physical threats, the driver's privacy is also at risk, with these attacks having the potential to access microphones in the vehicle to eavesdrop or even gather an individual's location. Lastly, regarding autonomous vehicles, global navigation satellite system (GNSS) attacks pose a high risk, with spoofing attacks being able to “trick the victim receiver with legitimate-appearing false satellite signals” (Liu et al. 2025), attacking the main system that autonomous vehicles rely on. 
[bookmark: _Toc216028782]Risk Matrix
[bookmark: _Toc216028685]Table 2 Risk Log
	Risk No.
	Risk ID
	Risk Description
	Impact Description
	Impact, 1-5 (I)
	Probability, 1-5 (P)
	Score [I x P]

	1
	ID1
	Privacy Protection
	Microphones and Bluetooth connections leave users vulnerable to data theft.
	2
	2
	4

	2
	ID2
	Remote Access Attack
	Life-threatening, loss of vehicle control
	5
	3
	15

	3
	ID3
	Keyless Entry Theft
	Users are more susceptible to covert theft
	3
	3
	9

	4
	ID4
	GNSS Attack
	Loss of Autonomous Vehicle function, unaware driver in danger
	4
	2
	8
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1 Simple Risk Matrix (Author’s own Work)
Using the Risk Matrix shown in Figure 1 each risk was given a rating of low (green), medium (yellow, and high (red). Out of the four risks identified, one was rated as high-risk, this being the threat of remote access attacks on a vehicle, as such an attack can affect features like braking and steering, causing life-threatening problems.  

A holistic approach should look at improving the technologies that are exploited in this attack, improving the software and investing more in skilled people to produce stronger security measures. Industry-wide changes should also be considered, like regulations on these kinds of securities by governing bodies and perhaps a standardisation of systems, etc. As this risk is high on the matrix, strong control measures and implementations are justified, as this would be proportional to the risk of the threat.



[bookmark: _Toc216028783]Chapter 3 - Engineers' Role In Society
Chartered engineers are expected to follow a code of conduct. The governing body that produces this code of conduct for chartered engineers in the UK is the Engineering Council; they produce the UK Standard for Professional Engineering Competence and Commitment (UK-SPEC), which “explains the competence and commitment requirements that people must meet and demonstrate to be registered” (Engineering Council, 2022). The Engineering Council have also worked with the Royal Academy of Engineering to publish their ‘Statement of ethical principles’ (Engineering Council, 2017), whilst the Royal Academy of Engineering is not a governing body, they are highly respected and have the patronage of King Charles III himself, therefore these ethical guidelines are expected to be followed.

[bookmark: _Toc216028784]Sustainability In Motorsport Engineering
The statement of ethical principles (Engineering Council 2017) consists of four core principles, one of which is “Respect for life, law, the environment and public good”. Naturally, respecting the environment is a tricky topic for the world of motorsport, as in a world of increasing climate change awareness, the industry is often under scrutiny. However, this does not prevent engineers and organisations from acting as ethically as possible, with Formula One announcing their goal to be “Net zero by 2030” (Minors, C 2021), the 2025 Formula One Sustainability Update demonstrates this commitment, with achievements like a “59% reduction in carbon emissions for F1 factories & Facilities”, “83% reduction of carbon emissions using biofuel trucks” (Formula One, 2025).   


[bookmark: _Toc216028785]How Motorsport Engineers Can Comply 
The UK-SPEC states, “Registered engineering professionals are required to demonstrate a personal and professional commitment to society, to the environment and to their profession” (Engineering Council 2022). Whilst motorsport at its core isn’t inherently good for the environment, this doesn’t stop motorsport engineers from being ethical and sustainable in their role, thus complying with the code of conduct. Secondly, motorsport can improve society, both socially through community and technologically, with advancements of motorsport often being used by the automotive industry to better everyday usage of vehicles.    


[bookmark: _Toc216028786]Chapter 4 – Problem Solving
When developing new technologies, there are many issues that can occur. “Engineers are the problem solvers of the world” (University of Greater Manchester, 2023). Therefore, as an engineer, it is crucial to have good problem-solving skills for when these moments arise.

The best approach for problem-solving these issues is to break down the problem into smaller, more manageable goals, like the University of Greater Manchester (2023), which published their step-by-step guide for this, which includes things like “define the problem, information gathering, brainstorming, testing and prototyping, etc.” Once a problem is broken down into a more digestible format, it becomes much simpler to work towards the final solution.
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2 Flow Chart Example (Cowen, A, 2025)
 As well as brainstorming, engineers may use tools like flow charts, fishbone diagrams, and fault tree analysis. Figure 2 is an example of how a flow chart works, by laying out tasks in a simple format, they become easy to follow and understand. Fishbone diagrams and fault tree analysis have a similar structure to flowcharts; however, they focus on different areas. Fishbone diagrams are “a useful tool to use when you are trying to determine why a problem is occurring” (NHS 2022), and fault tree analysis looks at what can cause a problem.

In short, there are many tools and techniques that an engineer can and should use when problem-solving. When faced with a problem, engineers should employ a structured methodology and break down the problem in a systematic way that makes it more digestible.


[bookmark: _Toc216028787]Chapter 5 – Team Structures  
During my time working in Pets at Home, I was part of a team of 12 people, and we usually worked in groups of 4-6 people, 2 of whom were managers, with one individual being the head manager, having the other employees directly beneath them. There were a number of duties in pets at home, these were things such as live animal sales, medicine sales, discussing the correct diets that a customer should feed their pet, and other general retail duties involving customer service, till work, stacking shelves, etc. All employees were given the same training to carry out these duties, even the more specialised ones like animal sales. Having equal training meant the teamwork was streamlined as everybody understood each other's roles, and staff were always able to help with any task. Aside from managers, there were no ’specialised’ roles due to everybody being trained to the standards needed. However, whilst having an equally trained team was overall a positive, this also gave way to bad actors as some would deliberately avoid certain tasks like animal sales forcing others to carry these out in place of them, to solve this perhaps a more staggered team structure would have been better, assigning groups of employees to specific tasks I.e. specific colleagues carry out animal sales whilst others explicitly work the till and stock, etc. This would bypass the bad actors who would ‘leave somebody else to it’ as they were now the specialised person for that task.  

According to Indeed.com (2025), the structure that was in place is called a “Hierarchical structure” and functions using this ‘equal training’ I’ve discussed, where “Employees may be grouped by their role or function”, and the other ‘staggered’ team structure that I suggested is known as a “Functional structure” where “the organization is divided into groups by roles, responsibilities, or specialties” which as discussed would avoid bad actors affecting the whole team.


[bookmark: _Toc216028788]Hierarchical vs Functional Structure
[bookmark: _Toc216028686]Table 3 Hierarchical Vs Functional Team Structure
	
	Pros
	Cons

	Hierarchical Structure
	· Streamlines teamwork
· Simple Structure
· Internal promotion 
· Easy to manage
	· Limits Skills growth
· Gives more leeway to ‘bad actors’


	Functional Structure
	· Outlines each person's role clearly
· Emphasis on reliability
	· Too complex for a retail setting
· Teamwork is lessened if roles are split



Overall, when comparing the two structures, the hierarchical structure is better for a retail setting, as there are no very complex roles within the store. Also, having one head manager allows for more streamlined management, and although a functional structure may work in an ideal world, it is not practical for the application of a retail store.    


[bookmark: _Toc216028789]  Conclusion
This report has been successful in challenging the author's writing capabilities, and the measurable outcomes were achieved. The report features a long list of references, a bibliography, and all sections were completed and structured correctly.
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