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Abstract—Security is at the head of all networks, and
many companies which implement a comprehensive
security policy incorporating many of the OSI layers.
However, one area that is usually left untouched is
hardening Data link layer and this can open the network
to a variety of attacks and admittances. Address
resolution protocol supports the mapping ofIP address to
the MAC address i.e. layer 3 to layer 2 mapping. ARP
provides no authentication mechanism to the incoming
request packets this is the reason that any client can
falsify an ARP message contains malicious information to
poison the ARP cache of target host. ARP is susceptible
to poisoning attack due to its stateless-ness and lack of an
authentication mechanism for validating the identity of
the sender. ARP poisoning is usually become the cause of
attacks like denial of service (DOS), Man in Middle
Attack(MITM) and Session Hijacking. In this paper, we
impliedMITM attack and described some preventive
measures to secure our system for ARP poisoning attack.

IndexTerms—Arp poisoning, MITM, Dsniff, Ettercap,
Wireshark, Arp Antispoofer, ARPalert, ARPwatch,
ARPspy.

I. INTRODUCTION

ARP poisoning is a hacking technique to send forge ARP
request or ARP reply. Since the ARP protocol is a stateless
protocol that receives and processes ARP replies without
assigning ARP request. ARP cache can be infected with
records that contain wrong mappings of IP-MAC addresses
[10]. The Address Resolution Protocol (ARP) is known to be
vulnerable to poisoning attacks because it doesn’t provide a
reliable way to verify the sender’s identity. ARP usually leads
to more dangerous attacks like Session hijacking, DOSs or
MITM attacks which are capable of causing serious damage
to the Local Area Network][2].
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One of the basic operations of ARP (Address Resolution
Protocol) is requests and replies. In general, when system. A
wants to communicate with system C on the network, it
sends an ARP request. System C will send an ARP reply
which will include the MAC address. Even in a switched
network, this initial ARP request is sent in a
broadcastmanner [8]. It is possible for system B to send an
unwanted, fake ARP reply to system A. This fake ARP reply
will specify that system B has the MAC address of system C.
System A will accidentally send the traffic to system B since
it owns to have the intended MAC address.

Il. ARP ATTACKS

A. Man-in-the-middle (MITM)

A hacker cans exploitARP Cache Poisoning to capture
network traffic between two nodes. For example, we
performing a MITM attack in our lab, here the attacker wants
to see all the traffic of victim system i.e 192.168.0.74, and
your router, 192.168.0.10. The hacker begins by sending a
forge ARP "reply" to the victim, relating his system MAC
address with 192.168.0.73. Then the hacker sends a forge
ARP reply to the victim, relating his MAC Address with
192.168.0.10, now victim thinks the hacker's system is
router. Finally, the hacker turns on an OS feature called IP
forwarding. This feature enables the hacker's system to
forward any network traffic it receives [9]. Whenever you try
to go to the Internet, your system sends the network traffic to
the hacker's system, which it then forwards to the real router.
Meanwhile the hacker is still forwarding your traffic to the
router, you remain unaware that he is capturing all your
network traffic and also sniffs passwords or hijacks your
secured Internet sessions.

B. Denial of service (DOS)
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A hacker can send an ARP reply with an IP address on
network with a falsifiedMAC address. For example, a fake
ARP reply with the network’s router IP with falsified MAC
will bring down the connectivity of the whole network.DOS
attacks usually influence ARP poisoning to link several IP
addresses with a single machine’s MAC address [11]. As a
result, traffic that is visualize for many different IP addresses
will be retransmitted to the machine’s MAC address, it
overloads the target with traffic. In DOSs attack a malicious
machine forges a large number of bogus identities. i.e it
makes system resources unapproachable to its intended
users. Attack involves soaking, the target (victim) machine
with outward communications requestsi.e. it cannot respond
to authentictraffic. The response comes so slowly as to be
condensed effectively unavailable response.

C. MAC Flooding

MAC Flooding is an ARP Cache Poisoning method done
at network switches. When switches are overloaded they
generally fall into a hub mode. In hubmode, the switch
providessport security features and broadcast all network
traffic to every node in your network. By flooding a switch's
ARP table overloads with forge ARP replies. MAC flooding
overwhelms the network switch with data packets that
interrupt the usual sender to receiver flow of data that is
common with MAC addresses [3]. MAC flooding initiate
with exploitation of the table that is part of the network
switch. When working properly, the table will map every
MAC address on the network. Every MAC address is related
with a physical port on the network switch MAC address is
sent out on all ports associated with the network [4]. That
means any type of data that was meant for a single address is
received by multiple addresses.

D. Connection Hijacking

Packet or connection hijacking is the method in which
connected node can be victimized into getting their
connection changed and taking full access over it.
Connection hijacking attacks can use ARP poisoning to steal
session IDs, permitting attackers access to private systems
and data connection hijacking [5]. It is also known as
TCPsession hijacking, which broadly means taking over a
Web user session by secretly obtaining the session ID and
pretending as the authorized user. When the user's
connection ID has been retrieved, the attacker can pretend as
that user and do anything asa authorized user[6].

E. Cloning

MAC addresses were meant to be globally unique
identifiers for every network interface. They are burned into
the ROM of each interface, and cannot be changed. Today,
MAC addresses are easily changed. Linux users can even
change their MAC without spoofing software, using a single
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variable to “ifconfig”, the interface configuration program
for the O.S. [3]. An attacker could DoS a target computer,
then assign themselves the IP and MAC of the target
computer, receiving all frames intended for the target.

I1l. TOOLS USED FOR ARP SPOOFING ATTACK

A. ARPwner

ARPwner is a tool for ARP poisoning and DNS
poisoning attacks, it is having a simple GUI and a plug-in
system to do filtering of the gathered information. It also has
an implementation of sslstrip and is fully coded in python
and on Github, so you can modify it according to your
needs.This tool was crafted by Nicolas Trippar at BlackHat
USA 2012.

B.Dsniff

It is a combo of password sniffing and network traffic
analysis tools basically it is a packet sniffer founder by Dug
Song to analyze different application protocols and extract
appropriate information it can handle various protocols such
as FTP, SMTP, NNTP, HTTP, POPdniff, filesnarf,
mailsnarf, msgsnarf, urlsnarf, and webspy passively monitor
sensitive information on a network for gathering interesting
data like passwords, e-mail IDs, logs etc and arpspoof,
dnsspoof, and macof provides the interception of network
traffic normally unapproachable to an attacker.

C. Wireshark

Wireshark is an open source packet filter. It is used
toanalyze the network traffic. It also supports hundreds of
protocols and media types. Wireshark checks all the traffic
visible on that interface. Wireshark understands the layout of
different networking protocols.lt capture all packets that are
sent and received on the network. When any activity happen
on the Internet, such as browsing websites, use VolP, IRC
etc, it passes through your network interface card(NIC) or
your LAN card the data is always converted into packets.

D. Ettercap

Ettercap is an efficient tool for man in the middle attacks
on LAN. It is responsible for sniffing live connections,
content filtering and many other interesting tricks. It supports
active and passive separation of many protocols (even
ciphered ones) and includes many features for network and
host analysis. It has a graphical interface which is easy to
operate. Ettercap is capable to perform attacks against the
ARP protocol. Ettercap can infect, replace and delete data in
a connection. It captures passwords for protocols such as
FTP, HTTP, POP, SSH1 and many more. It acts as Swiss
army knife for ARP poisoning and network sniffing. Ettercap
have filters and plug-ins which able it to do all sorts of
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network tasks. Ettercap can run on Linux, BSD, Mac OS X
and Windows XP/2003/2007/2008 and can work on wireless
(802.11) and wired LANSs. Ettercap has the ability to route
traffic though itself using "Man in the Middle" attacks and
then use filters to modify the data before sending it on to the
victim.

E. Window ARP spoofer

WinArpSpoofer is a tool to alter the ARP table of another
system on a LAN. Especially, by changing the ARP table of
a router, this tool can in effect collect all packets on the local
area network. After collecting all packets, it will then
forward them to the router (gateway).By running this tool we
can even get and see all user ids/passwords on the switch
network.

Features of the WinArpSpoofer program are as follows:

1. It collects all the packets on the LAN.

2. It can scan and show the active hosts on the LAN within
seconds.

3. While spoofing ARP tables, it can act as another gateway
(or ip-forwarder) without other user’s recognition on the
LAN.

4. It can collect and forward packets by selecting inbound,
outbound, and both to be sent to the Internet.

F. Arpoison

ArPoisonis created by (Steve Buer), is a network analyzer
that sends ARP packets to/from specified MAC and IP
addresses. Arp-poison can be use to analyze ethernet traffic
inside a local network that uses a switch. It allows you to
send bogus arp replies on the local network.This tool sends
custom ARP packets.

G. Cain&Abel

Cain and Abelis a password recovery tool for Microsoft
OS. It is able to recover many kinds of passwords using
methods such as network packet sniffing, it cracks various
password hashes by using methods like dictionary attacks,
brute force and cryptanalysis attacks [1]. This Windows
based password recovery tool handles an immense variety of
tasks. It recovers the passwords by sniffing the network
traffic, cracks the encoded passwords using dictionary attack,
brute-force and cryptanalysis attacks, decodes scrambled
passwords, reveals password boxes, uncovers the cached
passwords and analyses routing protocols. Cain is GUI based
program, and Abel is windows based service that provides a
remote console on the target system.An interesting feature of
Cain & Abel is ARP (ARP Poison Routing) which allows
sniffing packets of several protocols on LAN by hijacking IP
traffic of multiple hosts simultaneously. It can also examine
encrypted protocols such as SSH-1and HTTPS.It contains lot
of new features like ARP (Arp Poison Routing) which
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allows sniffing on switched LANs and MITM attacks.
Features of cain and abel are as follows:-

1. Cracking of Wired Equivalent Privacy (WEP)
2. Increases packet capture speed by wireless packet
injection

3. Ability to record VVolP conversations

4. Calculates hashes

5. Revealing password boxes

6. Uncovering cached passwords

7. Dumping protected storage passwords

8. ARP spoofing

9. IP to MAC Address resolver

10. Network PasswordSniffer

H. ArpSpyX -v1.1

ArpSpyX is a packet sniffer. It will show a list of IP and
MAC addresses originate by analyzing arp traffic on your
network. Arp SpyXupdated to version 1.2 which adds full
support for Intel Macs. Itactively or passively collects all the
MAC & IP addresses of the systems on the network. It
quickly recognizes new nodes on any network. ArpSpyX
supports two procedures of scanning. The first technique is a
passive mode in which it only eavesdrop for traffic without
sending any packets[6]. The second method is Active mode
and will send out arp packets who requests for every IP
address on your subnet. The passive mode can be used for
looking ARP poisoning attacks while the active mode is
better for system administrators for gathering details about
their networks.

ArpSpyX features include:

1. Easy remote gathering of MAC Addresses of network
systems.

2. Quickly discover new systems on your wireless network

3. Identify ARP Poisoning attacks by tracking multiple MAC
Addresses for a single IP Address

4. Create a text file containing all IP addresses on your
network

I. ARPToxin— ARP Poisoning Utility for the Windows

It is an ARP Poisoning service for the Windows platform.
It uses WinPCap. It is a command line program, with preset
"modes” of operation for accomplishing different attacks,
you can also overwrite any field in an ARP packet, and so it
can be extremely flexible. Unlike other tools, it can input a
hostname, IP, MAC for any field and transform it to the
necessary format.

V. DEFENSIVE TOOLS FOR ARP SPOOFING ATTACK
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A. ARP AntiSpoofer

ARP AntiSpooferis a light tool that able you to detect
Address Resolution Protocol poisoning. It displays a
comprehensive interface and makes all its functions available
in the main window. Its directapproach makes it easy for you
to choose the network adapter, set local Gateway IPs, toggle
the ARP Helper and enable remote control.It is able to
automatically recognize an ARP spoof attack. Once done
with the configuration for the utility, it can recognize an
attack and send antispoof packets that are needed to protect
the getaway. Its Auto detect spoofing feature able to use it
remotely after providing a port number and login password
and it gives ARP AntiSpoofer display notifications when
spoofing occurs. It protects multiple hosts by providing
security for more than one host.

Features of ARP AntiSpoofer:-

1. Protect multiple hosts
2. Easy to configure

3. Auto detect spoofing
4. User-friendly interface

B. XArp 2.2.2 full description

XArp is a security application that uses advanced
practices to detect ARP based attacks. In ARP attacks
attacker silently eavesdrops all your data that is sent over the
network. This includes documents, emails and VoicelP
conversations. ARP poisoning attacks are concealed by
firewalls and OS security features. Firewalls don't protect
against ARP based attack[6]. XArp is built to target this
problem it uses advanced techniques to detect ARP attacks
and thus helps you to keep your data private.

C. ARPToxin - ARP Poisoning Utility for the Windows

It is an ARP Poisoning utility for the Windows platform.
It uses WinPCap. It is a command line based program, with
preset "modes" of operation for executing different attacks,
you can also override any field in an ARP packet, and so it
can be incredibly flexible. Unlike other tools, it can input a
hostname/IP/MAC for any field and convert it to the
necessary format. You can also use the constant % for any
MAC address and it will fill in a random valid MAC address.
These options open up numerous uses for ARPToxin and
ARP poisoning under Windows.

D. Arpalert

It is an ARP traffic monitoring tool. Arpalert uses ARP
protocol monitoring to prevent illegal connections on the
local network. If an illegitimate connection is detected, a
program is launched, which is used to send an alert message
to the admin.
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E. Xarp: XARP is a spoofing detection tool, supports active
searching and passive checks. It has two user interfaces:
normal level with predefined security levels, pro view with
per interface configuration of detection modules and active
validation. It is supported by Windows and Linux supports
GUL.

E. Snort

Snort is an open source network intrusion prevention tool
capable of executing real-timetraffic analysis and packet-
logging on IP networks. It supports protocol analysis, data
searching & matching and can be used to identify a wide
range of attacks by generating alerts. Snort has a real-time
alerting proficiency. It supports Popup messages to Windows
clients. Snort has three primary uses. It can be used as a
packet sniffer like tcpdump, captures logs of packets, and as
a network intrusion prevention system.

F. Arpwatch

Arpwatch is a free tool that used for monitoring Ethernet
traffic on your network and maintains a database of
ethernet/ip address pairings. It creates a log of noticed
pairing of IP and MAC addresses information along with a
timestamps, so you can wisely watch when the pairing
activity appeared on the network. Using this tool you can
send reports via email to a network administrator when a
pairing added or changed.

G. ArpON

It is a Portable handler program for securing ARP against
poisoning, cache poisoning or poison - routing attacks in
static, dynamic and hybrid networks. It secures arp in order
to avoid MITM attack. It detects and blocks minor attacks to
halt more complex attacks like DHCP, DNS and WEB
Spoofing, Session Hijacking and SSL/TLS Hijacking etc. It
is a host-based solution that doesn’t modify ARP’s standard
protocol, but somewhat sets policies by using SARPI for
static networks, DARPI for dynamic networks and HARPI
for hybrid networks. It works in user space for providing
more compatibility.

Features of ArpON:

1. It detects and blocks Man in the Middle through ARP
Spoofing/Poisoning attacks in statically, dynamically
(DHCP), hybrid configured networks

2. It detects and blocks derived attacks: DHCP Spoofing,
DNS Spoofing WEB Spoofing, Session Hijacking, SSL/TLS
Hijacking & co

3. It detects and blocks unidirectional, bidirectional and
distributed attacks
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4. Doesn’t affect the communication efficiency of ARP
protocol

5. It manages the network interface into unplug, boot,
hibernation and suspension OS features

6. It works in user-space for OS portability reasons

7. Easily configurable via command line switches, provided
that you have root permissions

8. Tested against Ettercap, Cain & Abel, dsniff and other
tools

9. It replaces utilities such as arp, arping, arpscan

10. Easily configurable via command line switches, provided
that you have root permissions.

H. Antidote

Antidote is a solution to detect ARP poisoning on a
switched network. It is a linux based program that monitors
the arp traffic. Antidote is a free and open-source arp defense
tool. It generates alert for ARP spoofing (also known as
“ARP poisoning routing”) on a switched network. It is
crafted to help the system supervisors to defense against
suspicious behavior on a network. It detects the abnormal
behavior of arp packets.

Antidote offers protection through these features:-

1. Detection of abnormally large numbers of ARP responses
(indicative of ARP poisoning)

2. Detection of unusually high quantity of ARP requests
without corresponding replies .

3. Detection of sudden IP/Mac addresses changes.

4. Detection of anomalies between ARP packets and the

Ethernet frame that is encapsulating it.

I. ArpAlert

It is a tool used for monitoring Ethernet networks. It is
easy to operate and light weight tool in terms of processing.
It listens on a network interface and observes all
conversations of MAC address to IP address. It then
compares the mac addresses it detected with a pre-
configured list of authorized MAC addresses [11]. If the
MAC is not in list, arpalert launches a pre-defined user script
with the MAC address and IP address as parameters. It is
very fast because it consumes low memory.

J. ArpwatchNG
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It monitors mac addresses on your network and writes
them into a file as timestamp and change notifications are
included. Arpwatch is a tool that monitors ethernet activity
and keeps a database of ethernet/ip address pairings. It also
reports certain changes via email. ARPWatchNG monitors
MAC adresses on your network and writes them into a file;
last know timestamp and change notification is included.It
can be used it to monitor for unknown (and as such, likely to
be intruder’s) mac adresses or somebody messing around
with your ARP/DNS tables.

V. IMPLEMENTATION DETAILS

ARP poisoning is the most dangerous attack on LANS,
ARP protocol is a stateless protocol. In this section, we have
implemented Ettercap tool and wireshark for sniffing the
network traffic and performing MITM attack in kali linux
operating environment. These tools are used for ARP
poisoning and MITM attack.First of all we start capturing the
network traffic with wireshark. Then we run the Ettercap tool
with which we discovered live hosts list present in the
network from the discovered hosts list we randomly choose
the victims IP address and its corresponding mac address on
which we perform MITM attack. To confirm particular IP
address with its corresponding Mac address we run a
command Arp —a on both, windows and linux Operating
system.

Now in ettercap, we select IP addresses of victim and
router and set them as targets after that Arp poisoning is
being performed on the selected IP addresses as shown in
fig.1

WNTH Aok AP Pomarin {41 ey |

k  Oposest pronatoy
u Sl 1t (oonad oy
Ordy 0 o0 iy

......

Fig. 1 MITM attack

Now we run wireshark, for sniffing the packets(PING
requested packets) on a particular IP address. Then we select
the interface named ethO and also filter the ICMP traffic
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from the filter mode. Now it showing the ICMP captured
packets from victim i.e. from 192.168.0.74 with ping request
as shown in the fig 2.

YthO (Wireshark 110.2 (VN Rev S1934 from Arnk=L.10]

L)
£
L

>
« o

Fig. 2 List of live capture packets from the first victim

V1. PREVENTION OF ARP POISONING

ARP poisoning attack can happen because the attacker
modified the ARP table and maps the mac address with the IP
address of the host to the malicious attacker computer. We
can recognize anyone by its identity but machines depends on
ARP table mapping. To prevent ARP poisoning and MITM
attack in your local area network we can change dynamic
mac addresses of particular system to static state. Thistrick
becomes troublesome if your router changed frequently, so
for this delete the old one and add new entry if it changed.
Initially I will show the windows ARP table before poisoned
by the attacker as shown in fig.3. Now to change the
dynamic entry of arp to static run the command:

Netsh interface ip add neighbors “Ethernet connections”
“router ip” “router mac address”

Then again run command: arp —a to check the entries of arp
table entries from dynamic to static as shown in fig.4.
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<c> 2012 Microsoft Corporation. ALl rights reserved.
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192.168.70.255

.1
239 .255.255_258
Interface: 192, IGB.
N,

a1
B1-08-5e—?f—ff—fa
\Users™Acer> arp —a

Interface: 192. 8.74 ——— Bx10
Internet Address Physical Address

Fig. 3. ARP Table with dynamic entries

2| Administrator: CA\WINDOWS\system32\cmd.exe -8
icrosoft Windows [Uersion 6.3.96801
{c> 2013 Microsoft Corporation. All rights reserved.

hUsersSAdminis

or>netsh interface ip add neighbors “Ethernet'
"bB-ac-6f-d8-2 N

:\UsersSAdministrator>netsh interface show interface

Admin State State Interface Name
Dedicated
Dedicated
Dedicated

UMuare Hetwork Adapter UHnetl
UMuare Hetwork Adapter UHnet®
Ethernet

Connected
Connected
Connected

e
BB-21-9b-19-al-ae
h8—ac—6f—d8-23-f@
Iﬂl—ﬂl—ﬁc—E? ca-8a

'?3 33—1:5—94 3d-4e
78—-e3-h5-94-3b-2d
?8—e3-h5-94-3d-64

ed

38

f*(lS 55-ae—2d
—d5-55-61-af

03 86—311—1:3 21—‘ eS

4-85-a5-c8-92
4—85-a5—ac—-12

Fig 4. ARP table with Static entries

VII. CONCLUSION

In this paper, we analyzed various tools of arp attack and
arp defenses. An effective solution to the problem of ARP
poisoning has been proposed, the solution is a built in
method of configuring static ARP entries instead of
manually configuring. We implied tools like ettercap and
wireshark for sniffing the traffic and give defensive
countermeasures for securing our system from being
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poisoned. Our preventive technique also detects the correct
MAC to IP address mapping of the systems. In this paper,
we give the various solutions of address resolution protocol,
its attacks and preventive techniques.
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