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Abstract—Cloud computing has become a very popular topic in recent times. Many organisations are interested in what cloud computing can bring to their business. However, cloud adoption is a complex task and requires careful planning and consideration of its many advantages and disadvantages. This research paper will investigate the various cloud service delivery models, as well as the risks and concerns of such centralised infrastructure including cloud security.  
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Introduction
Cloud computing relates to a shared pool of resources and software that are provided on demand to clients, based on their specific requirements and needs [1], [2].  It is a move away from personal computers to centralised infrastructure located in data centres [3]. There are several cloud deployment models including public clouds, private clouds, community clouds and hybrid clouds [4]. A public cloud is an infrastructure owned by a cloud provider selling cloud services to the general public and organisations. A private cloud is an infrastructure owned by an organisation or third-party for use by a single organisation. A community cloud is an infrastructure owned by several organisations or a third-party for use by several organisations part of a specific sector. Lastly, a hybrid cloud is two or more cloud deployment models joined by standardised or proprietary technologies [5], [6].  
Virtualisation is the key technology supporting the cloud and facilitates many of its benefits [7], [8]. These benefits include high availability, scalability, lower costs, elasticity, reduced maintenance and rapid deployment [9]–[11]. Cloud computing has and continues to draw attention from the international Information and Communication Technology (ICT) community [12]. This is due to its numerous benefits and continued development driven by industry giants such as Amazon, Microsoft and Google [12]–[14]. It is no surprise that organisations are hosting business-critical applications in the cloud [15]. However, cloud computing can be confusing and daunting due to the numerous service delivery models, considerations, challenges and technologies involved; that many organisations are cautious [9], [12], [16].
This research paper is structured as follows. Firstly, section II will examine numerous service delivery models available to clients, including their advantages and disadvantages. In section III, various risks to cloud computing will be investigated such as outages, data loss and security. Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks will also be highlighted. All risks and concerns will be accompanied by numerous recommendations to reduce and minimise then. Finally, a conclusion is presented in section IV.
cloud computing service delivery models
Software-as-a-Service
[bookmark: _Hlk513201924]Software-as-a-Service (SaaS) is a software delivery model which allows users to access applications over the internet from a provider [17], [18]. The SaaS provider will host applications on centralised servers and is responsible for the management, security, availability and performance of the software [19]. SaaS adopts a ‘pay for what you use’ model and removes the need to install and run applications in-house [19], [20]. The applications can be accessed by the user via a thin client (e.g. web browser) [17]. An example of a SaaS provider is ‘Salesforce.com’ [19].
SaaS architecture is dependent on three key components; customisation, multi-tenancy architecture (MTA), scalability and rapid development [21]. Customisation addresses the methods for allowing a configurable and custom end-user experience, even if a single instance is accommodating multiple users. Metadata is one solution for a custom experience in the one-to-many scenario. MTA addresses how an application instance can accommodate multiple tenants and keep track of the data. Scalability relates to allowing a high volume of concurrent users’ access to applications. There are multiple architectural approaches that address these factors in different ways [19], [21]. 
The advantages of SaaS are many. Pricing is very competitive due to no upfront costs (e.g. servers and software licenses), the ‘pay for what you use’ model and reduced maintenance costs for organisations [18], [19]. SaaS is easy-to-use, custom to the client’s requirements and provides flexible access via the internet [20], [21]. Software installation, maintenance and support is also no longer a concern for the client [19].
The disadvantages of SaaS include the requirement for a stable, moderate bandwidth internet connection. Without a good connection, SaaS applications will be sluggish and may not work at all. There will be an increased security risk as applications will be interacting with many users, as well as applications running over the internet. Such circumstances make SaaS less suitable for certain business sectors. Load balancing is a significant issue that must be addressed and monitored by businesses using SaaS [19], [20]. 
A SaaS provider will also have a huge responsibility to deliver advertised performance, as well as have adequate redundancy and recovery methods in place [19], [21].
Platform-as-a-Service
Platform-as-a-Service (PaaS) is a model that provides a full application development platform to support the complete software lifecycle. It allows users to design, develop, test, deploy and host applications in an online environment provided by a PaaS provider [22], [23]. Like SaaS, the provider is responsible for scalability, redundancy, security and the delivery of services that allow users to construct software online. The payment model for PaaS is often a subscription model for development, a payment model based on user interactions of the finished application (e.g. Bungee Connect) or free base model with purchasable add-on resources (e.g. Google App Engine). PaaS providers may also offer a marketplace to sell applications in exchange for a proportion of revenue [23].
PaaS environments are designed in a way that allows developers to program applications and various database interactions without the need to reference underlying physical systems and network interfaces; thus, keeping virtualised architectures hidden. PaaS providers also often support development using common programming languages such as C, Java and PHP. Some providers (e.g. Saleforce.com and Bungee) have easy to learn proprietary languages that aim to speed up development. Another useful feature that the Google App Engine provides is the ability to work offline and then push application changes online [22].
The advantages of PaaS share many similarities with SaaS, such as software cost savings, ease of use and no worry over physical hardware [22], [23]. PaaS consolidates development, test and production environments, simplifies development and can allow developers to deliver a product to market faster [1], [23]. Some platforms allow the integration and interoperability with third-party services and applications. PaaS platforms provide a growing community of developers allowing knowledge and expertise to be shared. The collaboration experience is also enhanced due to online management [22], [23]. 
The disadvantages of PaaS include the disruption that a client would experience if there was an outage of the PaaS system (without offline capabilities). Users are often tied to the platform that they choose with no way to transfer applications to other platforms. Security and privacy is a continuing concern with the cloud. Businesses must decide whether they can trust the PaaS provider to host applications containing sensitive data. PaaS can be closed with poor interoperability and limited application programming interfaces (APIs). Integration of company assets is not always sufficiently addressed. Many PaaS systems lack persistence. Developers will also have to learn how to use the platform and any proprietary languages. This can take a significant amount of time and slow application development progress [22], [23]. It should be remembered that there is no perfect PaaS offering that can fulfil all requirements [24].
Infrastructure-as-a-Service
Infrastructure-as-a-Service (IaaS) is the foundation layer of cloud service offerings [10]. IaaS is a model that offers users computing infrastructure resources (e.g. servers, storage and network devices) [10], [25]. Resources are delivered to a client in the form of one or more provisioned virtual machine (VM) instances with the requested central processing unit (CPU), random-access memory (RAM), storage and network capabilities [26], [27]. Hardware and administrative services are often provided as well as the ability to scale bandwidth, memory and storage. IaaS uses the ‘pay for resources used’ revenue model [10]. The IaaS provider is responsible for maintaining the underlying hardware, raw storage and provisioned VMs [10]. The client has full control over the server infrastructure, operating system (OS) and applications they choose to run using the virtualised resources [25], [28]. Examples of IaaS providers are Amazon Elastic Compute Cloud (Amazon EC2), Google Compute Engine and Rackspace [28].
The advantages of IaaS include the general cloud benefits of competitive costs, scalability, high availability and outsourced hardware. Greater flexibility compared to SaaS and PaaS is IaaS’s major advantage. Developers can also move applications to the cloud environment without modifying application code [10]. 
[bookmark: _Hlk513202223]The disadvantages of IaaS include the issue that the service may become unavailable [10]. Security and privacy are concerns and a greater challenge for IaaS providers due to the flexibility IaaS offers [27]. Administration separation between different users’ virtual environments is a challenge due to scalability. Users may also misconfigure their infrastructure causing unexpected errors and security vulnerabilities [27]. Dawoud et al. [29] highlighted that IaaS is vulnerable to network attacks, more so than other networked systems. Internal VMs planted with malicious software to attack internal services is a concern [29]. IaaS providers must carefully implement access control and firewall policies that can cope with IaaS’s dynamic and rapidly changing infrastructure [27].
Desktop-as-a-Service
Desktop-as-a-Service (DaaS) is a desktop virtualisation technology that provides a customisable desktop experience on a mobile device or thin client [30], [31]. All applications and data are stored and processed on a centralised server, often in a hypervisor-based infrastructure with VMs [31]. This allows a user to have a full desktop experience to install applications and store data from low power devices anywhere with internet access. DaaS brings together IaaS and SaaS by providing a virtual server and storage with a desktop OS (software) service. DaaS is often a subscription-based service, examples include Citrix XenDesktop and VMware Horizon View [32].
DaaS can be implemented in several different ways. A VM hypervisor approach, transferring virtual frames to clients using virtual display protocols. This method is independent of the client OS, however, lacks scalability (e.g. XenDesktop). A virtual user session approach that creates multiple user sessions on a server. This method is dependent on the client OS but provides greater scalability (e.g. Microsoft Terminal – Remote Desktop Protocol) [30], [33]. A container-based approach has also been suggested [31]. These implementations communicate between client and server using remote input/output (I/O) control data and streamed data via various protocols [33], [34]. 
The advantages of DaaS include relatively low cost, rapid deployment, flexibility, ease-of-use and mobility [35], [36]. Security can be improved in some private cloud implementations. This is because centralised DaaS will reduce the risk of compromising sensitive data if a laptop is stolen [36]. Security policies, access control and anti-virus protection can also be enforced on users [35], [37].
The disadvantages of DaaS includes degraded performance caused by hypervisor-based systems. This results in performance and user experience that cannot match a local personal computer [31]. Network bandwidth consumption and latency are also issues that can harm the desktop experience [32], [38], [39]. Security, in particular, privacy, is a concern in DaaS due to cloud provider mechanisms that may unintentionally reveal a user’s identity [34]. 
risks to centralised infrastructure
Cloud computing is not immune from service unavailability and data loss [13], [40]. It is perhaps a fact that individuals and businesses should be more aware of.
Outages and Data Loss
As reliable as cloud solutions claim to be, the unavoidable truth is cloud-related outages have become staple news articles on information technology (IT) news outlets [41], [42]. The financial damage an outage can cause an organisation can be huge [43]. Organisations also cannot rely on a cloud provider’s Service Level Agreement (SLA) to provide compensation [44]. This is because most SLAs limit compensation to financial credits for their own cloud services [45], [46]. 
There are several approaches to reducing the effects of cloud outages. Amazon EC2 and Google Compute Engine provide the ability to host instances in different regions and zones. Regions and availability zones within regions are isolated [47]–[49]. For example, an organisation could increase the redundancy of their cloud infrastructure by hosting resources in multiple regions. Thanks to a region’s isolation, if there was an outage in one region the company could continue service (with reduced capacity) with the resources located in another region. However, costing for multiple regions can be complex [40], [50]. Another solution to keep critical services running during a cloud outage is a hybrid-cloud architecture [51], [52]. This would allow organisations to failover to their own on-premise infrastructure with reduced capacity [53], [54]. 
Accidental deletion and human error are a common and significant risk of losing data in the cloud according to Blomberg [55] and Brunau [56]. In 2016, 123-reg a UK web hosting provider made a costly error; running a faulty script that permanently deleted numerous customers’ data on 67 servers [57]. Another example of human error is how one of FlexiScale's main storage volumes was accidentally deleted by an XCalibre engineer [58]. In 2011, Amazon EC2 suffered an outage due to an execution error which left 0.07% of data unrecoverable to a consistent state [59]. Such examples highlight errors by cloud providers. There are likely numerous unreported internal business incidents, where an employee accidentally deletes files from the businesses cloud. 
Hardware failure is a possible risk factor but less likely due to cloud providers offering various data replication and persistent disk mechanisms for data redundancy [60], [61]. However, exceptional circumstances can happen, therefore, the risk should not be ignored. Another consideration is that a cloud provider could go out of business putting data at risk [40].
Natural disasters (e.g. earthquakes, flooding, tornados etc.) are a big risk to data, especially with occurrences of natural disasters expected to rise in the future [5]. Such events have the capability to destroy cloud datacentres; resulting in a very high chance of permanent data loss. Natural disasters are hard to predict and defend against. The solution to protect against such disasters is to have a backup located in a different part of the world [5], [62]. This highlights the usefulness of Amazon EC2’s and Google Compute Engine’s previously mentioned regional replication. It should be noted that this function is not implemented by default [47]–[49]. The risk of a natural disaster in a region should also be considered (e.g. a datacentre in Tokyo would be more prone to an earthquake than a datacentre in London). By having a backup in a different part of the world the risk factor of natural disasters is greatly reduced. This is because it is very unlikely for there to be two simultaneous disasters in different parts of the world [5], [62]. 
A recommendation to protect against cloud data loss are local on-premise backups of data stored in the cloud [63], [64]. Cloud-to-cloud and region-to-region backups are also an option [65]–[67]. In addition to backing up to other sources, organisations must have a disaster recovery plan in place [68], [69]. A backup is little help if the organisation is ill-prepared and cannot recover quickly [70].
Cloud Security – Threats & Risks Overview
Cloud security is a vast topic due to the cloud’s complexity and its multi-layered architecture in which every layer must be secured [6], [11], [71]. Data integrity, confidentiality, and availability (CIA) are key challenges that must be addressed in any cloud computing environment [2]. It is understandable why many organisations resist cloud adoption; simply based on the research required to understand all the possible risks and security best practices needed to take the organisation safely into the cloud [13], [16], [72]. This section will briefly identify threats and risks at the various levels of cloud computing, as well as recommendations to prevent and defend against them.
There are numerous layers that must be considered:
Application Services
This layer relates to the software and applications that run in the cloud [9], [71].
Service level Responsibility
· SaaS – The cloud provider is responsible for the security of the software services they provide [19].
· PaaS & IaaS – The client is responsible for securing any self-developed or deployed applications [23], [27].
Threats and Risks
· Cross-site scripting
· Cross-site request forgery
· Structured Query Language (SQL), OS and Lightweight Directory Access Protocol (LDAP) injection flaws
· Cookie manipulation
· Hidden field manipulation
· Session hijacking
· Authentication weaknesses
· Direct object reference exploits
· Security misconfigurations
· Unrestricted Uniform Resource Locator (URL) access
· Unvalidated redirects and forwards
· Poor Transport layer protection
· Insecure trust configuration
· DDoS
Threats and risks according to Singh et al. [6], Subashini and Kavitha [9] and Osanaiye et al. [73].
Recommendations
Many of the threats highlighted above relate to web application and API security. It is therefore important that the cloud provider or client (whoever is responsible) designs applications using a development framework with a strong focus on secure programming and security architecture [9], [71], [74]. It is highly recommended to follow information security standards (e.g. International Organization for Standardization (ISO) 27001/27002) [75], [72].
Infrastructure Services
This layer relates to OS instances, storage, network and databases [10], [25].
Service level Responsibility
· SaaS & PaaS – The cloud provider is responsible for securing infrastructure services [19], [23].
· IaaS – The client is responsible for securing infrastructure services [27].
Threats and Risks
· Security misconfiguration
· DDoS
· Unpatched OS vulnerabilities
· Data storage attacks
· Data leakage
· De-anonymity attacks
· Malware botnet attack
· Signature-based malware
· Injection attacks
· Poorly implemented policies
· Flood attacks
· Poor crypto-key management
· Poor authentication
· Data interception
· Cookie manipulation
· Monitoring and auditing failures
· Password sharing
Threats and risks according to Singh et al. [6].
Recommendations
Clients are responsible for securing their VMs. This will include regular OS and application patching and the use of third-party cloud security technology [71], [74]. Identity Access Management (IAM) must be carefully implemented with a least privilege policy [14]. Encryption keys must be secured (e.g. using a Hardware Security Module) [76]. Data should also be encrypted at rest and in transit [77]. Public auditing of data integrity by a third party is a consideration [78]. 
It would be highly advised to follow the cloud security recommendations outlined by the Cloud Security Alliance (CSA) [79]. Organisations should also seek to be compliant with ISO 27001/27002, 27017 and 27018. These are internationally recognised standards that relate to information security management, best practice guidance, cloud-specific security controls and safeguarding personal information in the cloud [80]–[83]. Regular performance auditing of the information security management system (ISMS) is also a requirement of ISO 27001. This ensures that the ISMS is effective, trustworthy and secure [84], [85].
Amazon Web Services (AWS) provides an extensive guide to their security processes and what security features are available to customers [86]. This highlights transparency and showcases that the underlying cloud infrastructure that clients will use is secure. AWS and Google Cloud provide comprehensive security best practice guides advising customers on all aspects of cloud security [76], [87]. This highlights cloud providers’ customer commitment and serious stance concerning security by providing high-quality free resources. Both providers also provide security bulletins on found vulnerabilities, their impact and recommended steps for users [88], [89].
Virtualisation Environment and Physical Infrastructure
These levels relate to VM deployment, Virtual Machine Monitor (VMM), hypervisors and datacentre hardware such as servers, disks and network devices [2], [6], [71]. 
Service level Responsibility
The cloud provider is responsible for securing the underlying virtualised and physical infrastructure [2]. Note in the case of a private cloud this will be the responsibility of the organisation or authorised third-party [5], [6].
Threats and Risks
· Cross VM-attacks
· Data leakage
· Untrusted VMM
· DoS/DDoS and brute force attacks on the physical cluster
· Misconfigured virtual cluster
· Unpatched virtual cluster
· Authentication issues
· Network attacks
· Hardware vulnerabilities
· Unpatched server OS
· Unpatched network devices
· Spoofing attacks
Threats and risks according to Singh et al. [6].
Recommendations
It is very important that these levels are secured as compromises here can make every client of the cloud vulnerable [71]. VM image repositories, VM boundaries, the VM migration process, VM execution and hypervisors must be secured [9], [71], [74]. Virtual local area networks (VLANs), Intrusion Detection System (IDS), Intrusion Prevention System (IPS) and firewalls must be used in combination to secure data in transit. Hardware and systems must be patched regularly [6]. There should also be strict access management policies and secure authentication processes [6], [71].
The author again recommends the CSA best practices and complying with ISO 27001/27002, 27017 and 27018 [79]–[83]. It is worth noting that both Amazon AWS and Google Cloud are both ISO 27001/27002, 27017 and 27018 compliant [90], [91]. 
Cloud Security – Distributed Denial of Service (DDoS) Attacks
Denial of Service (DoS) and Distributed Denial of Service (DDoS) are a category of attacks on service availability that deserve attention. A DoS attack is a malicious effort to make a service or application unavailable to users. A DDoS attack is a large scale coordinated attack using multiple malicious or compromised hosts to deny access to a service or application [92], [93]. This attack is one of the most serious threats to cloud network security and has been increasing in popularity over the years [93]. 
There are many variants of DDoS attacks using different methods. These include volume-based attacks such as User Datagram Protocol (UDP) and Internet Control Message Protocol (ICMP) floods to saturate the bandwidth of a target. Attacks on protocols such as Transmission Control Protocol (TCP) SYN attacks is another approach that aims to consume the resources of a target [73], [94]. A particularly popular attack method that has emerged is the attack of the application layer via Hypertext Transfer Protocol (HTTP) GET flooding to consume resources [73], [93]. Application attacks are a concern as they are more sophisticated in nature. This is because they consume less bandwidth and are harder to distinguish from legitimate requests [73].
In a cloud infrastructure, it is the responsibility of both the user and cloud provider to protect against DoS and DDoS attacks. For example, in IaaS the user must protect their instances, OS and platform services from DDoS attacks. The provider protects against DDoS of their shared infrastructure and abstracted services [76]. Strategies a user can take to mitigate DoS and DDoS attacks include traditional methods, cloud provider DDoS protection and third-party solutions [76], [92]. The first step to DDoS protection is detection. An attack must be detected as quickly as possible to allow for mitigation [73], [76]. One approach is to establish a performance baseline taking into consideration time of day and season. Anomalies can then be detected using statistical or behavioural analysis of traffic compared to the baseline, appropriate actions can then be triggered [76]. For example, an IDS and IPS can provide anomaly detection and signature-based algorithms to detect an attack [73], [76]. Once a DDoS attack has been detected policies can be triggered on a firewall to block packets from a specific destination, as well as traffic rate limiting and embryonic session limiting to TCP SYN packets in such an attack. A web application firewall should also be considered as it provides thorough packet inspection of web traffic, which can detect and react to application DDoS attacks [76]. As well as these common strategies many cloud providers have their own DDoS protection services that can be bought by users (e.g. AWS Shield Advanced [95], [96] and Google Cloud Armor [97], [98]). In addition, both AWS and Google Cloud provide DDoS resiliency best practice guides with implementation guidance for their platforms [92], [99]. There are also third-party companies that specialise in DDoS protection (e.g. Cloudflare [100] and Incapsula [101]) that can be integrated into a user’s cloud infrastructure. It is worth noting that due to the scalability and elasticity of cloud infrastructures it is possible to dynamically scale resources to absorb a DDoS attack [76]. It is recommended to implement a multi-layered defence strategy (as opposed to relying on one method) to protect and mitigate against DoS and DDoS attacks [76], [100]–[102].  
conclusion
In conclusion, cloud computing is a vast subject area with many service delivery models available to users with varying needs and requirements. The advantages of high availability, reduced costs and maintenance, ease-of-use and rapid deployment are significant that cloud computing can no longer be ignored. However, the advantages must be carefully weighed up against the security and privacy concerns that continue to plague cloud offerings. 
There are many risks relating to centralised cloud infrastructure including outages, data loss and security threats. However, despite the numerous risks there are many solutions available by cloud providers and third-parties to reduce them. Security is one of the biggest concerns with cloud computing due to its complex multi-layered architecture. Therefore, it demands the best security practices. There are plenty of security solutions and advice available. The numerous ISO security standards also provide a reliable framework for security auditing to the highest of standards. However, the author believes that this necessity for vigorous security is likely holding many businesses back from adopting the cloud. DDoS is a popular attack against the availability of cloud services and applications. However, with the emergence of special DDoS protection services by cloud providers and third-parties; DDoS could soon no longer be a threat. 
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