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[bookmark: _Toc131432919]Executive Summary 

This report was requested to provide recommendations in response to the discovery of a Chinese balloon within US air space. 
Upon inspection of all available imagery and data, it is unlikely that this system poses a physical or immediate threat to our premises or personnel. 
It can be confidentially concluded that the system is not weaponized, neither is it a meteorological research device as suggested. It is likely an experimental exercise to prompt the United States Military into a response in order to gather information around timings and procedures. 
There is no need to introduce any additional procedures or change any current processes now however it is recommended that the situation be closely monitored as more information is released. 


[bookmark: _Toc131432920]Introduction 
[bookmark: _Toc131432921]Background

[bookmark: _Toc131432922]On January 28th 2023, a Chinese high altitude balloon was identified over North American airspace. The balloon moved across Alaska, also entered Canadian airspace on January 30th 2023, over Yukon. [1]
[bookmark: _Toc131432923]On January 31st 2023 the balloon, re-entered United States (US) airspace and proceeding across Billings, Montana. 

[image: ANOTHER Chinese spy balloon spotted over the sky - this time in Latin  America | Daily Mail Online]
[bookmark: _Toc131432910]Figure 1‑1: Balloon Flight Path [2] 
[bookmark: _Toc131432924]Accusations
[bookmark: _Toc131432925]Billings, Montana is the home to Malmstrom Air Force Base – previously called great falls - and is responsible for over 150 missile launch facilities across the state of Montana. [3]
[bookmark: _Toc131432926]The balloon continued to hover over other nuclear missile silo fields in nearby Wyoming and North Dakota. This very convenient flight path raised serious suspicions that the balloon was launched deliberately to surveil these installations.
[bookmark: _Toc131432927]This risk lead to US President Joe Biden giving the all clear to shoot down the balloons over territorial waters on February 4th, 2023.
[bookmark: _Toc131432928]Document Scope
[bookmark: _Toc131432929]This document provides an overview of all available information to evaluate the potential security risks posed from such devises and advise whether any protective measures need to implemented. 

[bookmark: _Toc131432930]The Issue
[bookmark: _Toc131432931]Size and Propulsion
[bookmark: _Toc131432932]No official dimensional information has been released as of yet, but US General Glen D VanHerck has been quoted stating that the Balloon was approximately 200 feet (61m) tall. [4].
[bookmark: _Toc131432933]Since the beginning, Chinese officials have maintained that the object is a “weather balloon” used for meteorological research. If this object were a weather balloon, then it would be up to 10 times bigger than a standard system.  
[bookmark: _Toc131432934]Standard weather balloons do not travel large distances, they go up – to high altitude – over a specific area. Chief Meteorologist Jonathan Porter quoted “there are pretty significant differences between this balloon, and typical weather balloons” [5] 
[bookmark: _Toc131432935]The Institute of Technology has reported that the balloon “Maneuverability capabilities” beyond those of most high-altitude balloons. This included a propeller and rudders that provide “limited self-steering capabilities”. [6]
[bookmark: _Toc131432936]The balloon however will still be at the winds mercy, but these capabilities will enable the balloon to slightly adjust its course and reduce its speed if required. 
[bookmark: _Toc131432937]Lift
[bookmark: _Toc131432938]Generic high altitude balloons are inflated with Helium or Hydrogen gas. [7]
[bookmark: _Toc131432939]It is highly unlikely that the balloon would be hydrogen filled and there would be no way to determine the medium by observing the footage of it being shot down, as the Jet fired an INERT training Sidewinder Missile [8].
[bookmark: _Toc131432940]A 61m tall Balloon would equate to the following volume: 

Equation 2‑1: Balloon Volume

[bookmark: _Toc131432941]The balloon can only rise up until the atmosphere surrounding it weighs the same as the helium within the balloon. Figure 2-1 shows that in 1997, a similarly sized balloon rose to an altitude of 50km, or 164000 Feet. 
[image: Figure 4 Development History of Large Balloon]
[bookmark: _Toc131432911]Figure 2‑1: Development History or Large Balloons [7]
[bookmark: _Toc131432942]This is – of course – without the suspended payload underneath. With the increasing developing in ultra-thin film proving itself beneficial to large balloons then it is possible that the Chinese balloon could reach the reported altitude of 120,000 ft. 
[bookmark: _Toc131432943]Using 0.178 x 10-3 g/cm3 as the density of helium, this would give a total mass of 21154 Kilograms, or just over 21.1 Tonnes. 
[bookmark: _Toc131432944]When this is compared to the density of air - Using 1.293x 10-3 g/cm3 – this equates to a total mass of 153669 Kilograms, or just over 153 Tonnes. This figure dramatically changes when you factor in the change of air density at altitude. For example, at 15000 meters or 50000 feet air density is around 0.1948 x 10-4 g/cm3 which returns just over 23.1 Tonnes. 
[bookmark: _Toc131432945]The differences in these masses make it highly likely that the balloon was able to reach heights of 50 and 60,000 feet with a reported 1000kg payload underslung. 


[bookmark: _Toc131432946]Payload
[bookmark: _Toc131432947]Figure 2-2 shows an image of the balloon taken from a US Air Force U-2 spy plane.

[image: ]
[bookmark: _Toc131432912]Figure 2‑2: The Balloon Photographed over Central US
[bookmark: _Toc131432948][bookmark: _GoBack]The underslung payload was described as a “technology bay” and is as wide as the balloon itself. The payload consists of a multiple sensors and antennas powered by sixteen solar arrays. 

[image: ]
[bookmark: _Toc131432913]Figure 2‑3: Payload Close-up [9]
[bookmark: _Toc131432949]Possible Capabilities
[bookmark: _Toc131432950]Weather
[bookmark: _Toc131432951]The object has often been referred to – by the Chinese – as a weather balloon. A standard weather balloon consists of the following components: 
· [bookmark: _Toc131432952]A Radiosonde – to measure pressure, temperature and relative humidity
· [bookmark: _Toc131432953]Radio Transmitter – to send the information to a ground receiver
· [bookmark: _Toc131432954]Global Positioning System (GPS) tracking the position to measure air speed and direction

[bookmark: _Toc131432955]A radiosonde is a small measurement instrument and is commonly suspended from a weather balloon. They can produce different types of readings, one being a sounding. The readings from a radiosonde sounded are detailed in Figure 3-1.
[bookmark: _Toc131432956]The difference between the dew point (green) and the air temperature (red) gives the indication of where the air is dry, and where it is wet.

[image: ]
[bookmark: _Toc131432914]Figure 3‑1: Radiosonde Readings [10]
[bookmark: _Toc131432957]Radiosonde fed weather balloons are also used for ground truthing, where observations are compared to GPS and satellite data, to check the accuracy. 
[bookmark: _Toc131432958]The US has a network of weather balloons and readings are taken 12 hours apart. The locations for these observation sites are shown in figure 3-2. 

[image: Upper air station map]
[bookmark: _Toc131432915]Figure 3‑2: Upper Observation Sites Across the US [11]
[bookmark: _Toc131432959]Glasgow, Montana is the nearest US observation point to the point in which the Chinese Object entered US air space. The US weather systems only ascend for up to 2 hours before the balloons burst and the payload descends under a parachute. The balloons have no steering mechanisms but can travel depending on wind strength. The landing distance – on rare occasions – has only been up to 100 miles away. 
[bookmark: _Toc131432960]Visual Surveillance
[bookmark: _Toc131432961]There has been no official statement on the capabilities of the technology bay, but it is almost certain to include both video and still image cameras. 
[bookmark: _Toc131432962]However, in 2019 a surveillance balloon, designed by the Chinese Research Institute flew over the US. It can be assumed that, as a minimum, the technology on board is of similar design. The configuration of the balloons likely visual surveillance system is detailed in Annex A. Images from the on board surveillance system are shown in figure 3-3. 

[image: ][image: ]
[bookmark: _Toc131432916]Figure 3‑3: Images from 2019 Balloon
[bookmark: _Toc131432963]Technology on board the 2019 balloon was insufficient in providing clear and detailed ground imagery and even now, at that altitude it is highly unlikely they will be able to gather any sensitive information from imagery of video alone. 
[bookmark: _Toc131432964]For confidence, consider a 2m long attractive item being viewed from the balloon at 60000ft. For this calculation, a large image size of 35mm will be used as the technology bay photographs show no signs of extra-large camera lenses. 
[bookmark: _Toc131432965]The spacing between the center of the lens to the point where they light converges to form a sharp picture on the surface of the digital sensor is known as the focal length[12]. This would have to be extremely large to be able to deliver a clear image from an altitude of 60000ft and would resemble a telescope rather than a camera. 
[bookmark: _Toc131432966]The calculations for the focal length requirements using these parameters can be found in Annex B. The Hubble Space Telescope has a reported focal length of 57.6m [13]; it weighs over 11000 kg and is over 13m long. When compared to the estimated focal length requirement of 314.5m this makes it extremely unlikely that the technology bay includes image capture systems capable of gathering sensitive information. It would make this system one of the largest “telescopes” every created.  
[bookmark: _Toc131432967]A real and possible risk is that the technology pay included advanced thermal imagers. Whilst slowly hovering over the air fields the balloon could image parked or moving jets and other vehicles as well as monitor them through an Infra-Red (IR) camera to capture their heat signatures. 
[image: How does a stealth plane/bomber hide the heat signature from the engines?  Can it escape heat seeking anti-air rockets? - Quora]
[bookmark: _Toc131432917]Figure 3‑4: Stealth F-22 Raptor with Afterburners [12]
[bookmark: _Toc131432968]Even though some new aircraft are considered “Stealth”, they are not invisible to IR, they will just be the last ones detected. It is also no longer a direct requirement to capture the exhaust heat signatures of fast jets. The signature created by air friction is more than enough for an Infrared Search and Track (IRST) system to be able to lock on to a target. [13]
[bookmark: _Toc131432969]This means that – if this capability were present – then China would have gathered vital intelligence on the very Jet that shot down their balloon. 
[bookmark: _Toc131432970]Other Surveillance
[bookmark: _Toc131432971]There is a very high possibility that the “technology bay” includes some form of Digital Receiver Technology, known as a DRTBox. These devices are used by government services to intercept phone calls. 
[bookmark: _Toc131432972]An airborne receiver has the ability to collect data on many more phones than a ground-based system; it can also move more easily and quickly over wide areas. 
[bookmark: _Toc131432973]High specification models can be configured to track up to 10,000 targeted phones. [12] 
[bookmark: _Toc131432974]These systems can be either active or passive. Active modes involve interacting with the devices by acting like a mobile phone antenna. Certain military systems can use this technology to temporarily jam signals with a “No-Service” feature. They attract cell phones by pinging them with a signal stronger than generic cell towers, forcing them to connect, thinking they are getting a stronger signal.
[bookmark: _Toc131432975] Passive mode involves grabbing whatever data and communication is occurring in real time without relying on phone interaction. This results in messages, emails, and voice calls being passed through the device. [13]
[bookmark: _Toc131432976]For the balloon to overpower local masts, the antenna must be a suitable height or length to be able to provide the designed frequencies. Mobile phones function within the radio wave band between 10 and 1000m wavelengths. 
[bookmark: _Toc131432977]The length of the antenna can be calculated for the both the shortest and longest wavelengths to determine if the technology bay had the ability to give off the correct signals. The calculations are detailed in Annex C using the two cellular phone bands of 850 megahertz and 1.95 GHz [18].

High frequency = 38.46m 
Low frequency = 88.45m 
[bookmark: _Toc131432978]Due to the size of the platform it is more likely that the “antenna” would be a high frequency system but due to the power required it is again, unlikely that the system has such capabilities. 

[bookmark: _Toc131432979]Weapons Platform
[bookmark: _Toc131432980]There is no evidence from any imagery that the balloon is carrying any weapons. It is highly unlikely that China would send weapons into foreign territory due to the escalations that will inevitably follow.
[bookmark: _Toc131432981]Threat Response
[bookmark: _Toc131432982]With the ongoing tensions in Ukraine, and the commonly known alliance between Russia and China, it is highly possible that this balloon was a sacrificial exercise to judge the US alert level and response. The constant threat of nuclear action from the Russian leaders would definitely have made the US nervous when there is an unknown object hovering above their launch silos. 
This exercise would have enabled China to gather intelligence around how the US would respond, how long it would take them whilst also confirming the sensitivity of certain military sites.
[bookmark: _Toc131432983]Satellite Alternatives
[bookmark: _Toc131432984] Satellites are notoriously expensive to get into orbit. This is why several companies across the world are creating stratollites. These systems involve a primary lift balloon and can carry up to 4500 kilograms for months at a time. Satellites can be used to provide communications and a major inventor in this was Alphabet Inc. who created the loon Balloon network [19]. 
[bookmark: _Toc131432985]The idea behind this was that connections could be made between networks of stratospheric internet-providing balloons, especially to those unconnected communities. In theory, communications would be improved during natural disasters as well. 
[bookmark: _Toc131432986]The balloons were fitted with underslung equipment including radio antennas and a communication system that would link with other balloons and antennas on the ground. Also underslung, was an array of solar panels and a control system that would provide maneuverability [20]. 
[bookmark: _Toc131432987]Although possible, it would be hard to believe that China would knowingly allow an innocent project like this go so far off course within alerting the US of its presence. 
[bookmark: _Toc131432988]Energy Projects
[bookmark: _Toc131432989]Both China and the US have stratospheric solar farm projects on going which include attempting to build solar farms in orbit with the ability to send that energy back to earth. All parties involved are focused on increasing energy conversion by increasing the amount of sunlight exposure. 
[bookmark: _Toc131432990]The major benefit of capturing solar energy in the stratosphere, rather than on the ground is that you can harness up to 40 times more energy, through constant sun exposure without the risk of excessive cloud cover [21]. 
[bookmark: _Toc131432991]The balloons maneuverability would benefit its energy harnessing and transfer by being able to constantly face the sun and or ground receivers depending on its operation. 
[bookmark: _Toc131432992]Getting the energy back to earth has proven to be the biggest challenge. Laser beams would be the most efficient solution, but heavy cloud cover would still block them. To combat this, the energy could be converted into microwaves. Microwaves can pass through the atmosphere without losing much of their energy. However, as they travel, the microwaves spread out.
[bookmark: _Toc131432993]At the height required for such efficient energy absorption, the ground based receiver station would need to be kilometers wide to ensure an efficient collection. 
[bookmark: _Toc131432994]Balloons have been the preferred method for this technology so far, due to the amount of time and cost required to get a full sized array into space. Chinas “Chasing the Sun” project is developing other methods of solar collection but it would still require remote robotic assembly technology to build it in space, this is a technology that does not exist yet. 
[bookmark: _Toc131432995]Recommendations
[bookmark: _Toc131432996]Timing
[bookmark: _Toc131432997]There is still no official information concerning the balloons mission or purpose, so for the immediate future it is recommended that we continue to monitor the situation closely. 
[bookmark: _Toc131432998]Operations staff should be still alert security if anything unusual is located over the premises but it is not believed to pose an immediate safety risk. 
[bookmark: _Toc131432999]Precautions
[bookmark: _Toc131433000]As a precaution, ensure that all sensitive items are stored and transported correctly around site.
[bookmark: _Toc131433001]Limit the amount of experimental dynamic or static trials until we can be sure that this is not a military hardware spy operation. 


[bookmark: _Toc131433002]Discussion
[bookmark: _Toc131433003]From the imagery and data that has been released, it is not believed that this balloon poses any immediate threat to our personnel or facility. 
[bookmark: _Toc131433004]It is most likely an operation – by Chinese leaders – to measure the response time and alertness or the United State military, but the purpose behind it is still unknown.  
[bookmark: _Toc131433005]The Balloon could have an innocent motive, but it would be hard to believe that a monitored system that is purpose is to collect meteorological data, solar energy or act as an experimental satellite could have veered off course as much as 10,000km before the operators noticed, or had time to alert the USA of its presence. 
[bookmark: _Toc131433006]The fact that, having hovered over some very sensitive areas of the US mainland before being intercepted and shot down, the balloon has managed to confirm the level of threat response expected. However, expect the response time to be significantly less if another unknown object was to appear. 


[bookmark: _Toc131433007]Annex 
[bookmark: _Toc131433008]Annex A - 2019 Balloon Technology 





[bookmark: _Toc131433009]Annex B – Focal Length Calculations

Object Size = 2000mm
Image Size = 35mm
Object Distance = 18288000mm (60,000ft) 

Firstly, Magnification must be calculated.
Magnification = Image Size / Object Size

Magnification = 0.0175

Focal length in Meters = (Object distance / ((1 / Magnification) + 1)) / 1000

Focal Length = 314.54m


[bookmark: _Toc131433010]Annex C – Antenna Length

Speed = Frequency x wavelengths 
Wavelength of 1.95 GHz = = 153.85m
Quarter of Wavelength required for mast = 153.85 / 4 = 38.46m
 
Wavelength of 850 MHz = = 352.94
Quarter of Wavelength required for mast = 352.94 / 4 = 88.24m 
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