Incident Scenario Chris Phillips 2429902

Task 1 – Map the breach across the three dimensions of the CNSS model
· Information characteristics affected
· Confidentiality (Exfiltrated raw patient data over unencrypted channels)
· Availability (local databases encrypted and inaccessible)
· Information States affected
·  Storage (data stored was encrypted)
· Processing (data that was stored as encrypted would not be able to be processed)
· Transmission (data in transit was unencrypted)
· Security Countermeasures
· Technology – Failed due to lack of sufficient controls over data sensitivity
· Policy – Lack of formal Enterprise InfoSec policy meant no policy was in place to ensure technological obsolescence was considered)
· Education – No employee awareness training program was in place (although evidence points to a zero day, rather than social engineering issue)
Task 2 – Analyse the breakdown between Governance and Management: Discuss how misaligned priorities contributed to this failure
There was no policy in place to ensure legacy IT was considered for reasonable upgrade or replacement prior to known instances of deprecation. There was also clearly no patching policy in place to identify the risk to outdated versions of software. 
Management also treated the issue as a cybersecurity issue as opposed to an IT operational governance issue – No security policies seemingly existed to attempt to limit the impact of the risk from happening to the business. It is highly likely the business was focussing of delivery of services and not considering the underlying technology supporting those services and likely no vulnerability assessments, threat assessments or risk assessments had taken place on the infrastructure. As the board treated cybersecurity as an IT technical issue, it is highly likely they had misaligned priorities and did not commit resource or budget to security considerations.

Task 3 – Propose a high-level strategic remediation roadmap applying all elements of the 6 P’s of InfoSec management
· Planning
· Identify all the technical assets that are used by the company as well as the data assets and their classification. Categorise these in order of severity against the biggest risk (already deprecated, soon to be deprecated) and also which hold the most sensitive data to define which systems need initial focus
· Identify the gaps in policy that need addressing to consider at policy creation stage – what went wrong, and why?
· Consider the required budget for remediation of efforts. Ensure security effort is adequate and proportionate to the sensitivity of the data and present this to the board for additional leverage. Include potentially required resource needed in undertaking this work also, whether that be specialist staff hired for the role, or contracted suppliers or SaaS solutions. 
· Policy
· Create policies pertaining to identified gaps in the controls, such as 
· Patching policy
· Legacy Technology policy
· Compliance/Regulatory policies (GDPR, PCI-DSS etc)
· SACM policy
· Backup & Restore Policy
· Failover/Resiliency policy
· Staff Training policy (incl. Acceptable Usage Policy)
· Incident Management policy
· Programs
· Ensure creation of Security Education Training and awareness function in the organisation
· Extend this to a specific SETA – aimed explicitly at Senior Management and key decision makers
· Create a Patching program (similar to Patch Tuesdays) where patching is known to take place on a certain day of the week/month where updates can be applied. At this time known issues can be identified, and key systems temporarily shut down or additional (emergency) control measures engaged.
· Ensure a tested back up and restore program is created, with backups taken as regularly as needed and suitable means of doing so identified (RAID, HDD, SSD, Cloud, Air-Gap). Consider exercising backup restoration regularly to ensure controls are sufficient and that backups cannot also be affected by future incidents. 
· Establish a secure architecture whereby all information captured and stored is subject to suitable and proportionate security controls, such as encryption (AES-128, AES256), Principle of Least privilege access control and zero trust architecture
· Protection
· Conduct a vulnerability assessment on known systems and operational technology to ensure identified vulnerabilities are evidenced. This could include penetration testing.
· Conduct subsequent threat assessment to ensure threats to the business are known and understood.
· Using the information from the vulnerability and threat assessment, conduct a risk assessment on the likelihood and impact of the threats exposing the vulnerabilities and what it would mean to the company. Use this as a mechanism to detail what could go wrong to senior management to obtain buy in for adequate security controls.
· Identify security controls that could be established to reduce the risk to the business within tolerated or acceptable levels
· People
· Ensure adequate security clearance is conducted on all new hires
· Ensure sufficient evidence is obtained during interview that recruits are capable of performing according to security requirements
· Ensure contractors/3rd parties are aware of requirements against security policy and requirements
· Provide adequate training for staff to ensure they are aware of security threats
· Ensure staff in management roles are capable leaders who can ensure they have the right workforce operating under their command to ensure compliance with newly created policies and programs
· Project Management
· Ensure all new upgrades/installations/procurements go through a vigorous project management lifecycle, using an agreed methodology that fits the business need (Scrum/Sprint/Waterfall)
· Ensure the delivery of a solution or change is managed at each stage of the lifecycle as well as documented and communicated
· Communication between the project manager and the business is vital – are there delays to worry about, are there blockers that need management intervention, is the project running to budget etc?
· Communication between the project manager and teams delivering against the project is also key to ensure the right areas are having priority focus as well as allowing 2-way feedback to understand if additional issues have been identified as a result of any implementations. 

