Sarah Rule
1810755 – 1810755@student.uwtsd.ac.uk
Part 1
Feel the Analyst in you 
1. List the applications in the CyberOps menu.
The applications in the CyberOps menu are IDLE, SciTE and Wireshark. 

2. What are the IP addresses assigned to your virtual machine? 
The Ip assigned to my Virtual Machine is 127.0.0.1

3. Can you navigate to your favourite search engine? 
Yes, I am able to navigate to my favourite search engine. 

4. What are the advantages and disadvantages of using a Virtual Machine? 
One of the advantages of using a VM is the security in knowing that when you are investigating something malicious that is in the VM and not on your personal machine, therefore preventing anything possibly malicious infecting your machine. 
The disadvantages of using a Virtual Machine is that they are less efficient as the access hardware indirectly, affecting the usability. 

Install and Verify the Mininet Topology
5. Record the IP and MAC address for H1-eth0 and H2-eth0

	Host Interface 
	IP Address
	MAC Address

	H1 -eth0
	10.0.0.11
	be:fe:a7:3e:65:c1

	H2 -eth0
	10.0.0.12
	72:16:e5:a3:05:80



Capture and Analyse ICMP Data in Wireshark
6. Does the Source MAC address match H1’s interface? 
Yes, the source MAC address does match. 

7. Does the Destination MAC address in Wireshark match H2’s MAC address? 
Yes, the Destination MAC address does match. 

8. Record the IP and MAC address for H4-eth0, R1-eth1 and R1-eth2

	Host Interface
	IP Address
	MAC Address

	H4 -eth0
	172.16.0.40
	d2:81:fa:46:28:41

	R1 -eth1
	10.0.0.1
	66:98:8a:d5:ec:5b

	R1 -eth2
	172.16.0.1
	72:bf:c7:40:bf:40



9. Review the captured data in Wireshark. Examine the IP and MAC addresses that you pinged. Notice that the MAC address is for the R1-eth1 interface. List the destination IP and MAC addresses. 
IP address: 172.16.0.40

MAC address: 66:98:8a:d5:ec:5b

10. Review the geographical locations of the responding hops. What did you observe regarding the path? 
I looked at www.ripe.net. I noticed that the hops were all over the map, meaning that the hops aren’t taking the shortest path to the destination. 

11. How is the traceroute different when going to www.cisco.com or other websites from the terminal (See part 2) rather than from the online website? 
Domains like cisco.com are hosted or can be hosted on multiple websites so that when they are accessed, the time to connect to the site will be fast no matter where you are in the world. 

12. What is significant about the contents of the destination address field? 
The contents in the destination field contains the default gateway IP of the PC that has sent the ping. 

13. Why does the PC send out a broadcast ARP prior to sending the first ping request? 
The PC sends out a broadcast ARP to request the MAC address of the host with the IP address contained in the ARP. This is because before the PC can send a ping request to a host, it first needs to determine the destination MAC address. 

14. What is the MAC address of the source in the first frame? 
The MAC address of the source is f4:8c:50:62:62:6d

15. What is the Vendor ID (OUI) of the source’s NIC?
 

16. What portion of the MAC address is the OUI? 
The first three octets for the MAC address is the OUI. 

17. What is the Source’s NIC serial number? 
The Source’s serial number is 62:62:6d

18. Record the MAC address on Node H3

	Host Interface
	IP Address
	MAC Address 

	H3 -eth0
	10.0.0.13
	Ca:2d:c4:4f:e0:53



19. What is the IP address of the default gateway for the host H3?
Default gateway IP address is 10.0.0.1

20. What is the MAC address of the PC’s NIC? 
The MAC address of the PC’s NIC is ca:2d:c4:4f:e0:53

21. What is the default gateway’s MAC address? 
The default gateways MAC address is ee:15:46:5b:52:51

22. What type of frame is displayed?
An IPv4 Frame is displayed, (0x0800)
 
23. What is the source IP address? 
The source IP address is 10.0.0.13

24. What is the destination IP address? 
The destination IP address is 10.0.0.1

25. In the first echo (ping) request frame, what are the source and destination MAC addresses? 
Source: ca:2d:c4:4f:e0:53

Destination: ee:15:46:5b:52:51

26. What are the source and destination IP addresses contained in the data field of the frame? 
Source: 10.0.0.13

Destination: 172.16.0.40

27. Wireshark does not display the preamble field of a frame header. What does the preamble contain? 
No answer – I don’t fully understand the information or explanations about the preamble. 
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