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What is often referred to as the next revolution in IT, cloud computing has already begun to leave its mark on the ever-growing computing and technology industry. Offering instant access to a multitude of computing services such as servers, storage, software, analytics, and intelligence over the internet, it is no surprise both industries and markets all over the world are striving to utilise the power of the cloud. With computer networks moving towards a greater emphasis on software, areas such as cloud computing begin to thrive, offering reliable, flexible, and innovative services on a global scale.
Throughout this report, I will investigate the impact of cloud computing has had on the industry and how network professionals have adapted to meet the technical challenges of the cloud. Additionally, I will uncover how RESTful Web Services have been used to facilitate the changes brought in by the cloud and identify why software defined networking has become so heavily adopted by industry, including the utilisation of json and REST.

[bookmark: _Toc90669054]How the shift towards cloud computing has impacted the industry
Through its technologies, cloud computing has brought many impactful and arguably industry changing benefits and attributes to the open market, standardising features such as elasticity and promoting lower infrastructure costs through pay-per-use models. These pay-per-use models encourage the adoption of cloud computing by ensuring organisations will only pay for what services they utilise. This approach may also be favourable to traditional billing as it enables clients to be flexible with their networks, alleviating any worry towards networking equipment not being utilised due to potential network downscaling or exceeding network limits from upscaling. Instead, cloud service providers (CSPs) can both expand and shrink client networks in these events, helping reduce expenses of organisations within the industry. Such offerings from the cloud can also eliminate the capital expense of purchasing both the essential hardware and software necessary for businesses to operate, in addition to reducing the cost of electricity bills, facility upkeep, and staff wages. It is reported by security company McAfee that the adoption of the cloud has led to both a “16.18% average reduction in operational costs” and “15.07% average reduction in IT spending” [1]. CA Technologies, a global IT firm, use cloud computing for cost-saving and reported in 2015 an estimated saving of “US $6.5 million for labour costs; and US $2.4 million of operational cost in 5 years” [2] through the use of CC. This staggering saving from CA Technologies is a prime example of the financial impact cloud computing has had on businesses and helps showcase the potential cloud computing holds for the future of the industry. In addition to cost reduction, cloud computing allows its users to be flexible with their services, enabling greater levels of scalability. This level of control over resources allows for organisations to best suit their network services to their requirements, helping alleviate any worry towards future business endeavours and demand. Powered by the latest generation of computing hardware, cloud services are able to offer fast and efficient performance on a large scale, although this high performance often relies on a fast and reliable network connection to be taken full advantage of. Use of such cutting-edge technology can allow for more efficient workflows and greater levels of productivity across the industry. In addition to reducing expenses, the use of cloud computing services can help increase areas such as productivity. By turning over the responsibility of constructing and managing a network to CSPs, players within the industry can save themselves valuable workhours such as those spent configuring and troubleshooting networking equipment. Instead, such valuable hours could be put towards more important tasks set out by organisations such as product development. In a previously referenced report by McAfee, those within the industry utilising the cloud have seen a 20.66% average improvement in time to market [1], highlighting the strong and supporting impact cloud computing has had on the industry.

[bookmark: _Toc90669055]How the job role of network professionals has evolved to meet the technical challenges of the cloud
While the eager adoption and implementation of cloud computing has brought much praise across the industry, network professionals have had to evolve to meet the technical challenges of the cloud. Networking positions such as system and database administrators are predicted to see lower demand in the future [3] says Collabera. Detailing how the demand for in-house administrators will decrease due to the clouds ability to centralise networks. Because of the way the industry is shifting network professionals must learn to adapt to avoid being left behind, this involves having to learn new skills in line with the cloud and its virtualised services and acquiring the relevant certifications to aid in credibility. Recognised certifications include, but are not limited to, Amazon Web Services (AWS) certification and IBM Certified Solution Architect. Skills expected within cloud computing include an understanding of programming languages such as Python for its extensive support libraries and PHP for its role in the development of cloud computing applications [4]. Having a solid foundational understanding of these software skills can help with future employability and job security, with occupations looking to leverage the cloud expected to increase by 14.7% over the next decade [5]. Additionally, an understanding towards web services and application programming interfaces (APIs) is ideal as they stand as the foundation of the cloud for cloud architects and engineers. These software interfaces are what enable the communication between cloud computing services, making data functionally available between applications. Having an understanding towards some of the protocols that support APIs such as REST and SOAP can also be useful. Moreover, an increase in collaboration between network professionals working in the cloud will result in a greater need for soft skills such as teamwork, conflict resolution, and creative thinking when handling collaborative work.

[bookmark: _Toc90669056]How RESTful Web Services have been used to facilitate these changes
Based on representational state transfer (REST), RESTful web services are “loosely coupled, lightweight web services” [6] used by the likes of Amazon, Google, LinkedIn, and Twitter [7] to manage and interact with cloud services. These APIs offer easy to navigate scalable environments for development teams thanks to the separation of server and client, allowing for tasks such as server maintenance and content alterations to take place without issues of interfering with other servers or clients. This feature can be useful to those transitioning to cloud computing as it prevents accidental damage being dealt to clients or their resources during initial server alterations. RESTful APIs can manipulate resources using four existing HTTP methodologies, GET, PUT, POST, and DELETE. The simplicity that comes with having only four operations helps in avoiding potential ambiguity for developers, while also benefitting readability. When using a RESTful web service, each interaction with a resource must be stateless [8], any stateful interactions required should only occur on client side. The stateless protocol ensures the necessary information for each individual HTTP request is included when sent between server and client. As a result of this, servers won’t have to rely on older requests sent from clients to fulfil newer requests, helping significantly reduce memory usage as older data will not have to be kept for future reference. Additionally, thanks to their statelessness, requests made by clients can be received by any server as there is no need for referencing of previous requests. Benefitting RESTful web services’ scalability. Furthermore, stateless protocols can help in making APIs such as REST less complex for network professionals thanks to the removal of server-side state synchronisation logic.
While although RESTful APIs can be beneficial for those first entering the cloud computing industry, it is still possible for network professionals to encounter some difficulty during their use of the API. Because of this, REST API specifications such as OpenAPI [9] were created. Here, network professionals can browse upon shared practises from other developers for guidance, helping them understand the parameters and capabilities of such APIs, this can be beneficial for those entering the cloud computing industry as it offers a reliable and reputable source of relevant information.

[bookmark: _Toc90669057]Why software defined networking has become so heavily adapted by industry, despite meaning an adaptation to the job role of network engineers
As a result of cloud computing, more and more players within the industry are adapting to what is know as Software-Defined Networking (SDN). Though the use of application programming interfaces (APIs), SDNs communicate with network hardware infrastructures to dictate and manage traffic across networks. This approach steps away from traditional networks, removing hardware devices such as switches and routers in favour of software to build, manage, and control virtual networks. This alteration to network management is highlighted within the book Software-Defined Networking and Security: From Theory to Practice and explains how having this unconventional approach to network control “eliminates the need to configure each device [on the network] individually” [10]. As a result, it reduces the time-to-deploy of future network configurations through the use of central network policies. These faster implementations and releases of configuration updates can help enhance profits for data centres and service providers offering such technology, drawing in the industry to adopt an SDN network. Powered through a centralised server, these virtual networks can connect devices found on alternate physical networks, enabling organisations to build efficient and scalable networks whenever necessary. These virtual networks can also be divided up into sections, much like the process of segmentation, however this time around SDNs make use of a technique called network functions virtualisation (NFV). This technique allows for service providers to carefully manage their client base and alter services based on demand, such as moving customer services to less expensive servers to increase profitability [11]. The freedom that comes with software-defined networking greatly excels that of basic networking. Encouraging both flexibility and scalability, SDN supports fluid network management, balancing both ease of use and performance on a fair pay-per-use model.
Despite the impact felt by organisations for the required adaptations of network professionals for the cloud, many of those within the industry found that they were at a greater loss by not rolling out essential retraining for their employees. In a study conducted by Rackspace on the cost of cloud expertise, it is believed that organisations faced an estimated loss of “$258,188,279” [12] in revenue due to a lack of skills in the cloud in 2017. 71% of IT departments interviewed backed this belief in the effects of lack of skills, which as a result led to an annual global revenue loss of 5% [12].

[bookmark: _Toc90669058]Why standards, such as json and REST have been selected and utilised. Specifically, consider interoperability
Designed as a human readable data-interchange format, JSON [13] is a fantastic format for storing and transporting data thanks to its lightweight architecture. It is language-independent yet has direct support through JavaScript which allows the format to perform at a much higher level in comparison to data exchange formats and markup languages such as XML, reportedly parsing up to an estimated one hundred times faster than XML [14] within modern browsers. Parsing refers to the deconstruction of data so that it can easily translated and manipulated by other languages. JSONs minimal syntax and simple parsing helps greatly increase the speed of the formats communication, reinforcing its structural interoperability. While although JSON lacks support for namespace leading to poor extensibility, the format offers substantially lower character count in comparison to XML, resulting in a reduction of potential overhead during data transfers and saving on excess computation time and bandwidth. In a comparison study between JSON and XML, it was highlighted by author Nurzhan Nurseitov through test data that JSON offered a significantly quicker transfer time than XML [14]. With the following table detailing the total time taken to transfer one million encoded objects to a server.
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JSON excelled over XML, achieving speeds 58 times quicker the transfer speed of XML. Thanks to these various functions and features, in addition to the dominance of JavaScript, JSON has evolved into a favourable data-interchange format, with online forums such as Stack Overflow highlighting its rapid adoption and growing userbase.
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As previously discussed, representational state transfer (REST) is a software architectural style used in the development of web services. Its separation of both client and server architectures creates a manageable development environment where alterations made to either client or server side are unable to affect one another, avoiding performance implications. Because of this, REST can offer a scalable and flexible working environment for its users, enabling greater levels of versatility and savings. Moreover, REST follows a stateless process resulting in the storage and reference of previous resource transactions to become unnecessary. This directly supports the software’s scalability by allowing for HTTP requests to be sent across a multitude of connected servers rather than just one. Stateless delivers reliability, quick performance, and scalability [16] to a network which can be beneficial to organisations utilising this software. With regards to its interoperability, there are various published API specifications available for both REST and RESTful APIs, including the previously mentioned OpenAPI [8] that aid in the development of the software’s interoperability. With the extensive feature set that REST offers, it is no surprise that the use and adoption of REST is growing. ProgrammableWeb, one of the largest independent API directories publicly available, revelled in 2014 that REST made up a 69% share of internet APIs, showcasing its wide use on the web.
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[bookmark: _Toc90669059]Conclusion
While software is yet to consume the field of computer networks, it can be said that it has made a considerable effort so far to do so. Proven to have great potential, software continues to offer many benefits over traditional networking strategies as discussed throughout this report, and its wide adoption across the industry proves useful to both service providers and clients alike. Although there are drawbacks that come with the implementation of software within computer networks, many of those within the industry look beyond them for the possibilities on offer. Cloud computing is only the beginning of what is to come of software-based networking, leaving us with much to look forward to in the near future.
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