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[bookmark: _Toc508719306]Acronyms:
MDM- Mobile Device Management.
This is mainly used to refer to my choice of management software- AirWatch. 
LAN- Local Area Network.
used to refer to the wireless company network accessed by employees.	Comment by Sarah: Introduction setting out background and scope of problem would be beneficial to contextualise the assignment

[bookmark: _Toc508719307]Purpose:
This policy outlines the guidelines employees of Golding-Harvest LTD are expected to know, and follow always, this policy should be common knowledge to all employees who:
· Have, or wish to have access to the company’s internal wireless network.
· Wish to bring their personal mobile device into work to boost productivity.
· Use a company owned mobile device.

[bookmark: _Toc508719308]Scope:
This policy is designed with everybody’s safety in mind, it aims to protect everybody’s vital information, and its purpose is to reduce damages, lost information, and potential harmful attacks.	Comment by Sarah: Including the organisation.

[bookmark: _Toc508719309]Assumptions:
I Assume that employees can and do have access to the company’s wireless network while on the property, however once they go home they still have access to local files, and their personal data, however they cannot access the company network, or files, as employees are not expected to answer work emails etc. when at home.	Comment by Sarah: Local or personal?

[bookmark: _Toc508719310]Policy:
                                                
Golding-Harvest LTD uses Wireless technologies to supply its employees with an online intranet containing the resources they need to be more productive in the workplace.
These technologies include Software, Hardware, E-mail, Internet access, CCTV and telephones.
The internal network for Golding-Harvest LTD can only be accessed when on company property, wirelessly.

Goldin-Harvest LTD Has an online presence in the form of a website, and social media presence.

The rules outlined in this policy are written with security in mind, breaking these rules may not result in prosecution or disciplinary action, however you may be putting Golding-Harvest LTD at risk.	Comment by Sarah: Potentially they might- and by adding this here it adds gravitas to the obligations on the employee

Damage to equipment will result in a fine.	Comment by Sarah: Contextualise- deliberate damage may well also be liable to disciplinary procedures.

[bookmark: _Toc508719311]Inappropriate actions regarding company technologies include:
· Extended Personal Use: “Premium rate calls, Jokes, Cartoons, Unsolicited advertising”
· On-line gambling.
· Downloading of copyright information and/or any software available to the user.
· Accessing or downloading inappropriate or menacing material from the internet.
· Breach of the Data protection act (1998), Copyright act (1988) or computer misuse act (1990).
· Changing any important settings regarding software or hardware setups.
· Using Golding-Harvest LTD’s email system for personal use while not complying with this policy.
· Modifying the MDM software without the IT teams consent.


[bookmark: _Toc508719312]BYOD User Policy:
· Each employee will receive brief training upon entering the company to ensure they are aware of their responsibility to keep the company, its employees, and in some circumstances its customers secure.	Comment by Sarah: Good idea.
· Personal Devices should not be used for business activities if virus controls are not in place.
· Passwords must be secure, not stored anywhere, and pass basic tests such as “at least 8 characters, mix of letters and numbers, no names or date of birth etc.”
Passwords will be issued to employees upon enrolment in the company, this can however be changed to something more memorable, however it must follow the above guidelines.
· Under no circumstances can a user access another user’s files, they must agree to send each other relevant information.
· When travelling personal devices should always be treated as valuable assets, especially if they could contain company information.
· Passwords and other access paraphernalia should not be stored on any device, this poses a big security risk.
· Basic security measures should be in place, e.g. Password protected screensavers, not sharing accounts, failure to have these in place is inexcusable.
· Never use the same password, especially outside of work.
· Golding-Harvest LTD cannot and will not accept responsibility for lost, or damaged data, it is the employee’s responsibility to always back up important files as often as possible.
· Applications such as OneDrive or Moodle that offer online storage should be kept secure always, and where possible an additional password to access those files must be used.
· Upon termination of the contract with the company all traceable files must be deleted from the user’s mobile device.
· All users while on the company network are expected to use the MDM to complete all business endeavours, private matters must be dealt with outside of the applications container.

[bookmark: _Toc508719313]User Policy Privacy:
Information passed through the Golding-Harvest LTD’s network, including but not limited to: Emails, Internet Use and Telephones are property of the company, and the rights to monitor, inspect, copy, review and store this information at any time is reserved without notice to the individual in question.
This also includes any files, information, software and any content created, sent, received, downloaded, uploaded, accessed or stored using and within Golding-Harvests network, this strictly is to monitor network usage and to keep our security intact as well as to minimise employee’s inappropriate usage of our technology.
Any Private matters the employees have should be dealt with outside of our network.
As such employees are expected to:
· Delete personal emails (that comply with previously mentioned policies) should be deleted as soon as possible
· Irrelevant sites should not be accessed inside of work hours and using anything but the companies network.
· Using the technology that the company provides, you should always represent the company in a good light, and make sure to make every attempt to keep our information secure.
Certain privileges may be revoked in extreme cases. 
[bookmark: _GoBack]Our Data controller for this information will be the head of IT services.




[bookmark: _Toc508719314]Device Management Policy:
· As mentioned before employees are trained on their role in keeping all involved individuals secure when dealing with Golding-Harvest LTD.
It is then their responsibility to report if their personal devices are stolen or hacked.
This would ensure that proper preventative measures can be put in place to prevent further damages to the company.
· While any device is connected to the private network it us under the guidance of Golding-Harvest LTD, and we reserve the right to conduct factory resets, or erase/destroy certain data remotely, to ensure that sensitive data be kept secure.
· Basic security features must be kept on all devices that are to be used on the company network, settings like “lock time-out” are included in this rule and should be set to no longer than 10 minutes.
· Certain applications such as Facebook and Twitter are permitted to be on your device but are not allowed to be used on the company network, for productivity reasons.
· Other applications that are forbidden include VPN’s, replacement email applications, remote access software and packet sniffers, these pose potential security risks by allowing in unwanted traffic, using these kinds of applications can pose a risk to the company. (see Security Policy)
· At any given time, the employee may be asked to hand over their device for brief inspection, to ensure suitable security is being upheld.
· Having MDM (remove wipe software) installed on your devices is mandatory to being given access to the company network, in the event of stolen or lost equipment we can erase any sensitive data from your device wirelessly.
· Employees are required to look after their devices as they would any piece of company property, any damages or loss of data is the employee’s responsibility, and they will be liable for accordant charges.
· Under no circumstances may devices be “rooted” or “jailbroken”.
· Any sensitive information should be removed from the mobile device as soon as possible, but in the meantime, it must be encrypted.


[bookmark: _Toc508719315]Security Policy:
· All employees are required to use a reasonable strength password on every device they hope to bring into the workplace to use on the company network, a PIN is not deemed secure enough.
· On-top of a reasonable strength password, employees need a second password to open the companies MDM, to ensure that attackers with physical access to your device cannot harm our sensitive data.
· Employees are required to download the appropriate mobile device management software, which will retain all business-related applications, this does not however mean that employees do not still take responsibility for the information passed through their devices.
· Employees are not to use any forbidden apps while connected to the company network, this will also include using any cloud-based backup software which would allow company-related data to be given to unsecure parties.
· Making any prohibited changes to the hardware or software of their devices to bypass certain security measures beyond routine updates without first consulting the IT team is not allowed.
· Devices that are used in the workplace, on the company network should not be freely given to friends or family without removing all related data.
· Personal devices with audio capture capabilities (camera, microphone etc) are prohibited from using these features on company property.
· Employees must have antivirus software installed on their device.
· Employees must not visit unstable web pages, or open potentially harmful emails etc, even when not connected to the company network.
· Suspected attacks to one’s device must be reported immediately to the IT team.

[bookmark: _Toc508719316]Advantages and disadvantages of BYOT:
[bookmark: _Toc508719317]Advantages:
· Your company is viewed in a much better light, allowing employees to use their own devices in such a mobile world makes you a more prospective employer.	Comment by Sarah: Justify this statement.
· Big productivity boost, where employees are not forced to use unfamiliar equipment, or software, everything they plan to use in the workplace they have access to much more often.	Comment by Sarah: Can you back this up with research findings?
· Big cost savings for the company not having to buy equipment (after the initial set up of the network etc), which in turn means the company may be able to take on more staff or put their money into other areas which may increase productivity.

[bookmark: _Toc508719318]Disadvantages:
· Employees are likely to have a large variety of devices, meaning that certain applications may not run as required, and some devices may not be compatible, this would either incur cost issues, or time issues.
· Filtering out basic disturbances such as games, social networking can be an issue, and could affect both company security and the amount of actual work being completed.
· In the event of lost or stolen devices the employee in question will be responsible for the costs, the data can remotely be wiped so that is not the issue.
However getting a new device and learning how to use it (if it is different than the original) can take time, losing out on potential work.	Comment by Sarah: Good point.


[bookmark: _Toc508719319]MDM Software:
VMware AirWatch is my chosen mobile device management (MDM) software.
AirWatch boasts many pleasing features, such as:
· A wide range of compatible operating systems and devices, even newer systems like Windows 10.
· Its flexibility, AirWatch can integrate with your browser and email, or completely replace them with their own version, which is the more secured option.
Administrators will have full control of AirWatch’s version of these services, while the employee can use these for business, they can still use the standard apps for more private matters.
· Airwatch’s “Mobile Container” means that within this container all business operations can occur securely, and administrators have full control, and outside of this container the employee still has full control of this device, this effectively activates a “work mode”.	Comment by Sarah: This particular point deserves more exploration.  Do all MDM offer this facility?
· Airwatch can be integrated as cloud-based, or on premise service, meaning it allows your employees to do work outside of the company building.
· Using this MDM administrators have the option to lock, wipe and sync user’s devices, using the users “profile”, they also can perform any of these features to entire groups.
· AirWatch allows admins to browse its store of applications created by ISV’s (Independent Software Vendors), and wrap them inside of the Mobile Container, meaning that if there’s an app that’ll work better than say for example Microsoft Word, then you are free to give your employees access to this.
· Mobile devices can scan a QR code sent to them in the initial verification email, this allows them to quickly fill out all the relevant details to get their device set up even faster, allowing them to learn the MDM quicker, and start working sooner.
I feel that this MDM is a great choice for managing the employees at Golding-Harvest LTD, it offers outstanding flexibility and security.
It is a great solution to separating work and private life inside of a single device, it also allows the administrators the freedom to keep the business secure while not compromising the employee’s private information.
coupled with the policy outlined above this will be a great way to ensure that everybody at Golding-Harvest LTD is kept happy, and safe while working.
Pricing: $50 per device per year [5]
This means that the employees will only be able to access the app, and all the relevant business applications on the premises, which as spoken about above is what I expect the employees to do.

[bookmark: _Toc508719320]Key Points:
1. What type of data is retained by the mobile devices connecting to Golding-Harvest network?

Types of data can include emails, internet browsing cookies, history etc, but all of this will be contained within the mobile container within the MDM software, where the administrators can view everything that goes on.

2. What is the potential for data leakage when the participating devices leaves the office environment?

The potential for data leakage is very slim, so long as the employee complies with the policies above.
The MDM software allows the employees to conduct all work business within its “Mobile Container” effectively keeping work information secure, the only way for data leakage is if the employee in question does not comply with rules, and data is leaked through other applications.

3. How to address the blending of personal and business usage when devices are in office.

The MDM software I have chosen perfectly allows employees to perform any actions they wish by using the Mobile container for all work activities securely. 
all personal endeavours are to be dealt with outside of this application as mentioned in the above policies.	Comment by Sarah: Will this prevent the employee access their own applications during work time?

4. What strategy to deploy to deal with different brands of devices.

The MDM software covers a wide range of devices, if certain features cannot be accessed on a specific device the alternative proposed by the MDM software would be equally compatible as the software itself and would be the solution to this problem.
This means that employees can work from a wide range of devices.

5. What strategy to deploy to deal with different Operating System platforms.

As mentioned in number 4, the MDM software is compatible with a wide range of operating systems, even much newer systems such as Windows 10.

6. What strategy to deploy to deal with different application on user devices.

So long as the user has basic antivirus software on their device, outside of the mobile container the device is still the owner’s property, there is no sure-fire way to ensure that the user totally complies with company policy, although there are some restricted apps such as VPN’s.
We cannot be 100% sure if the user has applications they are not allowed, however the MDM software keeps everything secure, the main possibility of data leaks comes from the employee’s own actions.

7. What mitigating strategy will be deployed when the owner of a participating device leaves their employment, or the device is lost, stolen, or fails.

As mentioned in the policy above the users device will have all company information removed upon the termination of their contract, similarly the device can also be remotely wiped upon their device being stolen or lost, this can also take effect if their device fails.

[bookmark: _Toc508719321]Data flow:
[image: ]

Users will not be allowed access to the company network without having the MDM software running on their device.
This aims to keep employees productive and secure while working for Golding-Harvest LTD.

[bookmark: _Toc508719322]Conclusion:
Golding-Harvest LTD will benefit greatly from the policies I have spoken about above.
The MDM software will ensure that all devices within the LAN are a) being used for work purposes, thus increasing productivity and b) are being used securely, as the administrators can monitor remotely what is happening on devices and if need be they can deny access, or quarantine certain devices so that if an attack were to happen then it would not affect the entire company.
In the rules outlined above it also mentions that it is the employee’s responsibility to practice a basic amount of cyber security roles, ensuring that their devices and the company’s network cannot be harmed. This includes simple things such as strong passwords, and not storing important files anywhere they can be accessed by other individuals.
The MDM software seems the perfect solution to the question “how can we let our employees bring their own devices and also keep the company secure” with its container for work-related endeavours it will make sure that everything is kept safe.
From everything I have spoken about in this report I feel that Golding-Harvest LTD would benefit greatly from the rules and policies I have spoken about, and I feel that their valuable assets would be kept safe. 
Overall I cannot guarantee the employees compliance with these rules, I can however ensure they have the MDM software installed, which would mean the highest level of security possible for each device coming into the companies network.
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