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[bookmark: _Toc8891445]Executive Summary

This report provides an analysis and evaluation of the UK Atomic Energy Authority (UKAEA) financial data warehouse.  The report identifies the data governance challenges that face the UKAEA in maintaining the financial records in the data warehouse and the processes that need to be put in place to meet these challenges.
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Data Governance is the overall management of the availability, usability, integrity and security of data used in the organisation.  There should be an overall strategy supported by policies and procedures to ensure data quality is carried out throughout the information process [2].
The source systems, all areas of the ETL process, the database or data warehouse and the business reporting are all elements of the information chain and should be compliant with all policies and procedures related to data governance that are in place and to the appropriate legislation.
[bookmark: _Toc8891447]Policy, Standards and Strategy 

The General Data Protection Regulations (GDPR) became law on the 25th May 2018.  The regulations replaced the Data Protection Directive 95/46/EC and is set out to harmonise data privacy laws across the EU and to protect EU citizen’s data privacy.  Organisations must comply with the regulations and they will be UK law after Brexit.
The data warehouse that has been developed for the UKAEA in part 1 must comply with the GDPR regulations [3].  Figure 1 displays the star schema diagram developed for the design of the data warehouse for the UKAEA.
[bookmark: _Toc8890579]Figure 1 UKAEA star schema design for data warehouse
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The data warehouse will need to be compliant with all internal data protection policies, have documented staff training records on the staff that access the data warehouse and it should be designed as an access based system relevant to their area of work.  There should be a procedure in place to allow for internal audits and the system needs to be designed to meet the requirements of internal audit which includes documentation on the processing activity within the system.
A requirement of GDPR is to ensure a data protection by design approach is taken for all information systems and a Data Protection Impact Assessment (DPIA) should be carried out at the start of any projects and should be embedded into the lifecycle of the process [4].  The DPIA is a process to help identify and minimise data protection risks of a project.
[bookmark: _Toc8891448]Data Quality

There are legal requirements for companies to show due diligence when working with financial data to ensure the integrity of the data is maintained [5].  The UKAEA financial records for this data warehouse is financial data and data quality is essential as mistakes in the data can cause a big problem.  All data must be cleaned before setting up the data warehouse so that dirty data does not enter the data warehouse.
Data quality is a core compliance requirement of the data warehouse. 
For every attribute in the data warehouse there must be a description of where it comes from, how it is generated and what to do if a value is missing or is incorrect.  It is a problem if there isn’t documentation available to explain the process.
A proposed solution was to develop an ETL mapping plan for the UKAEA data warehouse, appendix 1 represents the data flow of each attribute.  
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Article 5 of the GDPR requires that personal data is processed with the appropriate safeguards in place to ensure the safety from unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical organisational measures.  The data controller must demonstrate compliance with the data protection principles.  
The data warehouse for the UKAEA will need to be designed with the necessary safeguards in place to ensure the data is processed in accordance with the GDPR.
There should be a full audit trail of activity within the data warehouse it is a problem if the system design doesn’t allow a full audit trail to be carried out.  A solution is to ensure that the design includes master data, aggregate data and the metadata.  This information will provide the ability to carry out an audit on the data within the system and can document when the table was accessed, modified what the old and new values are, the time any changes took place, the source of new data or the user or system responsible for the modification and any comments supporting the need for change.  
The metadata must be stored as this is a legal requirement and each upload of data will need to be stored parallel with the business data for compliance and auditing.

Data Architecture and Data Integration

The data architecture of the UKAEA financial data warehouse consits of the invoice fact and 5 dimensions with the master data, metadata and aggregate data tables, see figure 1.  The data warehouse required for the finance managers reporting is based on the UKAEA transactions but the data warehouse could contain more fact tables from other data sources for the organisation.  
The data stakeholder and stewards will need to come together to agree other areas that need to be included in the data warehouse, such as employee data.  The Data Governance Framework would be a solution to use for all parties to come together and follow the process to ensure data architecture and intergration, data quality and that policies and stratgies are in place to ensure data privacy, compliance and security [6].  
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This executive summary provides an outline of the major elements of data governance that are relevant to the UKAEA dataset that has been taken into account to design and build the data warehouse.  It highlights the problems identified which were the requirements to provide a document trail of the process flow, the proposed solution was to carry out a table mapping document in appendix 1, which documented each step of each attribute in the data warehouse.  
With the dataset being financial data and there being legal duties to carry out due diligence when working with financial data, the proposed solution was to design the star schema as in figure 1, with the ability to provide a full audit trail of all additions or changes to the data warehouse and the data recorded.  
Data governance should be taken into account throughout all aspects of the design and management of data and the systems and data protection impact assessments should be carried out from the start of any project involving information systems, to ensure the availability, usability, integrity and security of data used in the organisation and to comply with GDPR.
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	DATABASE TABLES
	DATA WAREHOUSE TABLE

	Spreadsheet
	InvoiceFact

	Spreadsheet
	Dates

	Spreadsheet
	ExpenseArea

	Spreadsheet
	Entity

	Spreadsheet
	Supplier

	Spreadsheet
	ProductFamily

	Not Applicable – This table needs to be generated from scratch
	Users

	Not Applicable – This table needs to be generated from scratch
	Data_Sources

	Not Applicable – This table needs to be generated from scratch
	TablesAttributes

	Not Applicable – This table needs to be generated from scratch
	mInvoices

	Not Applicable – This table needs to be generated from scratch
	aInvoices







INVOICEFACT
	TARGET ATTRIBUTE
	SOURCE(S)
	PROCESSING REQUIRED
	MISSING VALUE?
	INCORRECT VALUE?

	InvoiceID
	PK
	Automatically generated
	Shouldn’t happen
	Refer to staff

	EntityID
	Spreadsheet.Entity
	Linked to Entity dimension PK
	1 (=Unknown)
	Refer to staff

	ExpenseAreaID
	Spreadsheet.ExpenseArea
	Linked to ExpenseArea dimension PK
	1 (=Unknown)
	Refer to staff

	DateID
	Spreadsheet.Date
	Linked to Date dimension PK
	1 (=Unknown)
	Refer to staff

	TransactionNumber
	Spreadsheet.TransactionNumber
	None
	-999 (=Unknown)
	Refer to staff

	SupplierID
	Spreadsheet.Supplier
	Linked to Supplier dimension PK
	1 (=Unknown)
	Refer to staff

	InvoiceAmount
	Spreadsheet.InvoiceAmount
	Check in UKP
	0 (=Unknown)
	Refer to staff

	ProductFamilyID
	Spreadsheet.ProductFamily
	Linked to ProductFamily dimension PK
	1 (=Unknown)
	Refer to staff

	ServiceSupplied
	Spreadsheet.ServiceSupplied
	None
	“Unknown”
	Refer to staff



SUPPLIERS
	TARGET ATTRIBUTE
	SOURCE(S)
	PROCESSING REQUIRED
	MISSING VALUE?
	INCORRECT VALUE?

	SupplierID
	PK
	Automatically generated
	Shouldn’t happen
	Refer to staff

	SupplierName
	Spreadsheet.SupplierName
	None
	“Unknown”
	Refer to staff



ENTITY
	TARGET ATTRIBUTE
	SOURCE(S)
	PROCESSING REQUIRED
	MISSING VALUE?
	INCORRECT VALUE?

	EntityID
	PK
	Automatically generated
	Shouldn’t happen
	Refer to staff

	Entity Name
	Spreadsheet.Entity
	None
	“Unknown”
	Refer to staff



PRODUCTFAMILY
	TARGET ATTRIBUTE
	SOURCE(S)
	PROCESSING REQUIRED
	MISSING VALUE?
	INCORRECT VALUE?

	ProductFamilyID
	PK
	Automatically generated
	Shouldn’t happen
	Refer to staff

	ProductFamily
	Spreadsheet.ProductFamily
	None
	“Unknown”
	Refer to staff




EXPENSEAREA
	TARGET ATTRIBUTE
	SOURCE(S)
	PROCESSING REQUIRED
	MISSING VALUE?
	INCORRECT VALUE?

	ExpenseAreaID
	PK
	Automatically generated
	Shouldn’t happen
	Refer to staff

	ExpenseAreaDescription
	Spreadsheet.ExpenseArea
	None
	“Unknown”
	Refer to staff



DATES
	TARGET ATTRIBUTE
	SOURCE(S)
	PROCESSING REQUIRED
	MISSING VALUE?
	INCORRECT VALUE?

	DateID
	PK
	Automatically generated
	Shouldn’t happen
	Refer to staff

	Day
	Spreadsheet.Date
	Full date
	Set to last day of current accounting period
	Refer to staff

	Week
	Spreadsheet.Date
	Calculate financial week number
	Set to week of current accounting period
	Refer to staff

	Month
	Spreadsheet.Date
	Month
	Set to month of current accounting period
	Refer to staff

	Quarter
	Spreadsheet.Date
	Month
	Set to quarter of current accounting period
	Refer to staff

	Year
	Spreadsheet.Date
	Year
	Set to year of current accounting period
	Refer to staff



This file created by Dr Nik Whitehead as part of the Wales   Office example.
	TARGET ATTRIBUTE
	SOURCE(S)
	PROCESSING REQUIRED
	MISSING VALUE?
	INCORRECT VALUE?

	UserID
	Generated from user list
	None – Primary key
	Shouldn’t happen
	Refer to staff

	UserName
	Generated from user list
	None
	Refer to staff
	Refer to staff

	UserType
	Generated from user list
	None
	Refer to staff
	Refer to staff



DataSources
	TARGET ATTRIBUTE
	SOURCE(S)
	PROCESSING REQUIRED
	MISSING VALUE?
	INCORRECT VALUE?

	SourceID
	Generated from source list
	None – Primary key
	Shouldn’t happen
	Refer to staff

	SourceName
	Generated from source list
	None
	Refer to staff
	Refer to staff

	SourceLocation
	Generated from source list
	None
	Refer to staff
	Refer to staff



TablesAttributes
	TARGET ATTRIBUTE
	SOURCE(S)
	PROCESSING REQUIRED
	MISSING VALUE?
	INCORRECT VALUE?

	TablesAttributesID
	Generated from schema
	None – Primary key
	Shouldn’t happen
	Refer to staff

	TableName
	Generated from schema
	None
	Refer to staff
	Refer to staff

	AttributeName
	Generated from schema
	None
	Refer to staff
	Refer to staff





mInvoices
	TARGET ATTRIBUTE
	SOURCE(S)
	PROCESSING REQUIRED
	MISSING VALUE?
	INCORRECT VALUE?

	mInvoicesID
	Generated
	None – Primary key
	Shouldn’t happen
	Refer to staff

	TableModifiedID
	Updated table
	Link to TablesAttributes
	Reject and rollback transaction
	Reject and rollback transaction

	RowModified
	Updated table
	Get RowID from updated table
	Reject and rollback transaction
	Reject and rollback transaction

	AttributeModifiedID
	Updated table
	Link to TablesAttribtes
	Reject and rollback transaction
	Reject and rollback transaction

	OldValue
	Updated table
	Original data value
	Set to NULL
	Reject and rollback transaction

	NewValue
	User/ETL Process
	New data value
	Reject and rollback transaction
	Reject and rollback transaction

	DataSourceID
	Source system
	Link to Data_Source
	Reject and rollback transaction
	Reject and rollback transaction

	UserID
	Login/ETL Process
	Link to Users
	Reject and rollback transaction
	Reject and rollback transaction

	Timestamp
	DBMS
	Generated
	Reject and rollback transaction
	Reject and rollback transaction

	Comment
	User/ETL Process
	None
	Reject and rollback transaction
	Reject and rollback transaction





aInvoices
	TARGET ATTRIBUTE
	SOURCE(S)
	PROCESSING REQUIRED
	MISSING VALUE?
	INCORRECT VALUE?

	aInvoicesID
	Generated
	None – Primary key
	Shouldn’t happen
	Refer to staff

	AggregateDateID
	Generated
	Link to Date_Dim
	Rollback and write to log
	Rollback and write to log

	QuarterToDate
	Orders_Fact
	Sum TotalCost over time
	Rollback and write to log
	Rollback and write to log

	YearToDate
	Orders_Fact
	Sum TotalCost over time
	Rollback and write to log
	Rollback and write to log

	Timestamp
	Generated
	None
	Rollback and write to log
	Rollback and write to log

	Comment
	ETL Process
	None
	Doesn’t matter
	Doesn’t matter
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