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[bookmark: _Toc481656245]Chapter 1 

1.1 [bookmark: _Toc121041576][bookmark: _Toc202288056][bookmark: _Toc266447524][bookmark: _Toc481656246]Introduction
According to Cisco [1], Network Security is the protection of services and data that exist on the network. Network attacks come in many variations and the most common include; Viruses, Hacker attacks, Denial of Service (DOS) attacks and Data interception attacks. 

These types of security breaches can cause major disruption to organisation operations and in some cases their reputations may be damaged. The Internet service provider, TalkTalk Telecom Group PLC is an example of this: the company suffered from a suspected Distributed Denial of Service attack; millions of customers’ payment details were also stolen by the hackers and posted online [2]. .The company has recently placed a £35 million figure on the security breach and is predicting a major loss in the revenue [3].

A virtualised network has been created, where penetration testing can test the security features of the network. Wi-Fi has been used as the local area network solution. The virtualisation software chosen is Oracle VM VirtualBox. Virtual Box is a type two hypervisor and runs in conjunction with a current host operating system. The virtualised network consists of a Windows Server (2008 R2) with three Windows clients connected wirelessly. In addition, to the Windows clients a Kali Linux client will be introduced into the network. Kali Linux is a security penetration testing software that offers a range of security tools that will allow the testing of the virtualised wireless network. The same test will be repeated to the evaluation effectiveness of security features added to the network. Security features such as firewalls, intrusion detection and logging events on the network could be added to prevent unauthorised access.

1.2 [bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc481656247]Aim
The main aim of the project was to investigate penetration testing, by carrying out an experiment to evaluate the effectiveness of security in a wireless networks. 
The experimental aspect of this research used a number of attacks to carry out an evaluation of the security of the virtualised network.
	
1.3 [bookmark: _Toc266447526][bookmark: _Toc481656248]Objectives
The objective for this project are: 

• To review the current literature within the field of security and penetration testing which ensured that the research is valid and appropriate. 

• To implement a virtual wireless network to test for security vulnerabilities.

• Compare the results of the wireless penetration techniques; with and without the configuration of security features on the virtualised network.  

[bookmark: _Toc465250916][bookmark: _Ref189467335][bookmark: _Toc121041584][bookmark: _Toc202288061][bookmark: _Toc266447528]





















[bookmark: _Toc481656250]Chapter 2 - RESEARCH & REVIEW OF LITERATURE

[bookmark: _Toc266710277][bookmark: _Toc266711030][bookmark: _Toc271283211][bookmark: _Toc340606375][bookmark: _Toc340611902][bookmark: _Toc340612072][bookmark: _Toc340613999][bookmark: _Toc341173665][bookmark: _Toc341173843][bookmark: _Toc341174523][bookmark: _Toc345410421][bookmark: _Toc345410752][bookmark: _Toc345412857][bookmark: _Toc371251349][bookmark: _Toc371251398][bookmark: _Toc371255378][bookmark: _Toc371255533][bookmark: _Toc448746921][bookmark: _Toc449524577][bookmark: _Toc450141731][bookmark: _Toc450145942][bookmark: _Toc202288068][bookmark: _Toc266447541][bookmark: _Toc465250917][bookmark: _Toc481656251]Introduction
This chapter will review the current literature in the field of wireless security and penetration testing. The review will also investigate common current attacks against wireless networks.  

1 [bookmark: _Toc450151440][bookmark: _Toc450198687][bookmark: _Toc450219799][bookmark: _Toc465250918][bookmark: _Toc481523353][bookmark: _Toc481656129][bookmark: _Toc481656206][bookmark: _Toc481656252]
Wireless Networks operate in an ad-hoc fashion over an unreliable transmission medium, this allows the network to become vulnerable to adversaries and attacks. There are number of security threats and attacks that can maliciously affect these wireless networks such as:
· Man in The Middle Attack
· Denial of Service (DOS) attacks
· Reconnaissance 
These three attacks will be the key attacks research in this review. 

[bookmark: _Toc465250920][bookmark: _Toc481656253]Man in the middleattack 
Yuan et al [4], defines a Man in the Middle (MITM) attack as an interception of traffic between two computers. Usually in a wireless environment the attacker uses a Rogue Access Point (AP) that is not part of the usual network. 

An Access point is a wireless network device that is responsible for sending and receiving data across a wireless network. This device allows for user to connect to a wired network or just a solely wireless ad-hoc network. The purpose of a wireless AP is allow host devices to communicate with other network devices and other hosts connected to the Wireless Local Area Network (WLAN). A WLAN may include multiple AP’s to allow for full wireless connectivity on a particular network. 

A rogue AP is usually set up to mimic a genuine WLAN AP to get host to connect to the unauthorised network device, for example using a similar Service Set Identifier (SSID) or offering a free service. A Rogue AP captures packets and potentially modifies them or analyse the packet depending upon the type of encryption. The paper states that a critical part of a MITM attack is the reliance on the host to associate with the Rouge AP. Once the association between the host and the AP is complete, the host believes the AP is a legitimate AP and part of the network. 

Conti et al [5], describe in depth the type of MITM attacks and how they can be prevented this type of attack using a number of software and hardware solutions. The paper describes a MITM attack which is when a third party secretly captures information from the wireless communication channel between two (or more) end points in the WLAN. This type of attack targets the data flowing between the two end points or nodes within the network. The purpose of this type of attack is to intercept, change or replace the data being communicated between the two end points. They divide the types of MIMT attacks into four categories, spoofing-based MITM, SSL/TSL MITM, BGP MITM and False Base Station based (FSB-based) MITM. Table 1 illustrates the layers of an OSI model where different types of attacks are carried out at various layers. 

	
	MITM Attacks

	
OSI Layer
	Application
	BGP MITM, DHCP Spoofing-based MITM, DNS Spoofing-Based MITM.

	
	Presentation
	SSL/TSL MITM

	
	Transport
	 IP spoofing-based MITM

	
	Network
	

	
	Data Link
	ARP Spoofing-based MITM



Table 1 – MITM Attack on Different Layers of OSI Model and Types of Cellular Networks, taken from [2]. 

The paper [5], further describes in-depth Spoofing-based MITM, SSL/TSL MITM, BGP MITM and False Base Station based (FSB-based) MITM. Furthermore, Timm and Perez [6], identify that a MITM attack is a versatile attack and can be carried out a number of types of communication mediums such as a Long-Term Evolution (LTE), Bluetooth, Near Field Communications (NFC) and more traditional networks such as a wired Ethernet and WLAN.

Conti et al [5], defines a spoofing attack as an impersonation of a host or end device by an unauthorised user within the WLAN to gain access to sensitive data. Hosts are not aware of this and the attack controls the data being sent between the two or more hosts in the network. A spoofing attack is generally used to gain access to a WLAN and to start a larger MITM Attack or a DOS Attack. There are a number of different protocols that can be utilised to spoof a WLAN; these include ARP Spoofing, DNS Spoofing, DHCP Spoofing and IP Spoofing. All these protocols have a weakness with authentication at the source and destination nodes within the network. They identify that ARP and DNS Spoofing should be used in a LAN (Local Area Network) environment. ARP uses Media Access Control (MAC) addresses to locate devices on a LAN; this is vital to communication between devices within a LAN. ARP uses the destination device’s MAC addresses to forward packets to the correct host within the network. ARP does not use any countermeasures to stop unauthorised activity with packet frames. Attackers commonly tamper with ARP cache table to direct packet that are intended for a legitimate host to the IP address of an attacker. Two type of ARP spoofing is identified, ‘cheating the gateway or cheating the host of the internal network’. In explanation of the prevention approaches for ARP spoofing, they conclude that strong authentication, a secure key channel and using cryptography must be used to prevent Man in the middle attacks.  

They [5] outline the approaches for various ARP spoofing prevention.
A logical table shows details according to the category of the type of prevention
However, two-thirds of the approaches they discuss in the article are not considered current because they are over ten years old. Upon further analysis, some approaches are incomplete. The table also does not identify any positives approaches mentioned. Also, some areas of the article are unclear and do not describe the solution in full.


[bookmark: _Toc465250921][bookmark: _Toc481656254]DENIAL OF SERVICE (DOS) ATTACK

According to SANS Institute [7], a DOS attack can be targeted against both a wireless and wired network.  DOS attacks are normally achieved by sending amount of packets to request a service, application or device being utilised on the network. The aim of such attack would be to exhaust a server, router or access point capability of handling such traffic. In addition, the types of DOS attacks that are targeted at particular network layers. Application layer attacks are the most common DOS attack used; attacks at the application layer involve the targeting of networking applications such as Hyper Text Transfer Protocol services (HTTP). An example attack would be a HTTP flood attack using the SYN and SYN ACK packet types. DOS application layer attacks can be highly effective when targeted at wireless networks, resulting in complete network loss or degraded performance. Moreover SAN Institute describes attacks at the network layer: it identifies that wireless AP’s with no security access configured are more likely to be exposed to this type of attack. Internet Control Message Protocol (ICMP) flooding is an example of an attack at this layer. 
Compton [7] describes this attack as “The ICMP flood attack works by an attacker sending so many ICMP echo request packets to the target wireless system that it cannot respond fast enough to ease the amount of traffic.”  Furthermore, Compton [7] states that attackers may spoof the source IP address; this would allow the attacker to use all the network’s services. 

The network will be obligatory to use all of its resources to process packets that are being sent from the attacker’s IP address. This would potentially cause quality of service to be degraded and potentially stop the wireless network from operating completely. This is caused by the attacker consuming the available network bandwidth. Compton [8] further describes the DOS attacks at the MAC layer; this type of attack used a spoof MAC address of a wireless AP. The client receiving the spoofed packets cannot differentiate from the legitimate and illegitimate packets and requests being made.

Huang et al [8], explain that the MAC layer of IEEE 802.11-based WLAN is at high risk of attacks. They also identify that MAC address spoofing would allow an attack to initialise many types of attacks including DOS attack and a MITM attack.  Furthermore, they point out that wireless security protocol such as WEP, WPA and WPA 2 only offer protection upon transmission of the data from the source. 

Huang et al [8], go on to introduce the protection protocols such as the Microsoft PANS protocol and Lancaster protocol. 

The effectiveness of these protocols to prevent attacks targeted at the MAC address layer and in particular the protection against MAC address spoofing attacks. 
[bookmark: _Toc465250923]
[bookmark: _Toc481656255]PENETRATION TESTING METHODS & Tools

Johns [9] describes various techniques and tools required to carry out penetration testing in a wireless environment. These techniques and applications are directly related to penetration testing that were carried out in the experimental part of this project. He explains and evaluated the use of wireless penetration testing tools such as: NetStumbler, WEP Crack, Aircrack and Metasploit. The publication does not directly discuss the use of Kali Linux or of these techniques in a virtualised environment but he does offer an in-depth investigation on wireless penetration testing techniques that are used in industry which could be applied in the implementation stage of the project. 

Mehta et al [10] investigate the use of mobile devices using an android operating system installed with Kali Linux and an application called Connector that analyses information related to username and passwords. They go on to describe how they used Kali Linux to set up a rogue Wi-Fi AP also known as an Evil Twin. Wireshark is also used to capture packets transfer between the host and the Evil Twin. This research is similar to the proposed project but the project applies some of the similar tools and attack types available. 

Also, Buchanan [11] in addition to Mehta et al’s investigation describes the use of similar penetration techniques in a Microsoft/Linux network environment. He describes in-depth the process of creating a venerable machine in the windows environment. He states that in order to create vulnerabilities on a network, services on the network must be made vulnerable such as a Domain Name System (DNS) server being placed in position that could be compromised on a wireless network. 

Buchanan [11] describes the methodology for cracking WEP using a penetration tool available in the Kali Linux application called Airbase. In addition Python and iptables are used to create the environment to effectively crack WEP. He [11] describes in detail the process of cracking WEP and setting up the network infrastructure on the Kali Linux side of the wireless network. In addition, he [11] investigates the process of cracking Wi-Fi Protected Access 2 (WPA-2). This is done by capturing the WPA-2 handshakes using the application Airbase, that could potentially reveal sensitive information about that network and its configurations. 

This type of attack is created using the Airbase –NG application within Kali Linux. This also include using a MAC filter tool, this allows for specific devices to target by an attack rather than attacking every device within the access points range. He [8] describes how to DNS spoof a wireless device using a specific command within airplay called airplay-ng. These types of techniques and methodologies are similar to what this project aimed to achieve within the virtualised network. The techniques are not specific to the Windows wireless network environment but are related to tools within Kali Linux. A drawback of Buchanan’s [11] research is that he does not provide any examples for implementing these types of attacks using Oracle VM VirtualBox or any other virtualisation software.  

However, Allen et al [12], state that wireless penetration testing techniques can be carried out in a virtual machine environment. It recommends the use of Oracle VM VirtualBox and Kali Linux to evaluate the security of a Network. Yet they do not discuss the use of Kali Linux or the use of Oracle VM VirtualBox in a wireless penetration testing situation. 

[bookmark: _Toc465250924][bookmark: _Toc481656256]WIRELESS SECURITY

Lashkari et al, [13] investigate the effectiveness of the most common wireless security protocols that are actively used in wireless networks today, such as WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access) and WPA2/802.11i (Wi-Fi Protection Access, Version 2). In addition, the paper identifies the main security weakness with the various security protocols. The paper identifies WEP as being the most redundant and least secure protocol. They identify the protocol as having a faulty RC-4 algorithm, allowing brute-force attacks to be possible due to a poor and weak encryption key. 
They highlight the simple procedure to imitate and replay encrypted packets to gain access to the protected data and the simple process to modify encrypted data and to forge authentication packets. 
Lashkari et al [13], further identifies characteristic and faults of WPA and WPA2. 

Vanhoef and Piessens [14], investigate the vulnerabilities that are common with WPA2 (WPA-TKIP). They look at the use of TKIP in wireless networks and highlight the problems with TKIP as a wireless security protocol. They describe TKIP as an improved version of WEP but which uses faulty the MIC algorithm. In addition, TKIP uses the same faulty RC-4 algorithm that is present in WEP. 

They’re [14], research finds TKIP is still used in a high number of networks despite the well documented faults. The paper included an investigation of commercial areas in Belgium and states that 71% of networks surveyed use or supported TKIP, with 19% of the networks solely using TKIP in their wireless networks. It is also noted that 14% of the wireless networks use WEP as their choice security protocol. They concludes that TKIP is still in operation today which could attributed to the fact that routers and access points which are configured by default to use a mixed security mode. This would allow the use of both TKIP and the more secure CCMP. 

Dobrilovic et al [15], research into the wireless security options available, such as WEP,   802.1x Extensible Authentication Protocol (EAP), WPA, WPA2 and WPS. They involves carrying out a survey of wireless networks in a number of geographical locations. The purpose of this was to evaluate and survey the type of security that wireless networks were using. They [6], used Wardriving techniques and software to gather the information and classify the data. They also investigated the number of wireless networks using WPS. Dobrilovic et al. [11] study evaluated the security of nearly 3000 networks in Serbia in a period of almost a year. The investigation concluded that the majority of networks were using a mixed mode of WPA and WPA2. Also it identified that 4.88% of networks within this geographical location were using only WEP, which is obsolete and is no longer recommended for use. In addition, they [6], identify that only 24% of networks were using CCMP and identify these as highly protected networks; the majority of the other remaining networks were being protected by the much less secure TKIP.  Dobrilovic et al. [16], identify that 35% of the APs assessed have WPS enabled; they state this is percentage is too high and unacceptable because of the well-known security faults with the protocol. 
	
Both Vanhoef and Piessens [14] and Dobrilovic’s [15] research reach similar conclusions and both identify that the proportion of networks are still using legacy security protocols. They identify that obsolete security protocols such as WEP and WPA are using the authentication method T-KIP is too commonly found which heighten the potential security risk to wireless networks.


















Chapter 3 - RESEARCH METHODOLOGY

2 [bookmark: _Toc266710265][bookmark: _Toc266711018][bookmark: _Toc271283199][bookmark: _Toc340606384][bookmark: _Toc340611911][bookmark: _Toc340612081][bookmark: _Toc340614008][bookmark: _Toc341173674][bookmark: _Toc341173852][bookmark: _Toc341174532][bookmark: _Toc345410430][bookmark: _Toc345410761][bookmark: _Toc345412866][bookmark: _Toc371251358][bookmark: _Toc371251407][bookmark: _Toc371255387][bookmark: _Toc371255542][bookmark: _Toc481523360][bookmark: _Toc481656134][bookmark: _Toc481656211][bookmark: _Toc481656257][bookmark: _Toc266447529]
1. [bookmark: _Toc340606385][bookmark: _Toc340611912][bookmark: _Toc340612082][bookmark: _Toc340614009][bookmark: _Toc341173675][bookmark: _Toc341173853][bookmark: _Toc341174533][bookmark: _Toc345410431][bookmark: _Toc345410762][bookmark: _Toc345412867][bookmark: _Toc371251359][bookmark: _Toc371251408][bookmark: _Toc371255388][bookmark: _Toc371255543][bookmark: _Toc481523361][bookmark: _Toc481656135][bookmark: _Toc481656212][bookmark: _Toc481656258]
2.1 [bookmark: _Toc481656259]Introduction
This chapter will explain and introduce the research philosophies, approach and strategies used in this project. Furthermore the chapter explains how data was collected and analysed and the processes put in place to ensure that that the data collected was reliable and valid.

2.2 [bookmark: _Toc266447530][bookmark: _Toc481656260] Research Overview
[image: ]
Figure 1 – Taken from [16]

The research onion has multiple layers that offer the different philosophies, approaches, strategies, research methods and time horizon. Layer one describes the   suggested research philosophies; the most common are Interpretivist and Positivism. A research philosophy is a process that used to gather information and data, analyse the data and the how the data is further used.

2.2.1 [bookmark: _Toc266447532][bookmark: _Toc481656261]Research Philosophy
Several of the most common philosophies have been explored which justify the use of a philosophy or give reasons for a common philosophy that would not be suitable for this project type. 

Ontology 
Ontology is the research philosophy that examines the ‘way the world operates’. It is identified as producing valid research in many subject areas. Ontology is split into two aspects of the philosophy, Objectivism and Subjectivism. According to [16] Objectivism ‘portrays the position that social entities exist in reality external to social actors concerned with their existence.’ Taking a subjective approach implies that social theories are created by actions of social influences. This type of approach does not suit this project theme as social factors and influences would not be a factor in the outcomes of this project. [16]

Positivism                    
Positivism is the research philosophy that generally uses a classical scientific approach to research, gathering data by observation and creating an end result that it is credible. Positivism relies on the formation of hypotheses to test the current theories and ideas that are present within the field. The hypotheses will be the key research questions and tests or experiments will be carried out to prove the statement. [16]

Positivism also relies on the data being collected not being altered, adapted or interpreted in other than its raw form. Generally, the research is independent of the data collected and has little or no input into final results in the form of opinion or views.  Positivism uses a highly structured approach and is focused on the collection of quantifiable observations which will lead to an analysis of the data collected. [16] 

For this project a positivism research philosophy was used. This approach has been chosen because the project relies on observations of the network’s performance. These observations were undertaken when a particular type of attack was carried out on the virtualised network. Data was collected and analysed to formulate a result based on testing the findings against current theories (the project hypotheses) to determine a final outcome. The project is based on an experiment of comparing scenarios applied to a wireless network; this would indicate that a research philosophy using a positivism approach would be best suited in order to produce accurate findings.
[bookmark: _Toc266447533]
2.2.2 [bookmark: _Toc481656262]Research Approaches

The two type of research approaches are deductive and inductive approaches.

A deductive research approach is most associated with the positivism research philosophy; it is consider as the most traditional research approach. A deductive approach is a testing theory rather than developing or making a new one. A deductive approach would involve developing a research hypothesis and then developing strategies to test the hypothesis stated.

The alternative research approach to deductive approach would be an inductive approach. Taking an inductive approach is more commonly associated with forming theories, from using data such as interviews. This approach is more aimed at social science themed research, where people’s opinion is main source of data. Data collection in this approach would be more aimed qualitative form.

The research approach best suited to the project would be deductive. A deductive approach is best suited with a positivism research philosophy and is more of a traditional research strategy. 

The hypothesis for this for the project was agreed as:
When the network was penetrated using a Kali Linux virtual machine, the network prevented more intrusion and data manipulation with the security facilities turned on and firewalls were configured.



2.2.3 [bookmark: _Toc481656263]Research Strategies
The project used the following research strategies: 
•	Experimental  
•	Document Review

[bookmark: _Toc481656264]Experimental Strategy	
The project will use an experimental strategy to evaluate the relationship between using security facilities on a wireless local area network (WLAN) and unsecure WLAN. The both secure and unsecure LANs will test to evaluate the secureness of the network using Kali Linux. 
The attacks to be carried out are: 
•	Man in the Middle 
•	Denial of Service (DOS) attacks
•	Reconnaissance 
[bookmark: _Toc481656265]Document Review	
[bookmark: _Toc481656266]A document review will identify the key concepts and theories of penetration testing and wireless security. The document reviews will highlight relevant research in the whole field of wireless penetration testing and security. The review will also justify the project’s practicality, along with identifying the facts involved and give a guide to be able to compare the results of the proposed research.

[bookmark: _Toc481656267]Action Research
Action research is addressing a problem to find the most efficient solution to a problem. This type of strategy allows the researcher to be part of the solution. Generally, action research does not use clear objectives to identify the problem but uses actions to identify and solve the problem [17].  

In addition, action research is the use the knowledge of experts or practitioners of a particular field(s) - in this project’s case network security, penetration testing or general computer networking to develop knowledge and findings [16]



[bookmark: _Toc121041587][bookmark: _Toc202288067]
[bookmark: _Toc341174544][bookmark: _Toc481656270][bookmark: _Toc121041633][bookmark: _Toc202288167][bookmark: _Toc266447548]
Chapter 4 - DESIGN & IMPLEMENTATION

4.1 [bookmark: _Toc341174545][bookmark: _Toc481656271]Introduction
This chapter will look at design and implementation that will be involved in this project. The chapter provides a detailed implementation and design for the virtual network. 

4.2 [bookmark: _Toc481656272]problem formulation
[image: ]
Figure 2 – Initial Basic Network Design

The original solution as described in figure one was to use the host machines wireless card to emulate a Wireless LAN connection to communicate with other host on the network. This solution was unable to implement in VM Ware using the Bridge Adaptor. Upon further research it was found that this option could only be used for bridging to a physical access point for an Internet connection for use on the virtual machine. It was not an option to connect to other wireless networks using this feature.

The option of using a Virtual AP was explored using a solution such as Open WRT image and installing it in to a Linux based machine was explored within VM Ware. Open WRT provides frame ware for APs and could have been potentially used to act as a Virtual AP in the virtualised network. Upon testing this solution the Access Point frame ware were not combatable with the versions of Linux offered in Virtual Box. This option would have been possible if the project was carrying out penetration methods in a wired network.


A solution of using a Software based access installed on a PC within the network was also investigated and tested this option. Although the AP appeared to be broadcasting it SSID, it would not allow the virtual machines or other test devices such as the host PC to connect to the AP. This solution was discarded because of the connection issues.

The chose connection solution was to use a physical AP to allow the virtual machines to communicate over a wireless network. This solution was the most viable option to ensure that a reliable and flexible communication method. 

Furthermore, upon on carrying out some initial testing it was found that the using just the hosts wireless network adapter would not all multiple host to connect to a the test AP. To allow all the Virtual Machines to connect to the test AP an individual Wireless network card was required for each Virtual Machine on the network. This creates a more 


















4.3 [bookmark: _Toc481656273]Implementation

4.3.1 [bookmark: _Toc481656274][bookmark: _Hlk481522340]Windows Server 2012
[image: Capture2]
Figure 3 – Server Configuration in VM Ware Workstation

Figure 3, shows the virtual machine configurations chosen for the Window 2012 R2 server implemented in the virtual network. The hardware has been kept to the recommend settings by VM Ware for the particular operating system. A basic 2 GB of Memory and 1 Processor was implemented, this would minimise the performance demand on the host machine. 

[bookmark: _Toc481656275][image: ]
Figure 4 – Windows 2012 R2 Installation Process

Figure 4, shows the installation process of the server in VM Ware Workstation. 
[image: Windows Server 2012-2017-05-02-13-58-09]
Figure 5 - Installation of Wireless LAN Services

Figure 5, shows the installation of Wireless LAN Services role on the server. This allows the server to connect to Wireless Networks by enabling WLAN Auto Config service. This feature automatically configures the wireless service and allows the server to use wireless adapters connected [18]. In addition, Active Directory services were installed on the networks sever. 
[image: Windows Server 2012-2017-05-02-18-10-17]
Figure 6- Connection to Access Point
Figure 6, shows the server fully connected to the WIFI network using its Wireless Network adapter to connect to the physical access point.

[image: Windows Server 2012-2017-05-02-18-11-48]
Figure 7 - Connection test with other host and AP
Figure 7, shows the testing of the wireless network connection. The screenshot shows the connection between 192.168.0.1 (the routers IP address) is fully connected and data can be transferred between them. The figure also indicates that there is a successful connection between 192.168.0.100 on the network. This is the one of Windows 10 clients also on the wireless network. 












4.3.2 [bookmark: _Toc481656276]Windows 10 Client 
[image: E:\ScreenShots\Capture3.PNG]
Figure 8 – Installation of Windows 10 Client in VMware

Figure 8, describes the hardware chosen and implemented for the client based on the virtual network. As with all other Virtual machines the virtual network adapter is not utilised. This is due to the use of an external USB network adapter being used to connect the physical AP. The virtual network adapter being show has no bridged or NAT adapters connected. 














4.3.3 [bookmark: _Toc481656277]Kali Linux Client
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Figure 9 – Installation of Kali Linux within VMware
Figure 9, shows part of the installation process in Kali Linux. A 64 bit version was used and installed using a Debain 7 in VMware. 
[image: E:\ScreenShots\Debian 7.x 64-bit (3)-2017-05-03-16-46-49.png]
Figure 10 - The Kali Linux machine connected to WiFi Network.

Figure 10, Kali Linux machine is shown connected to the physical AP. The machine successfully connected to the router using a USB wireless adapter. 

[image: ]
Figure 11 – Network Connections to the Kali Linux machine. 
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Figure 12 – Configuring the wireless interface in Kali Linux


Figure 11 shows the connection to the Kali Linux machine. WLAN 1 is wireless adapter that will be used for penetration testing aspect. Figure 12 details the process of configuring the wireless interface to allow it to connect to networks. In addition, a monitoring virtual adapter was created. This allows the network adapter to monitor other networks that are within range of the wireless adapter.
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Chapter 5 – Testing and Evaluation  

[bookmark: _Toc481656281]Denail of Service Attack 
Without Security Features Enabled on the WIFI network:  
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Figure 13 – DOS 1 attack within Kali Linux
Figure 13, illiterates the process of attacking the access point using Kali Linux. This is done using the aireply-ng that specially targets the mac address of the physical access point in the wireless network. The attack uses broadcast packet in an attempt to de-associate all clients connected to the wireless network and cause the connection to be lost. 

A set time of 5 minutes was put in place to allow the Kali Linux machine to target the wireless AP. This would ensure that when the test was repeated, the same number of packets would attack the network every time the test was conducted. 


[image: E:\AP2.PNG]
Figure 14 – Firewall Disabled on Physical Router
[image: E:\AP4.PNG]
Figure 15 - DOS Protection Disabled on Physical Router

Figures 14 and 15 show that all security features on the physical wireless access point were disabled at the time of the attack. This would in theory all the network to be completely attacked with no countermeasures in place to stop a DOS attack. For the DOS attack to be consider complete, of all the devices on the network must de-associate with the AP. 


Data Collection and Results: 
[bookmark: _Toc481656282][image: E:\DOS Attack\Wiresharkcapture.PNG]
Figure 16 – Screen Capture of Wireshark during DOS 1 attack
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Figure 17 – Analysis of Packets being sent over Wireless Network during DOS 1 attack

Figure 17 shows the number of packets sent over the duration of the attack, to IP address on the network. This shows that 28,248 packets were sent over the network in the DOS attack

During the observation of the attacks it was found despite the large number of packets being sent over the network the host did not de-associate with the AP. The test was completed 21 times to attempt to get the AP to de-associate with the AP. 

With Security Features Enabled on the WIFI network: 
[image: E:\AP1.PNG]
Figure 19 - Firewall Enabled on Physical Router
[image: E:\AP3.PNG]
Figure 20 - DOS Protection Enabled on Physical Router

Figure 19 and 20 show that the Firewall and DOS protection have been enabled for this part of the attack. The DOS protection was set 3600 packet for parameters and ping was filtered on the WLAN. 

Data Collection and Results:
[image: E:\DOS Attack\Wiresharkcapture.PNG]
Figure 21 – Screen Capture of Wireshark during DOS 2 attack
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Figure 22 - Analysis of Packets being sent over Wireless Network during DOS 1 attack

Figures 21 and 22 show the data collected with security features enables on the wireless network. Figure 21 show the broadcast packets attacking the wireless network.
Figure 22 indicates there is significantly lower amount of packets that have reached the host on the network. The total number of packets sent to host on the network was 5,370 witch is lower than the 28,248 packet reaching the host on the network without any security features enabled.

Although, like in the scenario where no DOS protection and no other security features were enabled the wireless devices did not de-associate as expected. 








Reconnaissance Attack
[image: ]
Figure 23 – Example 1 of Monitoring Other Wireless networks
[image: E:\Recon\Debian 7.x 64-bit (3)-2017-05-03-21-09-02.png]
Figure 24 – Example 2 of Monitoring Other Wireless networks
Figure 23 and 24, show the how wireless networks can be monitored in Kali Linux. This example shows mac address of the access point, the wireless channel it is operating at, the encryption type, the cypher type and the authentication is discovered. This is critical information to start any type of attack on a wireless network.  
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Figure 25 – Identifying networks with WPS enabled

Figure 25, shows the use of ‘Wash’ feature in Kali Linux. This allow the attacker to identify networks that have WPS enabled. WPS is a weakness of wireless networks as it particularly easy to gain the key and therefore access to the network [15]. 
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6.1 [bookmark: _Toc481656286]Conclusion

The project has identified the key literature currently in the security field related to Penetration testing in a type two hypervisor. The review identified that there is little related literature offered in the area of Wireless Penetration Testing using virtual machines to carry out the practice.  

A detailed methodology has been constructed to ensure that data is captured and results are recorded accurately to produce accurate findings. 

The project has designed and implemented a virtual wireless network to allow attacks to be successfully carried out.

The project has carried out a number of wireless network attacks, these include a Denial of Service attack and two type’s reconnaissance attack to gather information on the network. The project has proven that with security features enabled on the wireless access point it prevented a Denial of service attack potentially causing disruption on the network. 

6.2 [bookmark: _Toc481656287]Recoomendations for  Further Research

· To carry out the same attacks with the same hypothesis in place using a type one hypervisor. This will minimise the problems incurred during this project as the host operating system has stopped attacks from working and possibility created false positives. 
· To implement a virtual wireless access point to have a complete virtual network infrastructure. 

[bookmark: _Toc481656288][bookmark: _Toc341174563]
Chapter 7 – Reflections 

On reflection, overall I feel that the project has met the aim and objectives. I feel that the design and implementation chapter of the report was well documented and described. Clearly, my investigation has proven that the network prevented more attacks with security features enabled on the virtualised network than without any switched on. This supports my hypothesis that, when the network was penetrated using a Kali Linux virtual machine, the network prevented more intrusion and data manipulation with the security facilities turned on and firewalls were configured.

In measuring the success of the aims and objectives, I have determined that the current literature in the field of security needs exploration, in particular the use of virtual machines in penetration testing in a wireless environment. I have compared the results of my experimental aspect of the project by evaluating the security technologies that are available for wireless networks to prevent network attacks.  

Overcoming the initial problem of VMware not allowing the implementation of a software or virtual type Wireless Access Point was a positive part of the project for me. In addition, I feel that the Methodology chapter is extremely thorough; this has supported me in the making changes to the initial plan of using a software based router. I feel that the only section of the Methodology that could have been stronger was the Data Collection section because initially there was a lack of understanding in how the data would be collected once the attacks had been completed. 

I feel that the Testing and Evaluation chapter of this project is the weakest due not being able to implement a Man in the Middle attack to due to a problem within Kali Linux. However, I feel that the rest the attacks are well documented. I had some further difficulties implementing some of reconnaissance attack, I was unable to run port scanning to an error with Kali Linux virtual machine becoming corrupt once the scan had been completed. 

I feel that the Literature Review chapter is a particular weakness as I do not feel I reviewed enough of the topic area. However, my research indicated that there was not enough research carried out into the area of Wireless Penetration Testing in a virtual environment. I feel that key research I concentrated on had some weaknesses because they were dated and that they do not specifically mention the use within a virtual environment such as VMware. Yet, this justifies the need for this particular study. 
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149 43774698 Tp-LinkT 49:1c:10 Broadcast e 42 uiho has 192.168.6.87 Tell 192.168.0.1

150 43.775008  Tp-LinkT 49:1c:10 Broadcast ave 42 4o has 192.168.6.92 Tell 192.168.0.1

15140762041 192.168.0.105 192.168.6.1 os 80 Standard query 0x5175 A ping3. teanviewer. com

152 44762061 Tp-LinkT_49:1c:10 Broadcast e 42 4o has 192.168.6.10? Tell 192.168.0.1

153 44764273 Tp-LinkT 49:1c:10 Broadcast e 42 4o has 192.168.6.11? Tell 192.168.0.1

154 44767137 Tp-Link 49:1c:10 Broadcast e 42 4o has 192.168.6.12 Tell 192.168.0.1

155 44771146 Tp-LinkT 49:1c:10 Broadcast e 42 4o has 192.168.6.14 Tell 192.168.0.1

156 44.772065  Tp-LinkT 49:1c:10 Broadcast e 42 o has 192.168.6.72 Tell 192.168.0.1

157 4477359 Tp-LinkT 49:1c:10 Broadcast e 42 uiho has 192.168.6.87 Tell 192.168.0.1

158 44774024 Tp-LinkT 49:1c:10 Broadcast e 42 4o has 192.168.6.92 Tell 192.168.0.1

159 45763402 Tp-Linkr 49:1c:10 Broadcast e 42 4o has 192.168.6.10? Tell 192.168.0.1

160 45764095 Tp-LinkT 49:1c:10 Broadcast e 42 4o has 192.168.6.11? Tell 192.168.0.1

16145767238 Tp-LinkT 49:1c:10 Broadcast ave 42 4o has 192.168.6.12? Tell 192.168.0.1

162 45.771126  Tp-LinkT 49:1c:30 Broadcast e 42 o has 192.168.6.14 Tell 192.168.0.1

163 45772078 Tp-LinkT 49:1c:10 Broadcast ave 42 4o has 192.168.0.72 Tell 192.168.0.1 v

> Frame 162: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
> Ethernet II, Src: Tp-LinkT_as 0 (84:16:f9: 0), Dst: Broadcast (Ff:ff:
> Address Resolution Protocol (request)

oo FF FF FF FF FF FF 64 16 9 49 1c 10 06 06 00 01
0010 @8 00 06 04 00 01 54 16 9 49 1c 10 c 2 00 O1
0020 90 00 00 00 00 00 cO a8 00 Oc

@ 7 Wi: <ive capture in progress> || Packets: 15614 - Displayed: 15614 (100.0%) || Profie: Defauit
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> Source IPvd Addresses 28243 00801 100% 11000 240552

> Destination IPv4 Addresses 28243 00801 100% 11000 240552

Dislay fter: Enter 2 dplay ler | o]
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Tunneling Protocol (PPTP) allows the Foint-to-Point Protocol
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> Source IPvé Addresses 5370 00637 100% 10400 76906

> Destination IPv4 Addresses 5370 00637 100% 10400 76906

Dislay fter: Enter 2 dplay ler | o]
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Browse and run installed applications
root@kali: ~

File Edit

Terminal Help

CH 11 ][ Elapsed: 16 s ][ 2617-05-03 21:66

BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
84:16:F9:49:1C:10 -38 38 2 0 11 54e WPA2 CCMP  PSK TP-LI
BSSID STATION PWR  Rate Lost Frames Probe

(not associated) C4:E9:84:16:96:C2 -43 0 -1 11 16

B [root@kali: ~] root@kali: ~
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root@kali: ~

Search Terminal Help

CH 5 ][ Elapsed: 2 mins ][ 2017-05-63 21:08 ][ WPA handshake: 84:16:F9:49:1C

BSSID PWR Beacons  #Data, #/s CH MB_ ENC CIPHER AUTH ESSID
84:16:F9:49:1C:10 -45 223 76 0 11 54e WPA2 CCMP  PSK TP-LI
42:C7:29:2C:DE:4F -78 28 © 0 1 54 OPN BTWif
40:C7:29:2C:DC:4E  -78 21 © 0 1 54e WPA2 CCMP  PSK BTHUD
42:C7:29:2C:DE:4C -78 24 © 0 1 54e WPA2 CCMP MGT BTWif
90:01:38:24:8C:31 -73 7 1 @ 6 54e WPA2 CCMP- PSK 18199
2C:30:33:49:75:5E -69 18 © 0 6 54 WPA2 CCMP  PSK The E
BSSID STATION PWR Rate Lost  Frames Probe

84:16:F9:49:1C:10 00:13:EF:90:36:77 0  le- O
84:16:F9:49:1C:10 C0:D9:62:7B:98:E2 -1 = le- @
40:C7:29:2C:DC:4E 40:B4:CD:AA:3C:9C -1  24e- 0

218 TP-LINK_1C|
1
1

cooooo®

(not associated) | C4:E9:84:16:96:C1 43 | 6 -1 42
(not associated)  C4:E9:84:16:96:C2 -47 6 - 1 46
(not associated)  5C:F9:38:66:C3:87 -65 6 - 1 12 181995
(not associated) — 60:F1:89:46:85:2D -67 6 - 1 4

|

[root@kali: - root@kali: ~
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Access documents, folders and network places

bot@kali: ~

Search Terminal

Help

nmap -v -A scanme.nmap.org

nmap -v -sn 192.168.6.0/16 10.0.0.0/8

nmap -v -iR 16000 -Pn -p 80
SEE THE MAN PAGE (http://nmap.org/book/man.html) FOR MORE OPTIONS AND EXAMPLES
root@kali
root@kali
root@kali:
root@kali
root@kali
root@kaliz~# wash -i mon®

bbbk

Wash v1.4 WiFi Protected Setup Scan Tool
Copyright (c) 2011, Tactical Network Solutions, Craig Heffner <cheffner@tacnetsol
1.com>

BSSID Channel RSSI WPS Version WPS Locked
ESSID

:16:F9:49:1C:10 50 1.0 No
TP-LINK_1C10

[!] Found packet with bad FCS, skipping..

[1] Found packet with bad FCS, skipping..

11

[root@kali: - root@kali: ~
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