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[bookmark: _Toc228314685]Abstract
HealthPlus Analytics (HPA) processes and stores special category personal data for UK healthcare customers, putting the organisation in a high-risk environment where loss of confidentiality, integrity, or availability could cause serious operational disruption and harm. This report presents a data security and governance framework structured around the NIST Cybersecurity Framework (CSF) 2.0 and incident response guidance from NIST SP 800-61, and operationalised through an ISO/IEC 27001-style information security management system (ISMS) approach to policy control, risk treatment, and continual improvement. The proposed controls prioritise phishing-resistant authentication for privileged roles, least-privilege access, improved cloud logging and configuration monitoring, ransomware-resilient backups with routine restoration testing, and role-based security awareness training. Overall, these measures provide a practical and auditable programme to reduce breach likelihood, strengthen detection and containment capability, and improve accountability across the organisation.

[bookmark: _Toc228314686]Introduction
HealthPlus Analytics (HPA) operates in a high-impact threat environment because healthcare data is highly valuable to attackers, hybrid and remote working increases the organisational attack surface, and greater reliance on cloud services introduces additional risks such as misconfiguration and identity compromise. As a data-driven healthcare technology company, HPA must protect the confidentiality, integrity, and availability (CIA) of patient information while also meeting legal, regulatory, and contractual expectations, including UK GDPR security obligations and NHS DSP Toolkit assurance requirements, in order to maintain trust with hospitals and clinics. This report adopts the NIST Cybersecurity Framework (CSF) 2.0 as an organising structure for governance and security controls and draws on NIST SP 800-61r3 to embed incident response within broader risk management activities [1]. In addition, UK Information Commissioner’s Office (ICO) security guidance and relevant NHS assurance standards are used to support the proposed measures and demonstrate a compliance-focused approach suitable for the UK healthcare context [3].

Identification of threats
Threats are grouped as external (originating outside the organisation) and internal (originating from employees, contractors, or trusted partners). For HPA, the highest-impact risks are those that combine identity compromise, cloud data exposure, and ransomware-driven disruption.

External Threats
· Ransomware and destructive malware targeting analytic servers and backup systems (data encryption, data theft/extortion, downtime) [6].
· Credential theft and account takeover via phishing, MFA gaps, password reuse, or token/session theft (cloud and email compromise) [2].
· Cloud misconfiguration exploitation (public buckets, exposed APIs, weak key management) leading to unauthorised access.
· Supply-chain compromise through third-party SaaS, MSPs, or software dependencies, enabling lateral access into HPA environments.
· Denial-of-service and service disruption impacting availability of analytics services and customer portals [2].

Internal Threats
· Insider misuse: Deliberate removal of patient datasets, unusually large data exports, or unauthorised sharing (malicious insider) [3].
· Accidental data exposure: mis-sent emails, misconfigured sharing links, poor access control, and shadow IT. [4].
· Privilege misuse and weak admin hygiene (shared admin accounts, lack of privileged access controls, unmanaged endpoints) [5].
· Endpoint risk from BYOD and remote working: lost/stolen devices, unpatched OS/apps, insecure Wi-Fi, and weak local protections [3].

Figure 1: Threat classification mapped to CIA triad (Confidentiality/Integrity/Availability).
[image: The CIA triad, with some examples for each property. | Download Scientific  Diagram]

Figure 2: HPA high-risk scenarios (cloud data access + ransomware) and likely impact
[image: Cloud Risk Assessment: A Step-by-Step Guide — Part 2 | by Hariharasudhan GK  | Medium]
[bookmark: _Toc228314687]Security Policies (best-practice aligned)
Policies define mandatory expectations and provide auditable evidence of management. HPA should maintain a controlled policy set under an information security management system (ISMS) approach consistent with ISO/IEC 27001 requirements (scope, risk assessment, control selection, continuous improvement). The policies below stick to NIST CSF 2.0 (especially GOVERN, IDENTIFY, PROTECT, DETECT, RESPOND and RECOVER) [2] and address UK GDPR security expectations [3].
[bookmark: _Toc228314688]Core policy set
· Information Security Policy: objectives, scope, roles, governance cadence and enforcement (CSF GV.*) [2].
· Data classification & handling policy: Define patient data as highly sensitive & have rules for storage, sharing, retention, and disposal [3] .
· Identity & Access Management (IAM) Policy: least privilege, role-based access, joiner/mover/leaver, MFA-by-default, privileged access controls [3].
· Cloud Security Policy: Secure configuration baselines, logging requirements, encryption/key management expectations, and change control [4].
· Endpoint & BYOD Policy: Device enrolment, encryption, patching, EDR, secure configuration, and conditional access for unmanaged devices [4].
· Vulnerability & Patch Management Policy: scanning rate, remediation SLAs, exception handling and risk acceptance (CSF GV/ID/PR) [2].
· Backup & Recovery Policy: immutable/offline backups, restore testing, separation of duties for backup admins (ransomware-resistant principles) [6].
· Incident Response Policy & Playbooks: roles, severity levels, communications, evidence handling, and post-incident lessons learned [1].
· Third-Party & Supply-Chain Security Policy: due diligence, contractual clauses, DSPT alignment where applicable, security questionnaires, offboarding [2].
· Security Logging & Monitoring Policy: minimum logs, retention, alerting, and review responsibilities [1].

[bookmark: _Toc228314689]Mitigation measures and implementation plan
Mitigations are prioritised for HPA’s observed incident patterns: Cloud unauthorised access and ransomware. The plan combines preventive controls with detective monitoring and resilient recovery capabilities, consistent with UK GDPR’s expectations to preserve confidentiality, integrity, availability, and the ability to restore access in a timely manner after incidents [3].
[bookmark: _Toc228314690]Identity, access, and privilege controls
· Enforce MFA for all users, especially for cloud/email/remote access; use phishing-resistant methods for admins where feasible [2].
· Implement Privileged Access Management (PAM): separate admin accounts, just-in-time elevation, approval workflows, session recording.
· Conditional access policies: block legacy auth, require compliant/enrolled devices, restrict high-risk geographies, and step-up auth [2].
[bookmark: _Toc228314691]Cloud data protection and configuration assurance
· Encrypt data in transit and at rest, with secure key management and rotation; align with ICO encryption guidance [4].
· Tighten IAM roles (least privilege), restrict public exposure, and implement automated configuration scanning (CSPM) [3].
· Centralise and protect audit logs (cloud trail logs, admin actions, data access events) with write-once retention where possible [1].
· Ransomware resilience (servers + backups)
· Adopt ransomware-resistant backup principles: immutability, separate credentials, deletion protection, and alerts on privileged changes [6].
· Segment analytics servers and restrict admin pathways (PAWs, allow-listing, hardened jump hosts) to reduce lateral movement [5].
· Regularly test restores and run tabletop exercises for ransomware scenarios; verify backups are malware-free before restoration [1].
[bookmark: _Toc228314692]Practical delivery (who/when/how)
Implementation should be managed as a step-by-step approach programme with a risk log and measurable outcomes (CSF Profiles). A pragmatic sequence for HPA is: (i) identity hardening and MFA enforcement; (ii) cloud access logging and misconfiguration reduction; (iii) backup immutability and restore testing; (iv) endpoint compliance for remote/BYOD; (v) continuous monitoring and incident playbooks [2].
[bookmark: _Toc228314693]Monitoring and incident response
HPA should operate a monitoring and response capability that detects suspicious events early and executes consistent playbooks. NIST SP 800-61r3 emphasises integrating incident response recommendations throughout risk management and across detection, response, and recovery workflows [1].
[bookmark: _Toc228314694]Monitoring (detect)
· Central SIEM ingestion: cloud audit logs, identity logs, endpoint telemetry (EDR), server logs, firewall/VPN, and DNS [1].
· Detection engineering: alert rules for impossible travel, admin privilege grants, mass downloads, public sharing changes, and backup tampering [6].
· Retention and integrity: protect logs against modification; keep sufficient retention to support investigations and compliance evidence [1].


[bookmark: _Toc228314695]Incident response workflow (respond/recover)
Incident / Alert
  ↓
Validate & classify severity (patient data? ransomware? service outage?) [1]
  ↓
Containment: isolate accounts/endpoints/servers; block indicators  [5]
  ↓
Eradication: remove malware, rotate secrets, patch exploited vulns [1]
  ↓
Recovery: restore from verified clean backups; re-enable services in stages [5]
  ↓
Post-incident: lessons learned, control improvements, staff comms, evidence pack [1]

Figure 3: Incident monitoring and response flow
[image: ]
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Policy compliance depends on staff behaviour, especially in remote and hybrid working. Training must be role-based, repeated, measurable, and connected to real incidents. UK GDPR expects organisational measures (not just technical controls) to protect personal information [3].
[bookmark: _Toc228314697]Programme structure
· Induction training (all staff): data handling, phishing basics, MFA, reporting suspicious activity, and acceptable use [3].
· Quarterly micro-learning: 10–15 minute modules (phishing, secure sharing, device hygiene, password managers, incident reporting) [5]
· Role-based tracks: developers (secure SDLC), analysts (handling extracts), IT admins (PAM, logging), executives (risk and incident comms) [1].
· Phishing simulations with coaching: measure click/report rates and target extra support (not punishment-first).
· Tabletop exercises: ransomware and cloud data exposure scenarios; validate playbooks and decision-making [5].
[bookmark: _Toc228314698]Metrics and governance
· Completion rates by department and role; overdue escalations to line managers.
· Phishing simulation metrics: report rate, time-to-report, repeat offenders (support plan).
· Policy exception counts and reasons; trend reduction over time.
· Incident KPIs: mean time to detect/contain, restore success rate, backup restore test pass rate [6].
[bookmark: _Toc228314699]Conclusion
HPA’s recent incidents are consistent with two common modern failure paths: first is identity and cloud control weaknesses enabling unauthorised access to sensitive datasets, and the second is ransomware disrupting operations and threatening data availability and confidentiality. A defensible posture requires governance (clear roles, policies, and assurance), preventive controls (MFA, least privilege, secure configuration), detective capabilities (centralised logging and alerting), and resilient recovery (ransomware-resistant backups and tested restoration). Aligning these measures with NIST CSF 2.0 and NIST incident response guidance, and evidencing them through NHS DSP Toolkit-aligned assurance, provides a credible path to improved compliance and reduced operational risk.
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Mitigations (how we implement)

Identity hardening: MFA, conditional access, PAM, admin separation
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