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Abstract
The present report examines how cloud computing is changing the IT sector, considering changes in industries, professional changes, and key technical aspects such as RESTful web services, JSON and Software-Defined Networking. It focuses on economic gains, scalability issues, as well as cloud migration effects for network engineers today. This shows how important RESTful web services are in assuring agility, scalability, and security for clouds. As such, SDN becomes a viable alternative which is cheaper and more flexible but has to be implemented very carefully in terms of security. In the context of the connected world of cloud computing, JSON and REST emerge as crucial facilitators of interoperability through their ability to facilitate seamless communication among diverse systems. The report as such stresses the dynamism in the business influenced by factors like cloud technologies and technological advances.
[bookmark: _Toc153386131]Introduction
The world of IT is forever changing. Things that might seem irreplaceable could be irrelevant in only a few years’ time. This has most definitely been the case with cloud computing and the software behind it. In this report I will be exploring the side of IT that is changing the industry day by day, and how those within the industry have adapted to the huge changes being made. I will also be looking at how the software has evolved and how the standards that were put in place aided in the success of cloud computing as a whole.

[bookmark: _Toc153386132]A Shift in the Industry
Computer networks are the backbone of modern industries, with countless pounds being transferred and hundreds of billions of emails being sent and stored each year, we need systems in place to keep everything in check. This is where computer networks play a crucial role in the industry, and with any big changes to them causing a domino effect.
One of the main reasons for this shift to cloud computing across the industry has been for its data security and economical safety it provides companies with. These safety nets allow smaller companies with lower budgets to store data from countless customers without the need to pay for a huge network and server setup. Also, due to there not being a physical server on site, it strengthens the networks resilience against typical threats such as natural disasters by storing cloud backups and automatic failover if an outage is to occur [1]. There are also many benefits for growing companies as these types of cloud computing networks are scalable, allowing the businesses to be more flexible with their decisions. This “Pay-as-you-go” model allows these businesses to scale networks based on the demand which, in turn makes it far more efficient economically as they pay for exactly how much they need and skip the huge upfront costs for setting up the network to begin with.
One huge impact cloud computing has had on the industry would be communication, as it has allowed us to talk and open a market with those in countries who may not have had the modern infrastructure to communicate with us before. India for example has a population of over 1.4 billion people, and in 2015 less than 15% of those people had access to the internet but now only 8 years later, over 43% of people have access to the internet [2], making it the fastest growing digital market in the world with an estimated value of $200 billion by 2026 largely thanks to the impact of cloud computing [3]. One of the reasons cloud computing has been able to take over so quickly is due to the “streamlined IT management” it offers such as automatic updates and system maintenance that are all done by the cloud service provider, meaning that less money and time is spent on managing the network so more time and resources can be used on more strategic initiatives [4]. 
There are many benefits to cloud computing however everything has down sides, and as cloud services are live services that store terabytes of personal data it makes them a target for hackers. This is not only dangerous for the business but also the people who use the service, such as what happened around august 2019 where over 530 million Facebook users had their information leaked and was posted onto a public database. The information consisted of full names, phone numbers, email addresses and location data which are all types of data that can put people at risk of scams and blackmail [5].

[bookmark: _Toc153386133]How the Profession has Evolved
As with any profession, when situations surrounding the job are continuously changing, so do the roles and responsibilities. With a projected job growth of 4% in the next few years, network engineers will continue to be needed by companies, however we are seeing a massive change in desired skillsets by employers and those with newer degrees based around more modern technology, such as cloud architecture, will tend to have an easier time finding a job [6]. One of the big changes that the profession has seen would be the shift from on-premises infrastructure to cloud only infrastructure. For the longest time, engineers would have needed to be on premises working with the physical network and servers, however, as cloud infrastructures are far cheaper to run, the focus has shifted to virtualized networks meaning the engineers can access the network from anywhere with a Wi-Fi connection. 
As organizations increasingly migrate to the cloud, network professionals are required to have an in-depth knowledge of cloud architectures, including specific cloud service providers such as AWS, Google Cloud, and Azure. This shift demands a great understanding of virtualization and scalability, network professionals are now typically responsible for implementing and managing security measures within cloud environments, meaning that they must also be confident in their cyber security skills. Automation and orchestration have become critical components of their toolkit, allowing them to streamline tasks and respond quickly to changing workloads. 
Collaboration with development teams, a focus on container networking, and continuous learning through varying certifications are now essential aspects of the network professional's role, highlighting the many sides of their responsibilities in the era of cloud computing. The modern network professional plays a crucial role in shaping and maintaining the technical infrastructure that lays the foundation for cloud services. Their evolving skill set reflects the complex and fast paced nature of cloud environments, requiring expertise in cloud architectures, security, and collaborative practices. Continuous learning remains fundamental as these professionals adapt to the fast paced and ever-changing world of cloud computing technologies. [7]
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Interoperability and Global Reach: Representational state transfer, or RESTful web services have played a massive part in the growth of cloud computing with the main reason for that being its design. RESTful is an architectural style for designing network applications that uses rules and constraints to guide the development, and aims for scalability, simplicity, and interoperability across all types of systems. The set up of the platform allows it to be used from anywhere around the globe which is great for businesses as they can connect and operate on a global scale thanks to the cloud. 
Agility and Scalability. Technology is a very fast paced industry as previously discussed; things are changing everyday so having an agile service is very important for keeping up with the times. This is where RESTful APIs contribute massively as the design allows for services to be scaled based on demand and features to be added or tweaked in response to the ever-changing environment.
Security and Collaboration. RESTful APIs play a big role in the securing data and communication within the cloud environment. Using standard security protocols such as OAuth and HTTPS help to ensure that the data exchange is managed securely. OAuth is a useful protocol that allows for third party access to data without the need of sharing passwords and works by granting a user with an “access token” for authorized data requests [8]. The reason these protocols are great for cloud services and networks is because it doesn’t require the users to input any private data such as passwords, preventing scams such as phishing and duplicated scam sites. It also protects the data they are accessing as the token that is given to the user can act as a tier system where some tokens only grant access to certain types of information and therefore makes it harder for the data to end up in the wrong hands.
Efficient Data Management. RESTful APIs have streamlined the data storage process for the cloud, creating a standardized interaction with databases and other storage systems with the efficiency contributing to effective business persistence and disaster recovery. RESTful APIs contribute to the expansion of the cloud computing industry by offering standardized and modular interfaces. These interfaces act as universal connectors that enable businesses to integrate a variety of cloud services into their applications almost seamlessly [9]. This integration is made more accessible and efficient due to the consistency and simplicity of RESTful APIs.
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The widespread adoption of Software-Defined Networking (SDN) across various industries is due to several compelling reasons, even though it requires an adaptation in the job roles of network engineers. SDN offers increased flexibility in network management by separating the data plane from the control plane, giving the engineers a centralized and dynamic management of network assets. This flexibility allows for rapid adjustments to network configurations and policies to help with the evolving needs of industry.
In addition to flexibility, SDN saves a significant amount of money for the organisations. Unlike the typical networking infrastructures that often involve huge investments in hardware such as servers and maintenance, SDN's virtualized approach reduces the reliance on costly hardware components, enabling them to operate and scale their networks efficiently to fit the exact needs of the business. Furthermore, SDN provides scalability, allowing organizations to easily adjust their networks based on demand in case of situations such as layoffs or any legal issues that may force a business to downsize or cut back on expenses. SDN provides the network engineers with the needs to allocate resources dynamically, ensuring efficient management of the capacity of the network. This scalability aligns well with the nature of modern business operations.
The centralized management architecture of SDN allows for more visibility and control over the entire network, simplifying network administration and reducing the complexity that is usually seen with managing distributed network components. This centralized approach is especially beneficial for organizations with diverse operations who may have network assets all around the world. SDN can integrate seamlessly with cloud environments which makes it well-suited for the businesses who are in the act of transitioning to an infrastructure based around the cloud. 
SDN includes orchestration and automated operations that simplifies repetitive tasks to achieve better operational effectiveness. Automating provisioning, management, and configuration processes allow network engineers to avoid making mistakes and focus on more strategic activities instead. Moreover, the centralized and programmable nature of SDN network security has made it adoptable all over the sector. This makes it possible for network engineers to ensure consistent security policies, detect and react quickly to threats as well as enforcing access control throughout the network. The adaptability is vitally important for overcoming ever-changing terrain of cybersecurity issues. Modern applications such as microservices and containers are supported by SDN with dynamic assignment and routing of networking resources in order to ensure maximum performance and optimized response times. Finally, it leads to heavy SDN adoption in industries as it addresses modern day network problems. Although network engineers may be forced to shift their roles, SDN remains a strategic option as it affords increased flexibility to an organization that builds robust and nimble network infrastructures at lower costs, higher scalability, reduced operational complexities, easier upgrades, as well as providing security.
The businesses making the shift to SDN will still have to face some difficulties that should be carefully considered by those who are making the decision. Despite the mentioned security benefits in some areas of the network, it can cause security risks in other areas of the network. Some of the features that provide the agile flexibility and real time programmability also leave a potential back door for attackers with one of the major risks being the new possibility of a “comprised SDN Controller attack” in the control plane layer due to the design of the SDN being centralized which can lead to the attackers to manipulate the entire network [10]
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JSON - JSON’s popularity in cloud computing is thanks to its slim design and human-friendly architecture. The simple nature of JSON does not compromise flexibility. The simplicity of its syntax renders it ideal for describing structured information that can be utilized with many devices and programming languages. 
REST - In this case, representational state transfer (REST) is utilized in order to match the fundamental design of the web. RESTful APIs, which use basic HTTP methods of communication make the process easy and compatible with other web standards. The willingness to abide by web standards makes it easier to incorporate RESTs services in the cloud platforms. [11]
One of the strongest aspects of both JSON and REST is that they incorporate language-agnostic design. A variety of programming languages can parse or generate JSON, making it an appropriate platform for data exchange. Likewise, RESTful APIs, built on common HTTP protocols, promote communication between separate programmed components developed in various languages. The use of this language-agnostic makes cloud system more interoperable. Therefore, cloud computing adopted RESTful architecture due to its loose coupling principals. Loosely coupled enables autonomous development of the component while maintaining their interoperability Its essential in providing an avenue for accommodating changes as well as other updates without affecting communication in the cloud environment. This simplicity occurs because each request has all the necessary data within for processing. Statelessness is inherent in cloud systems due to the flexibility they have with regard to bringing together additional components or deleting some of them while sharing only one session state. It makes the achievement of effective interoperability possible in volatile cloud environment. 
JSON and REST have attracted a wide variety of supporting development, offering a large selection of tools as well as libraries and other frameworks. Acceptance of these standards is widespread which aids the growth and adoption of cloud apps by developers in different fields in order to improve on interoperation. Simplicity, language-agnostic design, adherence to web architecture principles, loose coupling, statelessness, and strong community support are key factors driving JSON and REST standards adoption in cloud computing. In the midst of this complexity, this interoperability serves as the foundation which organizations communicate and integrate between multiple and varying cloud systems. Continued development and advancement of JSON and REST will determine an interoperable cloud future.





[bookmark: _Toc153386137]Conclusion
Cloud computing has been a major force that has transformed the face of IT as it has generated economies of scale, global linkages and dynamic skill sets among others. The simplicity and multi-lingual nature of JSON and REST are essential for interoperation between different cloud platforms. Cloud dynamics prompt change in professions as cloud architectures dominate, and network engineering embraces transformation, focusing on these three capabilities. The use of RESTful web services characterized with agility and scalability plays a great role in ensuring security of the data and efficient data management in the cloud. Security threats notwithstanding SDN is flexible, cost efficient, and enhances security in cloud-based infrastructures. In particular, the adoption of JSON and REST highlights that it is crucial to have standardized and pluggable interfaces so that various apps can integrate with ease. Summing up, the robustness of the industry depends on its flexibility, whereas JSON and REST act as pillars for interoperability. They remain the pioneers in ensuring efficient communications in the connected and integrated world of cloud computing.
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