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Abstract
Security matters have become an integral part of daily life, and organizations need to ensure that they are adequately secured. While legislatures enact corporate governance laws, more and more businesses are seeking assurance that their vendors
and partners are properly protecting information assets from security risks and are taking necessary measures to ensure business continuity. Security management certification provides just such a guarantee, thereby increasing client and partner confidence. Several frameworks, tools and standards have been included in IT management systems to help organizations assess their security risks, implement appropriate security controls, and comply with governance requirements as well as privacy and information security regulations., in organizations. However, on their own, they are not comprehensive enough to serve as efficient IT management system. This paper reviews two established frameworks, such as ITIL, COBIT and a standard, ISO/IEC 27002 focusing on their similarities and differences. It then proposes a comprehensive framework by integrating the three general framework and standards into an IT framework that could be used in every company.
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1. Introduction

Management is an attempt to direct and control a group of one or more people or entities for the purpose of coordinating and harmonizing them towards  accomplishing a special goal. At present Management encompasses several dimensions like human resources, financial resources and technological resources. One new area of management is Information technology management (or IT management). It is a combination of two branches of study, information technology and management [1].
‘Information technology’ has several definitions from different perspectives:
From the first perspective, IT systems are applications and infrastructures which are components of a larger product. They enable or are embedded in processes and services.
From the second perspective, IT is an organization with its own set of capabilities and resources. IT organizations can be of various types such as business functions, shared services units and enterprise-level core units.
From the third perspective, IT is a category of services utilized by business. They are typically IT applications and infrastructure that are packaged and offered as services by internal IT organizations or external service providers. In this perspective IT costs are treated as business expenses.
From the fourth perspective, IT is a category of business assets that provide a stream of benefits for their owners, including but not limited to revenue, income and profit. In this perspective IT costs are treated as investments [2].
All definitions emphasize the importance of IT in the organizations. Therefore, it is crucial to manage and implement IT in the organizations. There are several standards, tools, frameworks and best practices to manage and maintain IT services. The most applicable and widely used such standards are ISO/IEC 27002 in information security [3], COBIT [4], ISO 20000[5] and ITIL [6]. Every standard, tool and framework have its strength and its limitation. Hence, it is better to combine them to make a comprehensive IT framework in the organizations. Based on previous studies the best combination should be between laying ITIL, COBIT and ISO/IEC17799 together [7]. But ITIL de-facto standard and ISO/IEC 17799 standard recently has been refreshed and changed.
This paper, will firstly provide an ITIL, COBIT and ISO/IEC 27002 will be stated. Then based on these three frameworks and standards a comprehensive framework will be proposed.

1.1 ITIL
The Information Technology Infrastructure Library (ITIL) is a set of concepts and policies for managing Information Technology (IT) infrastructure, development and operations. ITIL is published in a series of books, each of which covers an IT management topic. The names ITIL and IT Infrastructure Library are registered trademarks of the United Kingdom's Office of Government Commerce (OGC) [1]. ITIL gives a detailed description of a number of important practices with comprehensive checklist, tasks procedures that can be tailored to any IT organization ITIL is the most widely accepted approach to IT Service Management in the world. ITIL provides a cohesive set of best practice, drawn from the public and private sectors internationally
ITIL (Information Technology Infrastructure Library) is a de-facto standard which introduced and distributed by Office of Government Commerce (OGC) in UK and includes all IT parts of organizations [8]. It has an iterative, multidimensional and lifecycle form structure. ITIL has an integrated approach as required by the ISO/IEC 20000 standard with following guidance: [9]

1.1.1Service Strategy
The Service Strategy provides guidance on how to design, develop and implement service management from organizational capability perspective and strategic asset. It provides guidance on the principles underpinning the practice of service management which are useful for developing service management policies, guidelines and processes across the ITIL service lifecycle. Service Strategy guidance is applicable in the context of other parts of ITL lifecycle. Service Strategy covers these parts of IT systems: the development of markets, internal and external, service assets, service catalogue and implementation of strategy through the service lifecycle.
Service Strategy includes these processes:
•	Financial Management
•	Service Portfolio Management
•	Demand Management [10].

1.1.2 Service Design
It is guidance for the design and development of services and service management processes. It covers design principles and methods for converting strategic objectives into portfolios of services and service assets. The scope of Service Design includes the changes and improvements necessary to increase or maintain value to customers over the lifecycle of services, the continuity of services, achievement of service levels and conformance to standards and regulations. It guides organizations on how to develop design capabilities for service management. Service Design includes these processes:
•	Service Catalogue Management
•	Service Level Management
•	Capacity Management
•	Availability Management
•	IT service Continuity Management
•	Information Security Management Supplier Management, Application Management
•	Data and Information Management Business Service Management [11].
 
1.1.3 Service Transition

It is guidance for the development and improvement of capabilities for transitioning new and changed services into operations. Service Transition provides guidance on how the requirements of Service Strategy encoded in Service Design are effectively realized in Service Operation while controlling the risks of failure and disruption. This part of ITIL framework combines practices in release management, program management and risk management and places them in the practical context of service management.
Service Transition processes are:
•	Change Management
•	Service asset and Configuration Management
•	Release and deployment Management
•	Knowledge Management
•	Stakeholder Management
•	Transition Planning
•	Support and Service Evaluation [12].

1.1.4 Service Operation
Service Operation tries to embody practices in the management of Service  Operation.  It includes guidance on achieving effectiveness and efficiency in the delivery and support of services so as to ensure value for the customer and the service provider. Strategic objectives are ultimately realized through Service Operation, therefore making it a critical capability.
It processes are:
•	Event Management
•	Incident Management
•	Request Management
•	Problem Management
•	Access management [13].

1.1.5 Continual Service Improvement.
This is including of instrumental guidance in creating and maintaining value for customers through better design, introduction and operation of services. It combines principles, practices and methods from quality management, Change Management and capability improvement. Organizations learn to realize incremental and large-scale improvements in service quality, operational efficiency and business continuity.
Its processes are:
•	The 7-Step Improving Process
•	Service Level Management [14].
 

2.	COBIT
The Control Objectives for Information and related Technology (COBIT) is a set of best practices (framework) for information technology management created by the Information Systems Audit and Control Association (ISACA), and the IT Governance Institute (ITGI) in 1992. COBIT was released and used primarily by the IT community. Later Management Guidelines were added, and COBIT became the internationally accepted framework for IT governance and control [15].
COBIT provides managers, auditors, and IT users with a set of generally accepted measures, indicators, processes and best practices to assist them in maximizing the benefits derived through the use of information technology and developing appropriate IT governance and control in a company.
In its latest edition, COBIT has 34 high level objectives that cover 215 control objectives categorized in four domains: Plan and Organize, Acquire and Implement, Deliver and Support, and Monitor and Evaluate.
The COBIT mission is to research, develop, publicize and promote an authoritative, up-to- date, international set of generally accepted information technology control objectives for day-to-day use by business managers and auditors. Managers, auditors, and users benefit from the development of COBIT because it helps them understand their IT systems and decide the level of security and control that is necessary to protect their companies’ assets through the development of an IT governance model. COBIT covers four domains:

2.1 Plan and Organize
The Planning and Organization domain covers the use of technology and how best it can be used in a company to help achieve the company’s goals and objectives. It also highlights the organizational and infrastructural form IT is to take in order to achieve the optimal results and to generate the most benefits from the use of IT. Here is lists of the high-level control objectives for the Planning and Organization domain.
•	Define a Strategic IT Plan
•	Define the Information Architecture
•	Determine Technological Direction
•	Define the IT Processes, Organization and Relationships
 
•	Manage the IT Investment
•	Communicate Management Aims	and Direction
•	Manage IT Human Resources
•	Manage Quality
•	Assess and Manage IT Risks
•	Manage Projects

2.2 Acquire and Implement
The aim is to identify its IT requirements acquiring the technology and to implement it within the company’s current business processes. This domain also addresses the development of a maintenance plan that a company should adopt in order to prolong the life of an IT system and its components. Here is list of the high-level control objectives for the Acquisition and Implementation domain.
•	Identify Automated Solutions
•	Acquire and Maintain Application Software
•	Acquire	and	Maintain Technology Infrastructure
•	Enable Operation and Use
•	Procure IT Resources
•	Manage Changes
•	Install and Accredit Solutions and Changes

2.3 Delivery and Support
This domain tries to manage delivery services which include:
•	Define and Manage Service Levels
•	Manage Third-party Services
•	Manage Performance and Capacity
•	Ensure Continuous Service
•	Ensure Systems Security
•	Identify and Allocate Costs
•	Educate and Train Users
•	Manage Service Desk and	Incidents
•	Manage the Configuration
•	Manage Problems
•	Manage Data
•	Manage the Physical Environment
•	Manage Operations

2.4 Monitor and Evaluate
The Monitoring and Evaluation domain deals with a company’s strategy in assessing the needs of the company and whether or not the current IT system still meets the objectives for which it was designed and the controls necessary to comply with  regulatory requirements. Monitoring also
 
covers the issue of an independent assessment of the effectiveness of IT system in its ability to meet business objectives and the company’s control processes by internal and external auditors. The following table lists the high-level control objectives for the Monitoring domain
•	Monitor and Evaluate IT Processes
•	Monitor and Evaluate Internal Control
•	Ensure Regulatory Compliance
•	Provide IT Governance[16].


3. ISO/IEC 27002
This is an information security management system (HISMSH) standard which is the  Code of Practice for Information Security Management. It lists security control objectives and recommends a range of specific security controls. Organizations that   implement an HISMSH in accordance with the best practice advice in ISO/IEC 27002 are likely simultaneously to meet the requirements of ISO/IEC 27002,	but certification is entirely optional (unless mandated by the organization's stakeholders) [17].
  The standards of ISO/IEC are internationally recognized and they are disclosed and accepted by organizations. This shows the relevance and importance of these established standards that include the best security practices for companies in any sector of the economy, regardless the branch operations because they need to protect their information. This normalization is sub-divided into 11 sections (SAINT-GERMANY,
2005):
• Information; Security Policy.
• Organizing Information Security.
• Asset Management.
• Safety of Human Resources.
• Physical Security and the Environment.
• Operations and Communications Management.
• Access Control.
• Acquisition, Development and Maintenance of Information Systems.
• Information Security Incidents Management.
• Business Continuity Management.
• Compliance.

4. COBIT, ITIL and ISO/IEC 27002 – Overview of the Standards
The standards’ overview is presented in the following table which enables the understanding of the key similarities and differences between the three standards:

[image: ]Table1: Overview of COBIT, ITIL and ISO/IEC 27002




5.	ITIL related to COBIT
The strength within ITIL is the way processes are described with different activities and flowcharts to use for target implementation. Cost/Benefit and implementation issues are also described. There are also guidelines for reviews and Critical Success Factors, but these issues are better described in COBIT. First of all, COBIT is defined by the IT-audit community as a framework highly suitable for authority. COBIT is also stronger when it comes to management issues where “Management Guidelines” provides the implementer with a reference where Critical Success Factors are described together with Key Goal Indicators, Key Performance Indicators and Capability Maturity Models (CMM).
When ITIL is benchmarked with COBIT, it has been found that they correspond with each other to a high degree, especially, when the processes of COBIT are ITIL based as in its latest version. In spite of different words used for the same issue but they cover the same problem. It is only for Incident Management in ITIL that there is not any equivalent in COBIT. This however, does not mean that it is not covered at all; instead it may be covered in other parts of the framework or with a different approach [18]. As shown in Table 2.
Therefore, it is better to borrow Concepts/process, Activities, Cost/Benefits and Planning to Implementation from ITIL standard and Audits from COBIT to design a comprehensive framework.

Table 2: Compare ITIL and COBIT
	ITIL
	COBIT

	Incident Management
	Manage Problems and Incidents

	Problem Management
	Manage Problems and Incidents

	Configuration Management
	Manage and Configuration

	Change Management
	Manage Change

	Release Management
	Manage Changes and Configuration

	Service	Level Management
	Define and Manage Service Levels

	Financial Management for IT Services
	Identify and Allocate Costs

	Capacity Management
	Manage Performance and Capacity

	Service	Continuity Management
	Ensure	Continuous Service

	Availability Management
	Manage Performance and Capacity




6.	ITIL related to ISO/IEC 27002
As already mentioned, ISO/IEC 27002 is used for information security and not just IT issues. With such broad objectives it is apparent that ISO/IEC 27002 does not correspond with ITIL as much as ITIL does with COBIT. ISO/IEC 27002 main straight is in its application for ensuring overall security at all levels within an organization.
Problem Management and Configuration Management in ITIL have not any equivalent in ISO 27002. Configuration Management has a huge impact on the IT environment and it should be handled in a secure manner. In addition, in ISO/IEC 27002 security is characterized as the preservation of Confidentiality, Integrity and Availability. In ITIL Availability is about quality aspects such as reliability, maintainability, serviceability & resilience. Another important finding in the benchmark is that financial issues are not handled at all in ISO/IEC 27002; instead it is about only risk management, i.e. the implementer should mitigate risks to avoid costs. ITIL, on the other hand, is about financing and cost allocation for the delivery of IT-services.
Therefore, it is better to borrow Information Security process from ISO/IEC 27002 in designing a comprehensive framework.


7. Combination of ITIL COBIT and ISO/IEC 27002
In every organization today, IT services must be delivered in a cost-efficient manner, mitigating security risks and complying with legal requirements. The equation is difficult to handle and in some cases it seems like an impossible mission. To be able to survive in this environment a combination of ITIL, COBIT and ISO/IEC 27002 can be valuable for organization targets. Implementers should use ITIL to define strategies, plans and processes, use COBIT for metrics, benchmarks and audits and use ISO/IEC 27002 to address security issues to mitigate the risks as below in Table 3.

Table 3: Adapting ITIL with COBIT and ISO/IEC27002
	ITIL
	COBIT
	ISO/IEC 27002

	Concepts/process
	Critical Success Factors
	Information Security

	Activities
	Metrics (CSF,KPI)
	

	Cost/Benefits
	Benchmarking (CMM)
	

	Planning for Implementation
	
	

	
	Audit
	



Based on the characteristics of each of these methodologies, the strengths and weaknesses of their structures was evaluated It can be concluded that the combined use of ITIL, COBIT and ISO/IEC 27002 methodologies should be implemented as shown in Table 3. Table 3 was established by comparing similar control objectives between the ITIL, COBIT and ISO / IEC 27002 methodologies. The identification of good practices (Table 2) between the methods was listed by the handling of the approaches dealt with by each objective. The Critical Success Factors of the COBIT methodology address a larger number of aspects in comparison to the IT ITIL and ISO/IEC 27002 methodologies. As a result of this work the proposed suggestion is that ITIL methodology should be used to define the strategies, concepts and processes related to IT management. COBIT should be used to evaluate the critical success factors, metrics, indicators and audits. In addition, the ISO/IEC 27002 standard should guide the management of IT in relation to issues of IT security.


8. conclusion
The efficient use of IT by organizations is a goal to be achieved and has been sought after by many companies. Some of them have already achieved this level of complexity required by the use of these technologies, acquiring as a result, a competitive edge in the marketplace where it operates. This level can be achieved through the GTI, however the GTI has a much broader focus and it is extremely complex.
There are many more comprehensive actions than the administration of information technology, for users of these technologies and processes that they operate.
There are several developed and distributed methodologies in organizations to manage information technology. Regardless the methodology used, the objective of GTI is to help the organization improving their competitive advantage compared to its competitors. Chase, Jacobs and Aquilano (2006) argue that the competitive advantage occurs from the time that organizations conceive efficient and effective operations.
Efficiency means doing something at the lowest possible cost and effectiveness means doing the right thing to create the greatest value for the company. In this context, IT operations must be carried out efficiently, minimizing security risks and in accordance with legal requirements.
These goals are difficult to achieve, even as the methodologies of IT management are more effective and comprehensive in some aspects and contrariwise. In order to achieve better results and meet all the needs of IT management, the article proposes an organization to use a combination of ITIL, COBIT and ISO/IEC 27002 to achieve the organizational goals.
As is proposed throughout this work (items 4 to 4.5), the combination between the management methodologies of TI ITIL, COBIT and ISO/IEC 27002 will provide a more comprehensive and efficient approach, enabling features that were not previously considered by the use of a single method begin to be addressed and controlled by the organization.
[bookmark: _GoBack]The relationship between these methodologies suggests several aspects in common as can be seen in table2, after the analysis of the interaction and the good practices of the methodologies was possible to propose a model of interaction between these models that can be seen in table3.
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