Task 1a
University and higher-level education are a great place to work on many skills that can benefit you throughout your working life, such as critical thinking, communication skills, and team working.
The development of such skills being a critical underpinning in being able to do well at many jobs. [1]

Critical thinking can help you get better grades, catch errors, biases, and misinterpretations that may slip into your work, and get a better more well-rounded view of the world. [2]

The ability to communicate successfully is also key to success in a future career. Though students tend to avoid things they find difficult or challenging, university can be a great place to practice these skills. [2]

Communication skills, team working, and critical thinking skills are all skills that are critical in a cyber security career.
Communication skills can help you communicate in a clear and understandable way to both technical and non-technical people alike.
Cyber security is often a team effort, so team working and good collaboration is essential.
Furthermore critical thinking is used to problem solve, leverage different tactics, and finding ways to fix systems. [3][4]


A diagram on how different skills are learnt in university, and how they help in a future computing career.
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Task 1b
AI General Use Cases
People use many different AIs (best described as Generative AI or LLMs) for many different things, such as generating pictures, code, writing, and much more.
OpenAI’s ChatGPT is a large well known LLM that mainly focuses on creative generation, more general day-to-day assistance, and sometimes built-in web browsing. [5]
Comparatively, Anthropic’s Claude focuses more on more structured outputs, longer document analysis, and deeper thinking. [5]
In the AI video generating space, Google’s Veo uses diffusion-based architecture to create convincing, high-quality video with good audio. [6]

AI Support in a Career
Anthropic’s Claude is a Generative AI and LLM, that has also branched out into “Claude code”, an agentic coding tool.
Working with Claude, you can use it to check the most recent news in the cyber security world:
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Fig 2.


As cyber security is an ever-evolving field, Claude can also help you find the best places to learn about new techniques and technologies that appear:
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Fig 3.

Claude Mythos can also be used for more complex cyber security tasks, such as finding vulnerabilities at a greater scale and help with finding fixes and patches for any vulnerabilities that are found.
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Recent cybersecurity vulnerabilities and zero days v

What's the most recent cyber security vulnerabilities and zero days that have come
up in the past few days?

Searched the web >

Here's what has come up in roughly the last week, based on the reporting I found.

Fortinet FortiMail (CVE-2026-104286) is the biggest story. Fortinet is warning that attackers
are exploiting a critical bug, rated CVSS 9.8, that lets them write files to vulnerable systems
without logging in. It combines path traversal with improper handling of null characters in the
web interface, and writing files to certain locations could lead to code execution. CISA added it
to its Known Exploited Vulnerabilities (KEV) catalog and set an October 4 deadline for US
federal agencies to apply mitigations. Fortinet has published workarounds for versions where
fixes aren't available yet. Fortinet sounds thealarmo...

Citrix NetScaler ADC and Gateway (CVE-2026-88771 and CVE-2026-88772) are also being
exploited. WaterISAC updated its notification on the actively exploited NetScaler zero-days on
October 2. Help Net Security's weekly roundup also flagged an exploited NetScaler RCE zero-

day. waterisac  senserva

Other products under in-the-wild exploitatioi ¥ e Hacker News lists Check Point (CVE-
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Claude is Al and can make mistakes. Please double-check cited sources. Sonnet 5.5 Medium
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What's the best way to learn about zero days in cyber security?

Outlining alearning path for cybersecurity zero-day research.

The best approach is to build foundations first, then study real cases, then practice in legal,
controlled environments.

1.Build the fundamentals

Zero-day work rests on a few core areas: how operating systems and memory work, C/C++and
assembly (where many classic vulnerabilities live), networking and web protocols, and a
scripting language like Python. Without these, write-ups about zero-days will be hard to follow.

2.Understand the concept and ecosystem

Learn what a zero-day actually is (a vulnerability unknown to the vendor, with no patch

available), how the lifecycle works (discovery, exploitation, disclosure, patch), and who's
involved: researchers, vendors, bug bounty programs, exploit brokers, and threat actors.

Reading about coordinated disclosure norms is worth the time.

3. Study real-world cases

This is probably the most valuable part. Good so*~~es include:
v
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Skill How it is learnt in university Why it matters in computing

Problem-based learning . Solve complex problems

Critical thinking - ) ) ) ) .
Debugging and dissertations Debug, design, optimise

Group software projects N Deliver in agile teams

Teamwork —> ) ] .
Agile sprints, code review Collaborate across roles
I Presentations and vivas Explain to non-experts
Communication —> —> p P
Clients, managers, users

Reports and peer feedback

Employable, adaptable computing graduate





