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[bookmark: _Toc228318109]Task 1: Research Report – Digital Forensics
[bookmark: _Toc228318110]1.1 Introduction
Digital forensics is a key field of study in the area of cybersecurity that deals with the identification, acquisition, analysis and presentation of computer evidence in a legally acceptable way [6]. Due to the booming development of digital technologies and cybercrime, organisations are turning to digital forensics as a vital tool to investigate different incidents like data breaches, insider threats, and theft of intellectual property. It is beneficial in both investigation and legal processes, as well as enhancing organisational security. This report critically assesses contemporary digital forensics, its tools and capabilities, how it interrelates with cybersecurity, upcoming trends, challenges, and the international job market [1].
[bookmark: _Toc228318111]1.2 Digital Forensics and Tools Current State
Digital forensics has grown out of the computer investigations in the past into multi-domain, semi-complex and multi-technology investigations or mobile devices, cloud environments, networks, and IoT. Such a transition is a sign of the growing variety of data sources and the sophisticated nature of contemporary digital ecosystems [3].
Contemporary forensics has developed high-end evidence gathering and examination. Physical and logical recovery of mobile information via tools like Cellebrite UFED (messages, media and artefacts) makes this possible. Likewise, FTK Imager and Autopsy facilitates disk imaging, file system analysis and deleted file recovery. The tools are made to process very high amounts of data without interference to the forensic integrity [2].
Hashing cryptographic hash functions like MD5 and SHA-256 is a core component of digital forensics and are used in assuring evidence integrity. This will make sure that there is no alteration of data during the investigation. Other advantages like the ability to search using keywords, analyze metadata and reconstruct the history make the investigators see patterns and recreate the events [4]. Comprehensively, the discipline can be described as automated, scalable, and capable of analysing complex data.
[bookmark: _Toc228318112]1.3 Intersection of Digital Forensics and Cybersecurity
Digital forensics and cybersecurity are analogous to each other and the two are significant to one another forming the backbone of Digital Forensics and Incident Response (DFIR). Cybersecurity is concerned with threats prevention and detection whereas digital forensics investigates events and offers evidence-based information [3].
Cybersecurity systems in practice produce alerts at the time of detection of suspicious activity. The digital forensics will then re-assemble the events sequence, whereby it will ascertain where the attack originated, and the level of damage. This unification improves incident response and helps organisations to learn through attacks [1].
Also, forensic findings are used in intelligence regarding threats by exposing the behaviour and methods of the attacker. This data assists to enhance defensive strategies. Legality is also important relating to the relationship since compliance, litigation and internal investigations are not possible without forensic evidence [6].
[bookmark: _Toc228318113]1.4 New Technologies in Digital Forensics
Various emerging trends in digital forensics are brought about by the technological developments. The role of cloud forensics is rapidly growing with the understanding that data is now distributed to the system of distributed systems posing issues concerning access and jurisdiction. Mobile forensics is on the rise as a result of the proliferation of smartphones and encrypted applications [2].
Artificial intelligence and machine learning are introducing changes to the field, as it will allow the automated analysis of data, detection of anomalies, and prioritisation of evidence. The technologies enhance efficiency and save on the time of investigation. Another area is IoT forensics, connected devices produce valuable but novel evidence.
Another emerging field in the field of data analysis, which is important to cryptocurrency, is cryptocurrency forensics since cybercrime hinges on digital currencies all the time. Researchers should come up with specific methods of tracking blockchain transactions to detect fraudulent transactions [5].
[bookmark: _Toc228318114]1.5 Key Challenges in Digital Forensics
Digital forensics has a number of challenges despite this development. The growing amounts of data are considered one of the biggest problems as they may contaminate investigators and slow down the analysis. There must be efficient data filtering and prioritisation [1].
Another major challenge is encryption since most of the current devices and applications possess powerful encryption, which restricts access to data. Such information might need highly-structured instruments or court permission to be obtained by investigators [4].
Anti-forensic tools, such as deleting evidence, obfuscation, and manipulation of timestamps are applied to cover the tracks and make investigations challenging. The jurisdictional and legal issues also occur when there is a need to store data in more than one country with varying regulations. Moreover, the fast technical evolution whitens the necessity to acquire and update the knowledge and skills of forensics workers [3].
[bookmark: _Toc228318115]1.6 National and International Job Market
Digital forensics are in high demand throughout the world as cyber threats are on the rise along with the necessity to prioritize data protection. Skilled investigators are needed by organisations in all fields including finance, health care, and government.
Digital forensic analyst, incident responder, and cybercrime investigator are the key positions that involve technical knowledge, analytic abilities, and legal knowledge. Governments and organisations are spending a lot on the cybersecurity infrastructure, which is generating good jobs [2].
The market in other countries is more demanded as well, where salaries are competitive and career development is high. The professional development of the field is a necessity that is not to be neglected because it changes quickly due to the emergence of some new technologies and threats [5].
[bookmark: _Toc228318116]1.7 Conclusion
Digital forensics is an emerging and important field that aids in cybersecurity by facilitating the study and examination of digital evidence [4]. Even as data complexity, encryption, and even legal limitations continue to be obstacles, the use of tools and technologies is enhancing the investigation capacities. As the use of digital systems grows, as do cybercrimes, digital forensics will be more instrumental in the provision of security, accountability, and justice.
[bookmark: _Toc228318117]TASK 2: DIGITAL FORENSIC INVESTIGATION REPORT 
[bookmark: _Toc228318118]2.1 Case Background 
Quantum Tech Ltd refers to a high-tech organisation, which specializes in development of high-tech hardware systems that involve artificial intelligence. The company has indicated that there was a suspected security breach wherein there was unauthorized access into its proprietary patent database. The specified property, QT-AI-2025 is a very valuable intellectual property with great commercial and competitive impact. Any breach of this sensitive information may lead to very serious losses of money, damage to reputation, and competitive advantage in the industry [7].
Internal monitoring systems first identified the incident that alerted about the presence of abnormal data queries involving the database about patents with unusual access patterns. All of these anomalies were not in line with the regular user behaviour indicating that the access was not a part of normal operation [11]. The type of activity signified an insider threat but not an external cyberattack as the operation began under an authorized user account and had sufficient privileges.

After investigations were conducted internally, Emma, who had been appointed a senior engineer in the company, was declared as the first suspect. Emma had approved entry to the database of patents and it gave the opportunity and ability to retrieve the sensitive information. The suspected breach was especially serious because of her position in the organisation which made her a person of trust [10].
Subsequent intelligence indicated that Emma might have participated in an organized scheme with a third-party, Joe, to steal and deliver sensitive patent data. Joe is thought to have served as a communication liaison, making the passage of information to third parties [25]. NexGen Circuits was a company where Norman worked and he was the probable recipient of the stolen information, there was a possibility of corporate espionage.
The incident was severe, which is why law enforcement agencies were involved to investigate the incident in a formal manner. Various electronic gadgets that were in the possession of the suspects were taken to do forensic examination. The main goal of this investigation is to locate, preserve, examine, and comprehend digital evidence so as to ascertain whether the unlawful access, data exfiltration and similar criminal acts have been committed [18].
[bookmark: _Toc228318119]2.2 Evidence Inventory and Chain of Custody 
This resulted in the gathering of four exhibits during the investigation. All possible measures concerning the digital forensic best practices were applied to each item to prevent cases of evidential distortion and inadmissibility as part of the legal process [25].
	Exhibit ID
	Device Type
	Owner
	Description
	Forensic Relevance

	EX-01
	Nokia C2 Android Smartphone
	Emma
	Primary mobile device used by suspect
	Contains WhatsApp data, images, communication artefacts

	EX-02
	USB Flash Drive (16GB)
	Emma
	External storage device
	Potential medium for storing or transferring confidential patent files

	EX-03
	Android Smartphone
	Joe
	Intermediary communication device
	May contain communication linking Emma to external parties

	EX-04
	Android Smartphone
	Norman
	Recipient communication device
	Suspected endpoint for receiving stolen data



Extensive documentation of each device at the time of seizure was done by photography to record the physical state of the device, the connecting cables and the surrounding environment. This primary record is important in determining the condition of the evidence before forensic analysis [17].
To block remote access, tampering or data destruction, all the devices were immersed in anti-static Faraday bags within minutes. These specialised bags shield the electromagnetic signals and thus no external communication should take place with the devices when in storage.
An extensive record of custody chain was kept during the investigation. Detailed log This log records every contact with the evidence and gives details on the date, time and place of seizure, the personnel involved in handling the evidence and all of the exchanges between individuals. Having a clean chain of custody is certain to prove that the evidence has not been changed or mishandled [7].
Forensic imaging was used to make precise digital representations of the original machines. This makes the process enable the investigators to examine the data without the original evidence being manipulated. To create personal digital fingerprints of data during acquisition, cryptographic hash functions such as MD5 and SHA-256 generated this unique value of the data. The converted hash values were re-checked at the end of analysis to verify that there were no alterations [10].
Hashing is one of the most crucial aspects in digital forensics as it verifies the integrity of the evidence and authenticity. Any change in the data would lead to a change in the value of the hash which would instantly reveal that someone has changed it [11].
Generally, the evidence handling procedure followed accepted forensic practices to make sure that all the conclusions drawn can be considered reliable, verifiable, and presentable in court.
[bookmark: _Toc228318120]2.3 Methodology
[bookmark: _Toc228318121]2.3.1 Evidence Acquisition
The process of acquisition was carried out according to the agreed-upon standards of applying digital forensics in order to guarantee that all the evidence was stored in its original form and will be admissible in a court of law. The main aim of this step was to produce the proper forensic replicates of the equipment without modifying the original data.
Principal processing of the primary device (EX-01) was done with Cellebrite UFED, a well-established industry-standard mobile device processing tool. UFED is also optimized to give smartphone information, and it has extensive coverage in smartphone operating systems and devices. It allows investigators to conduct logic and physical extractions and it makes it a valid, and a forensically acceptable way to conduct mobile investigations. A logical extraction was carried out in this instance and the file system of the device, along with applications data, media data, and user-created content, were accessed.
The practical extraction process carried out during the investigation is illustrated below:
The extraction process was carried out using Cellebrite UFED, where a new case was first created and the device was connected for automatic detection. Once the device was successfully recognised, the system displayed key device information such as model, operating system, and storage details, confirming a stable connection for acquisition. Relevant data categories including call logs, messages, contacts, locations, and files were selected to ensure comprehensive evidence collection. The extraction was then executed using a logical acquisition method, and the process completed successfully with a significant volume of data recovered, including thousands of call logs, messages, and files. The extracted data was subsequently processed in Cellebrite Physical Analyzer, where the extraction summary and application data were reviewed, and hash verification confirmed the integrity of the acquired data. This process ensured that the evidence was collected in a forensically sound manner without altering the original device.
Practical Extraction of my own phone:
[image: ]
Figure 1: Case Creation in Cellebrite UFED
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Figure 2: Device Detection Process
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	Figure 3: Device Information Identified
[image: ]Figure 4: Selection of Data Types for Extraction
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Figure 5: Extraction Configuration

[image: ]
Figure 6: Extraction Completed Successfully
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Figure 7: Extraction Analysis in Physical Analyzer
The rest of the exhibits (EX-02, EX-03, and EX-04) were obtained with the help of FTK Imager. In this process, write blockers were employed in hardware to make sure that no information could have been written in these original gadgets. Write-blockers are essential in the digital forensics because they avoid the accidental or intentional alteration of evidence during its acquisition. This guarantees that integrity of the original data would be preserved during the investigation [7].
One key aspect to consider when doing mobile forensics is the decision made on the extraction between logical and physical. Logical extraction targets retrieving active data: files, and application content, which are available to a given operating system, whereas physical extraction obtains a literal bit-by-bit mirror of all storage in the device, deleted or hidden data [26]. As much as logical extraction could be adequate in this study; it should be noted that in situations that involve deleted or hidden artefacts, physical extraction might yield more results.
Any information obtained was stored in a safe place and cryptographic hashs (MD5 and SHA-256) were calculated to ensure that data is intact. These hash values are considered the digital fingerprints and this allows them to guarantee that the evidence has not been altered in the analysis process [10].
[bookmark: _Toc228318122]2.3.2 Analysis Techniques
The analysis stage was performed on Cellebrite Physical Analyzer that offers the highly developed tools to investigate and interpret digital artefacts. To derive meaningful insights and to provide a relationship between elements of data a combination of analytical techniques was used.
The analysis of file systems was applied to investigate the structure of directories and find applicable data related to applications, especially in folders related to messaging applications like WhatsApp. This enabled detection of stored databases, databases, and files created by users [18].
To find artefacts in connection with the investigation, the keyword searching was carried out. Large datasets were filtered with the help of specific words QT-AI-2025, transfer, and payment, which then helped in reducing possible evidence [25].
Metadata analysis was important in making sense in recovered files. Timestamps such as created, modified and accessed time were analyzed to rebuild user activity. Also, image files had EXIF metadata that could tell you about the use and capture information of a device [8].
Analysis of communication was done to determine the activity of messaging, call logs as well as application usage patterns. In situations where the message content was encrypted, communication artefacts still presented powerful information on the behaviour of the user and his/her interaction pattern [17].
At last, the reconstruction of the timeline was done basing on the correlation of the timestamps on several artefacts. This made it possible to create a chronology series of events that helped in identifying suspicious activities and places where data might have been transferred.
[bookmark: _Toc228318123]2.4 Findings
[bookmark: _Toc228318124]2.4.1 WhatsApp Artefacts (EX-01)
The forensic analysis of the main device (EX-01) showed that there was a structured WhatsApp directory in the external storage partition of the Android file system. Several sub-folders were present on the directory, such as Databases, Media and Backups, which make up the typical elements of WhatsApp data storage [17].
The Databases directory contained the encrypted message database files, and they were usually renamed with the format-msgstore.db.crypt14. A crypt14 extension means that the database is secured by a sophisticated encryption, namely, AES-256 encryption. This encryption process will serve the purpose of protecting privacy of users since there is no way of accessing content of messages unless the correct decryption key which is safely stored in the protected application folder of the device [10].
[image: ]
Figure 8: WhatsApp communication evidence (1)
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Figure 9: WhatsApp communication evidence (2)
The existence of these encrypted database files supports the fact that WhatsApp was used actively on the device in the upcoming period. The content of the messages, since they were encrypted, could not be accessed directly, but as evidence of further communication activity, association of these artefacts is very high. Forensically speaking, the fact that there is some encrypted data is noteworthy, as it suggests that there could be some communication between subjects [8].
The Media directory had several subfolders such as WhatsApp Images, WhatsApp Video and WhatsApp Documents. Such folders contain files either posted or received using the application. The presence of these folders implies that WhatsApp was not used as messaging service, but was also used as a place to share files, especially when it comes to cases of data exfiltration [13].
[image: C:\Users\Dell\Downloads\dfa01\111\h\Screenshot (17).png]
Figure 10: Evidence of structured data transfer discussion
The main restriction of this investigation is that it is not possible to decrypt the WhatsApp database without having the required encryption key or law enforcement authorisation [23]. This limits the access to the message content that may offer direct information of the communication between the suspects. Nonetheless, metadata, presence of files and patterns of use can also be identified to provide indirect evidence.
Analytically, the artefacts of WhatsApp, further supplemented by the systematic preservation of media files, can be used to conclude that the app was used as a medium of communication. Considering the case at hand, it can be assumed that WhatsApp can be involved in organizational activities or information transfer between Emma and other individuals [10].
[image: ]Figure 11: Negotiation and deal confirmation
[image: ]Figure 12: Negotiation and deal confirmation
[image: ]Figure 13: Negotiation and deal confirmation
[image: ]Figure 14: Negotiation and deal confirmation
[image: ]Figure 15: Call logs
Overall, the WhatsApp artefacts provide strong evidence of communication, negotiation, and controlled data transfer, supporting the hypothesis of insider-led data exfiltration.
Evidence from Note 14:

[bookmark: _Toc228318125]2.4.2 Financial Evidence (Critical Finding)
One of the key discoveries of the investigation was the discovery of two image files which were stored in the WhatsApp Images folder. Such images show the front and back side of a debit card, which contains very sensitive financial details including card number, expiration date and CVV.
[image: ]
Figure 16 : Debit Crad (Front and back from Note 14)
Analysis of the metadata of these images indicated that the images were taken at a very close time interval (around one minute in between). This heavily suggests that these pictures are not accidental or unrelated images, but some one taken with the intentional action. The fact that the suspect used the same device and camera also proves that the two images have been taken using the device used by the suspect [8].
[image: ]
Figure 17: Geolocation
It is especially important that these pictures are stored in the WhatsApp directory. It implies that the pictures were either received with the help of WhatsApp or were taken and then shared with the application. Any documents containing full set of card details are a cause of serious concerns in terms of misuse in both instances [11].
This discovery raises two major meanings as an investigation. First, the pictures can be directly connected to some hypothetical corporate spying and this can be a sort of money transfer or payment towards access to secrets. Second, the photos can suggest the presence of a separate financial offense, e.g. fraud or identity theft [20].
The most important part of this analysis is the date that accompanies the pictures. The date mentioned seems to be earlier in the year than the estimated date of the theft of the patents. Such a gap brings with it doubt and must be interpreted with caution [26]. Two possible reasons exist as to why this is not a consistent result:
1. These pictures have nothing to do with the case of the main crime and are a different case of fraud.
2. The device time can be modified, either on purpose, or because the system has been misconfigured.
This fuzziness underscores the need to supplement the timestamp information with other information, including system logs or network time synchronisation logs. According to the absence of such validation, even timestamps cannot be regarded as entirely trustworthy [14].
All of this gives good evidence of deliberate manipulation and may distribute sensitive financial information and goes a long way to prove the suspect guilty.
[bookmark: _Toc228318126]2.4.3 USB Flash Drive (EX-02)
The forensic examination of the USB flash drive showed that it had several files, files that could be gathered as documents and technical data. The directory structure was also well structured and no longer like the accumulation of files that had no order whatsoever [23].
Even though the complete content analysis remains pending, the fact that organized files were found on it suggests that the USB could have been involved in storing or transferring sensitive data. The fact that the USB cube might have been used to steal proprietary information in the organisations systems is pertinent in the context of this investigation [13].
A likely way of exfiltrating data would be the copying of confidential files in a secure system on removable media, e.g. a USB drive and subsequently passing this to an external system or a person. This technique is usually linked to insider threats, since the technique does not be placed under the network-based security measures [19].
It is however necessary to underscore the fact that the existence of files may not necessarily be indicative that they are pertinent to the case. Additional checks are necessary to assess if these files are related to the QT-AI-2025 patent. It is possible to reach this in the form of file comparison, hash matching, as well as the content analysis [9].
[bookmark: _Toc228318127]2.4.4 Communication Devices ( EX- 03 and EX-04)
Initial investigation of the artefacts in the devices that were used by Joe (EX-03) and Norman (EX-04) revealed that they had communication artefacts like messaging applications, call logs, and email data. These artefacts have crucial role to play in knowing the interactions among the suspects [21].
Travel evidence collection through the collection receipt and location of the Samsung device and also the boarding pass image which is extracted with the evidence.
[image: ]
Figure 21: Flight boarding status[image: ]
Figure 22: Ticket Receipt[image: ]
Figure 23: Samsung evident location
Cross-device correlation is a major feature of digital forensic analysis that implies connecting data in more than two devices to find out relationships and communication patterns. This is done to enable interaction rebuilding by investigators between individuals and to establish whether there is information exchange between the two particular individuals [13].
As an illustration, communication events can be validated by comparing messages timestamps on one machine with matching messages on another machine. Likewise, the files shared in the media on various devices can be located by comparing their hash values and this allows one to establish whether they were shared between users.
In this scenario, cross-device analysis should be of significant value in finding out the relationship between Emma; Joe; and Norman. Through correlation of communication data, the investigators can get to know the level of coordination, intent, as well as information transfer [16].
Even though the analysis of these devices is still detailed, their presence in the investigation presents a bigger picture and enhances the overall alignment of evidence.
[image: ]
Figure 18: nokia – contact number evidence[image: ]
Figure 19: Nokia –sim card image evidence
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Figyre 20 : Nokia device locations
[bookmark: _Toc228318128]2.5 Timeline of Events
It has established a chronological order of events based on artefacts found on the devices analysis to demonstrate a flow of events, which is relevant to the case. This timeline is a combination of metadata, devices activity, and deduced interactions among criminals.
	Date / Period
	Event
	Forensic Interpretation

	Pre-incident
	Emma granted access to patent database
	Establishes opportunity and authorised access, supporting insider threat hypothesis

	Investigation period
	Communication between Emma and Joe initiated
	Indicates potential coordination; inferred from WhatsApp artefacts and usage patterns

	Unknown date
	Files transferred to USB device
	Suggests possible data exfiltration via removable media; exact timing unclear due to lack of metadata confirmation

	9 Aug 2023
	Debit card images captured and stored
	Demonstrates intentional capture of sensitive financial data; may indicate financial motive or separate offence

	Later stage
	Data transmitted to intermediary
	Inferred step based on communication patterns and presence of external devices (EX-03, EX-04)

	Final stage
	Suspicious activity detected by organisation
	Trigger point for investigation; aligns with anomaly detection logs

	April 2026
	Devices seized and analysed
	Marks start of formal forensic investigation and evidence acquisition



Analytical Explanation
The chronology indicates a chronometrically organized and logical flow of events, starting with the authorised access and developing into the suspicions of using privileges. The insider threat scenario is based on Emma having the capacity and opportunity due to her access to the patent database [11].
The beginning of communication with Joe is a very important step between access and possible cooperation. In the given case, the content of the message cannot be accessed since it is encrypted, but the artefacts of communication can be used to draw this conclusion about coordination [18].
One of the possible theorized stages in the data leaking process is the transfer of files to the USB device. Nonetheless, no exact timestamps exist, which adds to the confusion the fact that this event is not altogether proven, but assumed [9].
The images of debit cards captured on 9 August 2023 are a good indication of intentional manipulation of financial information. Nonetheless, this event does not fully coincide with the alleged data theft and best as can be guessed, this can be attributed to being another activity or device timestamps are not reliable.
Outgoing transmission of the data to third parties subsequently is consistent with the input of Joe and Norman but will be validated via cross-device correlation [19].
Altogether, even though the timeline is logical and can be proved with the evidence available, some of the aspects can be only probable, not definite, and must be further justified [14].
[bookmark: _Toc228318129]2.7 Additional Offences
Recreation of debit card images in WhatsApp directory opens up the chances of further criminal activities other than corporate espionage. The images have all the financial details such as card number, expiry date, and auto verification number and such greatly endangers the possibility of identity theft. This information may be utilized to accomplish unwarranted transactions, open a fake account or even make online purchases without the knowledge of the owner [16]. 
Forensically, the fact that these images were collected deliberately and they may have been shared is evidence of deliberate manipulation of sensitive financial information. The behaviour is in line with financial fraud or personal information abuse. Moreover, in case, these details were shared with another party, then it implies that there was an extended chain of crime [21].
This evidence is also very strong as it proves the repetition of unlawful behaviour, which means that the suspect can be accused of committing various types of cyber-enabled crime [12].
[bookmark: _Toc228318130]Challenges Encountered
There were a number of technical and analytical issues that arose during the investigation that affected the level of analysis. Encryption was one of the main challenges, especially the one of WhatsApp databases. Crypt14 encryption ensures that the contents of the messages cannot be accessed directly without the relevant decryption key, which is highly secured in the device. That restricts the possibility to receive direct evidence of communication and depends on the indirect artefacts like metadata and file structures [9].
This other challenge is associated with the issue of timestamps. Records of times on devices may be subject to alterations by a human, erroneous settings of the system, or not being linked to a networked time server. This can lead to variation, and it is not easy to have a definite sequence of events with hundred percent confidence [20].
Also, it is not possible to overlook the possibility of anti-forensic techniques. These may include intentional deletion of files, use of secure messaging platforms, or manipulation of metadata to obscure activity. The purpose of these methods is to make forensic examination difficult and interpretation of evidence hard [15].
These obstacles are characteristic of the complexity of digital forensics investigations and the importance of sound verification of the results.
[bookmark: _Toc228318131]Conclusion 
The cyber crime analysis offers a logical and substantiated explanation on the possible case of insider facilitated data leakage. The evaluation of the device that Emma has (EX-01) has shown that the device contains some serious artefacts, such as WhatsApp data structure and sensitive financial pictures, which altogether demonstrate that Emma actively communicates and intentionally processes confidential information. Albeit the ciphered format of WhatsApp databases, the availability of systematically structured data in the form of media files and communication artefacts give a strong foundation to the assumption of coordinated action [12].
The discovery of debit cards images is another powerful evidence that adds to the case as it brings the issue of possible money fraud to the data breach, either a transactional motive connected with the study, or participation in other fraud cases. The USB device (EX-02) provides a rational way of extracting data, and the extra devices (EX-03 and EX-04) inform a grounds to form a channel of communication among suspects.
Regardless of the limitations associated with the approach to some degree, like the variation in the timestamps and the encryption barriers, the general body of evidence is consistent and logically presented. The results endorse the content that unauthorised access and possible data transfer has been realised and thus the evidence is worth pursuing further investigation by the law.
[bookmark: _Toc228318132]Recommendations
As a result of conducting the investigation, a number of recommendations both technical, legal, and organisational are suggested. Technically, it is necessary to get legal approval to de-encrypt the WhatsApp databases to get the message content and enhance the evidence base. The USB device and secondary smartphones will also need to undergo further analysis to ensure data transfer and determine communication connections [25].
Legally, the facts justify going to court with charges of unauthorised access to data, possible corporate espionage, and financial fraud. Further monetary probes can be needed to establish the misuse of recovered card details [9].
Quantum Tech Ltd should introduce more robust insider threat controls within the organisation such as role-based access controls, constant monitoring of user activity and Data Loss Prevention (DLP) systems. Security awareness training is also to be advanced in order to lower the chances of internal breaches. The measures will contribute to alleviating the risks in the future and enhance overall security posture [24].
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