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Cybersecurity has become an essential focus for companies across all sectors, especially in finance, where client data and financial assets are prime targets for criminals. As businesses increasingly rely on digital services and remote working, the risks associated with cyber threats continue to grow. Phishing, malware, and hacking are just some of the tactics used by cybercriminals to exploit weaknesses in organizations, often targeting employees as the entry point to attack networks and systems. [1]
FinSecure Ltd (FSL), a mid-sized financial services company, has recently experienced some security breaches, such as phishing scams and unauthorized access to its internal systems. These incidents have made it clear that FSL needs a stronger and more comprehensive cybersecurity strategy. The plan must focus on protecting the company’s sensitive information, ensuring its systems remain available, and keeping the data intact, in line with standard security frameworks like the CIA Triad and ISO 27001. [2]
As the new IT Security Manager for FSL, my goal is to present a security framework that addresses the company's unique needs. This report will identify potential cybersecurity threats, propose appropriate security policies, recommend measures to reduce risks, establish a monitoring and response system, and outline a training program to increase employee awareness and compliance. By doing so, FSL will be better equipped to protect itself from future attacks.
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External Threats
External threats come from outside the organization, often from hackers or cybercriminals who aim to exploit security gaps in company networks or systems. 
· Phishing Attacks: Phishing involves cybercriminals sending fake emails that appear to be from legitimate sources to trick employees into revealing sensitive information, such as login credentials. These attacks are a common entry point for larger breaches. [3]
· Ransomware: This type of malware locks up a company’s files and demands a ransom in exchange for the decryption key. Ransomware attacks are becoming more frequent in the financial services industry, where sensitive data is especially valuable. [4]
· Distributed Denial of Service (DDoS) Attacks: DDoS attacks overwhelm a company’s network with excessive traffic, making it impossible for users to access its services. In some cases, DDoS attacks may serve as a distraction while more serious intrusions take place [5]
· Man-in-the-Middle (MitM) Attacks: A hacker intercepts communication between two parties, potentially altering or stealing sensitive information in the process. These attacks target both businesses and individual users who transmit confidential data online. [6]
· Credential Stuffing: Cybercriminals use stolen usernames and passwords, often from previous data breaches. This is particularly risky if employees reuse passwords across different accounts. [7]

Internal Threats
Internal threats are those that come from within the organization, whether malicious or accidental. These are sometimes harder to detect but can have just as severe consequences.
· Malicious Insiders: Employees or contractors who have authorized access to the company’s systems may intentionally misuse that access for personal gain or to cause damage. These insider threats can be especially dangerous since the individual already has the necessary privileges to bypass some security measures. [8]
· Unintentional Human Error: Sometimes, security issues arise simply from mistakes made by employees. For example, an employee might accidentally click on a phishing link, misconfigure a system, or send sensitive information to the wrong person. [9]
· Weak Password Practices: Weak or reused passwords make it easier for attackers to gain unauthorized access, particularly if multi-factor authentication (MFA) is not enforced. [10]
· Lost or Stolen Devices: Laptops, mobile phones, or other devices can be lost or stolen while employees are working remotely or outside the office. If these devices aren’t properly secured or encrypted, sensitive company data can be exposed. [11]
Identifying and understanding these threats provides the foundation for implementing targeted security policies and technical controls that reduce FSL’s overall risk exposure. 
[12]
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To address the growing risks posed by cyber threats, FSL must implement clear and thorough security policies. The policies will help to guide employees in reducing security vulnerabilities and ensuring the safety of sensitive data. The following policies are designed to align with industry best practices while addressing FSL’s specific needs.
1. Acceptable Use Policy (AUP)
This policy outlines the acceptable and unacceptable use of both company-issued and personal devices when accessing work systems. It specifically bans things like installing unauthorized software, visiting malicious or non-work-related websites, and using unapproved cloud storage. The idea behind the AUP is to make sure that systems stay safe and running smoothly by reducing risky behaviours that could lead to malware or cause disruptions. [13]

2. Password and Authentication Policy
All user accounts are required to adhere to stringent password standards, including minimum length, complexity, and set expiration periods. Multi-factor authentication (MFA) is mandatory for any remote access and sensitive systems. This policy is designed to maintain confidentiality by minimising the risk of unauthorised access through compromised login details. [14]


4. Data Protection and Encryption Policy
Sensitive data must be encrypted both when stored and during transmission, using robust encryption methods such as AES-256 and TLS 1.2 or above. Personal data must be managed in line with GDPR requirements, ensuring appropriate consent is obtained, proper storage measures are in place, and data is erased when no longer needed. This policy is essential to protect the confidentiality and integrity of data while also preventing legal repercussions in the event of a breach. [15]

5. Incident Response Policy
All employees are required to promptly report any suspected security incidents to the IT security team. This enables a quick and coordinated response, helping to maintain system availability and data integrity by reducing downtime and preventing potential data loss.

Together, these policies work to establish a secure operating environment and align with the principles of the CIA Triad: safeguarding the confidentiality of sensitive information, ensuring the integrity of systems and data, and preserving the availability of essential services. Effective communication, strict enforcement, and ongoing reviews of these policies will be key to ensuring their success
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To safeguard FSL from an increasing array of cyber threats, the following mitigation measures are proposed. Each measure is tailored to address a specific threat and has been crafted to be realistic and feasible within the company’s operational capabilities. These measures are designed to bolster the broader goals of the CIA Triad, reinforcing confidentiality, integrity, and availability.
1. Anti-Phishing Measures
Threat Addressed: Phishing Attacks, Human Error
Mitigation: Deploy advanced email filtering systems to detect and quarantine phishing emails. Combine this with banner alerts for external emails and phishing campaigns for staff.
Implementation: Integrate Microsoft Defender for Office 365 or a similar solution into the company’s email system and conduct monthly internal phishing simulations. [16]

2. Multi-Factor Authentication (MFA)
Threat Addressed: Credential Stuffing, Unauthorized Access
Mitigation: Enforce MFA for all logins, especially for VPN, cloud-based systems, email accounts, and admin portals. MFA reduces the risk of unauthorized access even if passwords are leaked.
Implementation: Use an authentication app (e.g., Microsoft Authenticator or Google Authenticator) and ensure rollout includes training and guidance to staff. [17]

3. Data Encryption
Threat Addressed: Data Theft, Lost/Stolen Devices, MitM Attacks
Mitigation: Encrypt data at rest on all endpoint devices and servers using full-disk encryption and enforce TLS encryption for all data in transit. [15]
Implementation: Configure Group Policy to enforce encryption standards on all devices. Conduct regular checks to ensure compliance. 

4. Role-Based Access Control (RBAC)
Threat Addressed: Insider Threats, Human Error
Mitigation: Implement RBAC to ensure employees only have access to the data and systems necessary for their roles. This helps minimise the potential damage if an account gets compromised. [18]
Implementation: Review and document job roles and associated system requirements. Use Active Directory groups to manage access permissions and enforce the principle of least privilege.

5. Regular System Audits and Logging
Threat Addressed: Undetected Attacks, Insider Threats
Mitigation: Enable detailed logging of all user and system activity. Carry out regular internal audits to spot any unusual behaviour or non-compliance.
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Continuous monitoring and an incident response plan is essential for maintaining FSL’s resilience against cyber threats. Adopting a proactive approach not only helps to quickly detect malicious activity but also ensures that response times are minimized, damage is contained, and regulatory requirements are met.
1. Network and System Monitoring
Objective: Detect security events as they occur and identify any unusual or unauthorized activity across the network.

Implementation:

· Implement a Security Information and Event Management (SIEM) system, such as Microsoft Sentinel or Splunk, to gather logs from various systems, including endpoints, firewalls, email platforms, and servers.

· Set up automated alerts for suspicious activity, such as multiple failed login attempts, unauthorized access to sensitive files, or unusual data transfers.

· Use Intrusion Detection and Prevention Systems (IDPS) to spot network-based threats, such as Distributed Denial of Service (DDoS) attacks or attempts to scan open ports.

· Regularly monitor system performance and availability to catch any signs of service issues early, which could indicate an active attack.

2. Incident Response Plan (IRP)
The incident response process needs to follow a clear, structured approach, as outlined in frameworks like NIST SP 800-61 and ISO 27035. This approach typically includes six main stages:

1. Preparation: Ensure policies, procedures, and response tools are in place. Train staff and assign clear roles.

2. Identification: Quickly identify and verify an incident through logs, alerts, or reports from users.

3. Containment: Once an incident is confirmed, isolate affected systems to stop the threat from spreading any further.

4. Eradication: Remove any malware, unauthorized accounts, or other malicious components that are part of the attack.

5. Recovery: Bring the systems back online using clean backups or reimaging. Be sure to check that everything is working properly and back to normal.

6. Lessons Learned: Conduct a review to understand what happened, document the findings, and update your response strategies based on what you’ve learned
[19]
Logging and Evidence Handling
· All actions taken during an incident to be logged in detail.
· Evidence (e.g., malicious emails, compromised files) should be preserved and stored securely.
· Records support internal analysis and may be used for legal or regulatory purposes if required.
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Human error continues to be one of the most common causes of security breaches. Even the best technical controls can be undermined by a poorly trained workforce. For this reason, FSL should implement a cybersecurity training and awareness program to ensure that all employees understand their responsibilities and act as the first line of defence. [21]
1. Objectives of the Training Program
· Ensure a knowledge of security awareness across all departments.
· Ensure employees understand and comply with security policies.
· Equip staff with the knowledge to identify and respond to threats such as phishing, social engineering, and data breaches.
· Reduce risk associated with insider threats, both intentional and accidental.

2. Key Training Topics
	Topic
	Description

	Phishing Awareness
	Training on how to spot suspicious emails, links, and attachments. Include examples of phishing attacks.

	Password Hygiene
	Emphasize the use of strong passwords and the importance of multi-factor authentication (MFA).

	Data Protection Principles
	Covers GDPR compliance, proper data handling, encryption, and classification of sensitive data.

	Device Security
	Guidance on securing laptops, mobile phones, and BYOD devices, including reporting lost/stolen equipment.

	Incident Reporting
	Instruction on how to quickly and accurately report suspected breaches or incidents.



3. Delivery Methods
· Onboarding Training: All new employees complete mandatory cybersecurity training within first week of employment.
· Quarterly Courses: All staff participate in brief refresher sessions every three months.
· Interactive E-Learning Modules: Short modules with quizzes to reinforce learning.
· Simulated Phishing Campaigns: Monthly tests to evaluate awareness and measure improvement over time.
· Workshops and Webinars: Occasional live sessions led by internal or external experts for more in-depth learning.
· Awareness Posters & Email Reminders: Periodic tips and alerts shared across the company to maintain awareness.

4. Measuring Effectiveness
· Tracking Completion Rates: Keep a record of who has completed each part of the training to make sure everyone is participating as expected.
· Testing and Scoring: Use short quizzes and simulated phishing attacks to check how well staff are learning and applying the material.
· Feedback Mechanisms: Collect anonymous feedback to improve future sessions.
· Reduction in Incidents: Monitor whether there’s a clear decline in user-related incidents, such as fewer people clicking on suspicious links or opening unsafe attachments.

5. Management and Oversight
The IT Security Manager will be responsible for running the training programme. Records of all completed training will be kept and reviewed regularly to make sure they meet the standards set by ISO 27001 and GDPR. Training content will be updated every year, or sooner if there are any major changes to security policies.
By focusing on staff awareness and education, FSL can significantly lower the chances of both internal mistakes and external attacks, while building a strong culture of security across the business.
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Cybersecurity is essential to FSL’s resilience and day-to-day operations. With threats like phishing, ransomware, and insider risks on the rise, a proactive and structured security approach is necessary.
This report has identified key threats and offered practical measures, including technical tools like MFA and encryption, supported by policy frameworks such as ISO 27001, NIST, and GDPR. These steps aim to protect sensitive data, maintain system integrity, and ensure compliance.
We also stressed the importance of staff awareness. Well-informed employees are crucial to preventing breaches and supporting a strong security culture.
By applying these strategies, FSL will strengthen its defences and build a foundation for future security improvements
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