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[bookmark: _Toc235621088]Task 1


[bookmark: _Toc235621089]1a. Research 

GiantVM is a Type-II hypervisor that combines the CPU, memory, and I/O resources of multiple physical computers into one large virtual machine. It uses distributed shared memory (DSM) to let applications run across multiple nodes with good performance. The study shows that GiantVM performs well for CPU-intensive tasks but has lower performance for I/O-intensive workloads due to memory-sharing overhead. Overall, it demonstrates that a distributed hypervisor can efficiently create a single large virtual machine using multiple computers [1]

 	Many organizations use virtualization to run multiple virtual machines on one physical server. This helps reduce hardware costs, save electricity, lower cooling expenses, and make systems easier to manage. It also improves features like backup, disaster recovery, and load balancing. One major challenge is providing fast and efficient input/output (I/O) performance for virtual machines [2]

A hypervisor is software that creates and manages virtual machines (VMs). It allows multiple operating systems to run on a single physical computer while sharing hardware resources such as the CPU, memory, and storage. Hypervisors also keep virtual machines isolated from each other, improving security and system stability.











The following is the comparison of two hypervisor: [3]

	Type 1 Hypervisor (Bare-metal)
	Type 2 Hypervisor (Hosted)
	

	Runs directly on the physical hardware.
	Runs on top of an existing operating system.
	

	Provides higher performance and better efficiency.
	Has lower performance because it depends on the host operating system.
	

	Offers stronger security and better isolation between virtual machines.
	Less secure since it relies on the host operating system.
	

	Commonly used in servers, cloud computing, and enterprise environments.
	Commonly used for personal use, software testing, and learning.
	

	Examples: VMware ESXi, Hyper-V, Xen, KVM.
	Examples: Oracle VirtualBox, VMware Workstation, VMware Fusion, Parallels Desktop, QEMU.
	



Overall, Type 1 hypervisors are better for professional and large-scale environments because they provide higher performance, security, and reliability. Type 2 hypervisors are easier to install and use, making them suitable for development, testing, and educational purposes.
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Fig. 1 Type 2 Hypervisor   [3]                               Fig. 2 Type 1 Hypervisor [3]

For this network topology, a Type 2 (hosted) hypervisor is the most suitable choice because the assessment is designed as a virtual lab rather than a production environment. A Type 2 hypervisor runs on top of an existing operating system and allows multiple virtual machines, such as Windows Server 2019/2022, Debian Server, Windows 10, and Debian Client, to be hosted on a single computer.
One of the main advantages of a Type 2 hypervisor is its ease of installation and management. It does not require dedicated server hardware, making it ideal for educational environments and cybersecurity labs. It also supports snapshots, virtual networking, and resource allocation, allowing the virtual machines to communicate as if they were connected on a real network. This makes it possible to test server configurations, Active Directory, Linux services, and network communication without affecting the host computer.

Although a Type 1 hypervisor would provide better performance and scalability for a real enterprise deployment, a Type 2 hypervisor is the most practical choice for this assessment because it is easier to install, requires no dedicated server hardware, supports both Windows and Debian virtual machines, and provides all the networking and virtualization features needed to implement the topology.
This is in reference to the image topology where BIRMINGHAM.ACCA is the domain which support Windows Server 2022. Windows 10, Debian Server and Debian Client and as discuss of hardware constraints such as single host, RAM, CPU, VT-x/AMD-V, also covering the security and justifying the use if hypervisor 2 since this is a coursework rather than production system.













[bookmark: _Toc235621090]1b. IP Addressing

The Internet Protocol (IP) is the fundamental network-layer protocol that enables communication between devices on the Internet. One of its primary functions is IP addressing, which assigns a unique address to every host or device connected to a network. These unique addresses allow data packets to be correctly identified, routed, and delivered to their intended destinations. As Internet use has expanded, accurate and efficient IP addressing has become a critical foundation for services such as web browsing, email, video streaming, and online communication [4]

 	In this assessment, switches are responsible for connecting devices within the same local network, such as the Windows Server 2022 and Windows 10 client in the BIRMINGHAM.ACCA network, or the Debian Server and Debian client in the London network. A switch forwards data based on MAC addresses, ensuring that data reaches the correct device efficiently within the local area network (LAN).
In this topology, the router enables communication between the Birmingham and London networks and provides access to the Internet. Routers use IP addresses and routing tables to determine the best path for data packets, allowing clients in one subnet (e.g., 172.16.1.0/24) to communicate with devices in another subnet (e.g., 172.16.2.0/24) while maintaining network separation and security.
Together, routers and switches allow users in different locations to access shared resources, authenticate with the BIRMINGHAM.ACCA domain, and communicate securely across the virtual network.
Computer Networking: A Top-Down Approach explains the fundamental concepts of computer networking, including how data is transmitted between devices over local and wide area networks. It describes the roles of switches, which forward data within the same network using MAC addresses, and routers, which connect different networks and direct data using IP addresses and routing tables. [5]







Reflection on IP Addressing and Its Role in the Network:
IP addressing is essential in a network because it allows devices to be uniquely identified and communicate with each other. In this assessment, IP addresses enable communication between the Windows Server 2022, Debian Server, Windows 10 client, and Debian client across different network segments. Routers use these addresses to send data to the correct destination.
Within the BIRMINGHAM.ACCA domain, IP addressing supports important services such as client-server communication, authentication, DNS, and domain management. Using separate subnets for different locations, such as Birmingham and London, improves network organisation, reduces broadcast traffic, and enhances security by controlling communication between network segments.
IP addressing also enables virtual machines to communicate through the hypervisor as if they were connected to a physical network. Overall, correct IP addressing and subnetting improve network performance, reliability, and security while ensuring that devices and services can communicate efficiently.


















[bookmark: _Toc235621091]1c. Routing 

Routing is the process of forwarding data packets between different networks so they reach the correct destination. Routers use routing tables to determine the best path based on the destination IP address. Routing protocols allow routers to exchange network information and maintain accurate routing tables.
There are two main types of routing: static and dynamic. Static routing requires routes to be manually configured by a network administrator. It is simple, secure, and suitable for small, stable networks. Dynamic routing uses protocols such as RIP, OSPF, or EIGRP to automatically update routes when the network changes. Although it is more scalable and fault tolerant, it requires additional bandwidth and processing power.
For this project, static routing is the most suitable choice. The network consists of a small number of devices, including a Debian Server acting as a DHCP Relay and a Windows Server providing network services. As the topology is unlikely to change, static routing provides reliable communication while keeping the network configuration simple and efficient [6].















[bookmark: _Toc235621092]1d. Network Services


Network services are most effective when they work together to improve security, simplify administration and support reliable communication across an organisation.
Virtual Private Networks (VPNs) enable secure remote access by encrypting network traffic across untrusted networks, protecting confidentiality and integrity while supporting remote working. However, VPNs require strong authentication, regular software updates and appropriate encryption standards to minimise security risks [7]
As Kaeo in his book, argues that network security should be designed as a layered architecture rather than relying on a single security mechanism. VPNs protect data confidentiality through encryption, while Certificate Authorities establish trust by issuing and managing digital certificates. Together, these technologies strengthen authentication, secure communication and reduce the risk of unauthorised access when implemented using recognised security policies and effective certificate management [8]
Active Directory Domain Services is most effective when combined with security best practices such as the principle of least privilege, well-structured organisational units, and regular auditing. While AD DS centralises identity and access management, it also becomes a critical component of enterprise infrastructure, meaning that poor configuration or weak administrative controls can expose an organisation to significant security risks [9].
Overall, in my own understanding, these services work together to improve the security, reliability, and manageability of modern enterprise networks, complementing each other in giving a secure environment.









[bookmark: _Toc235621093]Task 2


[bookmark: _Toc235621094]2a. Chosen Hypervisor: 

I chose Oracle VM VirtualBox, which is a Type 2 hypervisor, because it provides the features required to build and manage the virtual network environment in this assessment while remaining practical for a student laboratory. Although Type 1 hypervisors offer better performance in enterprise environments, VirtualBox provides sufficient performance and flexibility for developing and testing a network consisting of Windows Server 2019/2022, Debian Server, Windows 10, and Debian Linux clients as our assessment also require this to use.
Using Hypervisor  2 has important feature, the ability to create snapshots, which allows virtual machines to be restored quickly after configuration errors or failed network service deployments. This is particularly valuable because Coursework 2 will involve configuring additional services such as DHCP, Active Directory Domain Services (AD DS), VPNs, and Certificate Services, where frequent testing and recovery are expected [10].
Overall, Oracle VM VirtualBox provides the compatibility, virtual networking capabilities, flexibility, and ease of management required to implement and extend this topology throughout both coursework assessments.








[bookmark: _Toc235621095]2b. Download and Setup: 
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Oracle Box, where to download, this is the chosen hypervisor in this assessment.

[image: ]
Successfully downloading of Oracle Virtual Box version 7.2
[bookmark: _Toc235621096]2b.1. Chosen hypervisor, server and client Operating Systems 

[image: ][image: ]

Trying to download the windows server 2019 software from the module, link was already given and instruction was given  by our lecturer on how to download and what to do step by step, and confirmed successful downloading after.


Debian Operating System downloading

[image: ]
Downloaded the necessary software.
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Inside Oracle Box, download Windows Operating system machine, assuming this is my server.

[image: ]

Here is my other Windows machine for client


[image: ]Note: Re install the windows operating system 2019, under new name due to error, either downloading data, or the step-by-step process has been jeopardized, here is new machine for Windows:

[image: ]SerwinC vm is my server machine, download and configure successfully, internal network attached, domain and forest change, static ip given and configured, done AD DS and change computer name to Server1.

Client Windows successfully installed.
[image: ]

Debian operating system two machine downloaded, for server and client respectively.












Note: Due to download error, replace my machine and re installed the program, below are my Debian machine.
[image: ]

My Debian server machine, in this image, succesfully downloaded and currently changing to static Ip address, then set up internal network.

[image: ]

Here is myinstalled Debian client.


[bookmark: _Toc235621097]2b.2. Deploying

[image: ]

Testing the connection within internal network, change it to SWAN for my windows machines.

[image: ]
Here setting up networking for my Debian machine, later just settled for Internal Network and did not change the name anymore to just test the connection between two machines.

[image: ]
Here is my windows server NAT network to connect to my client machine.

[image: ]

Client windows, to connect in the same network.

[image: ]

Here is the set up for my Debian network machine, as I have explained before, I did not use the UWSTD instead I go for available connection then allowed VMs, (showed to lecturer and said it is fine  as long as I have evidence to show that two machine are attached to the same network to test connectivity later on). This is my server machine.

[image: ]

Here did the same with my client machine Debian.

[bookmark: _Toc235621098]2c.  Configure IP Addressing 

2c.1. Using appropriate IP addresses to configure to network.

[image: ]

Creating the server static ip address config on windows.

[image: ]
Client Windows Operating System, changing IP address, from automatic to static IP.
[image: ]
Static IP for Debian 1 successfully configured.

[image: ]
Client Debian machine static IP given.




[bookmark: _Toc235621099]2c.1. Network address for the networks

[image: ]

Windows Network change, configure and named. Server and client Windows machine are connected to this network.

[image: ]
Debian machines are connected to this network but later use the inet, and attached to Internal Network then allow Vms, instead of using this UWTSD network
Note: UWTSD Network has been created as per lab assignment, but in my machine, I use inet and did not use the UWTSD (lecturer agreed and seen)

[bookmark: _Toc235621100]2d. Testing and Troubleshooting:

[image: ][image: ]

Assigning static Ip address as per given instruction, the IP config failed. This shown the server machine, when I tried to change the IP to given static IP address

Done ipconfig and here is shown
There I encountered a problem where when I assign the static IP 192.168.1.1 it is failed and still showing the last IP address, did the ipconfig /all and it shows the 192.168.1.1 is duplicate, suspected something is using the IP, close all my machine, disable DHCP and check all including adapter, etc and still same problem.
[image: ][image: ]

Here, last solution for me is to change the IP address, and it worked. I use 192.168.1.2 IP address and successfully configured for my server Windows machine.

Static IP address for client assigning, and ipconfig has no problem.
[image: ]

Both of my Debian machines have problem configuring address because of the missing data when machine was downloaded, the solution I did was to install another two machine.

[image: ]

Debian server successfully installed, static IP address given 192.168.200.10, checked in ip a

[image: ]

Static Ip address given for client 192.168.200.11.













	


[bookmark: _Toc235621101]2d.1. Testing Connectivity 
 
[image: ]

Client machine ping to server 192.168.1.1 is successful, even my machine have failed to configure the ip address at this point (that is why I change and use 192.168.1.2 static IP address, as it shown duplicate probably because some machine using that IP address). Later 192.168.1.10 ping to 192.168.1.2 is successful also, I confirmed.

[image: ]

Explanation below
Ping from server to client did not connect, as the reason given above, the IP address has some problem, probably used by another so change the IP to other and then test again, this is one of the cause need solving.

[image: ]

Now 192.168.1.2 is the static ip address, shown here that is working, however ping to client was still failed. Turning off the firewall is the next solution to connect.


[image: ]
Server Firewall

[image: ]

Disabling client firewall.

[image: ]

Here successfully ping my client 192.168.1.10 after disabling firewall, check the client, and also successful ping with server.

[image: ]

Client to server ping successful with firewall close.

[image: ]

As the machine downloaded properly and network connection same and static IP configure successfully, ping to deb 2 is success.

[image: ]

Ping from deb2 to deb 1 success, connection confirmed.


[bookmark: _Toc235621102]Task 3
[bookmark: _Toc235621103]
3 Reflection 

[bookmark: _Toc235621104]3a. Reflect on the following:
During the deployment of the virtual network topology in Oracle VM VirtualBox, I encountered several technical issues that required troubleshooting. One problem was incorrect virtual network adapter settings, which prevented communication between the virtual machines. I resolved this by checking the adapter configuration and verifying IP settings using ipconfig on Windows and ip a on Debian before assigning the correct network adapters.
Another issue involved configuring a static IP address on the Windows Server. The assigned address (192.168.1.1) appeared as a duplicate, so I changed it to 192.168.1.2, which resolved the problem.
I also experienced connectivity issues caused by the Windows Defender Firewall blocking ICMP traffic. Enabling the required inbound ICMP rules allowed successful ping tests between the virtual machines.
These troubleshooting tasks improved my understanding of virtualization, IP addressing, and network configuration. Using tools such as ipconfig, ipconfig /all, ip a, and ping helped identify and resolve problems efficiently.

 








[bookmark: _Toc235621105]3b. Personal Reflection

 	Completing this assessment improved my understanding of how networking and operating system concepts work together in a virtual environment. While I understood the theory behind virtualization, IP addressing, routing, and network services, implementing them in a practical topology helped me see how they operate in a real network.
Using Oracle VM VirtualBox to configure Windows Server, Debian Server, and client machines strengthened my understanding of virtual networking and operating system compatibility. Although I encountered technical issues during deployment, researching and resolving them increased my knowledge and confidence. I learned that small configuration errors, such as incorrect IP or DNS settings, can affect network communication and that systematic troubleshooting is essential.
This assessment also highlighted the importance of proper configuration, security, and reliability when managing network services. Overall, it has increased my confidence in deploying and managing a virtual network and provided a solid foundation for implementing more advanced network services in Coursework 2.

.
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