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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


[bookmark: _Toc26993363]Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
1. [bookmark: _Toc26993364]Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers

Matthew James 	1809299	December 2019
1.1 [bookmark: _Toc26993365]VLSM Table

	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0/21
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0/23
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0/24
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0/26
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64/27
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96/29
	255.255.255.248
	172.16.13.96
	172.16.13.102
	172.16.13.103

	G
	172.16.13.104/30
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	H
	172.16.13.108/30
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111
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2. [bookmark: _Toc26993366]Features of IPv6

2.1 [bookmark: _Toc26993367]Introduction

The purpose of the following report is to evaluate the next generation of Internet Protocol (Internet Protocol Version 6). The report will showcase the main features being introduced. This will include the following; increase in flexibility, security improvement and increase in public addresses/address types.

2.2 [bookmark: _Toc26993368]Features of IPv6

Internet Protocol version 6 (IPv6) is a future proofing concept which has yet to be implemented to Internet Service Provider and most devices such as servers. [1] IPv6 offers multiple improvements over its predecessor (IPv4), including and not limited to:

2.2.1 Additional Internet protocol (IP) Addresses

IPv4 uses 32-bit address which can only provide 232 or 4,294,967,296 addresses. [2]
RIPE NCC has released a report with the following “Today, at 15:35 (UTC+1) on 25 November 2019, we made our final /22 IPv4 allocation from the last remaining addresses in our available pool. We have now run out of IPv4 addresses.” [3]
IPv6 is put into place to counter this issue as it uses 128-bit address, this in turn provides 3.4×1038 or 340 Undecillion public addresses. [4]

2.2.2 End-to-End Connectivity

Every system will acquire its own IP Address which will allow direct connection to the internet, this removes the need for translating components such as routers within a private network. [5]

2.2.3 Internet Protocol Security (IPSec)

IPSec is a suite of cryptographic security services which are used to protect any and all communications over Internet Protocol (IP). IPSec is done on the network-level.

The features and security implementations of IPSec are:
· Encryption on the application layers data
· To provide security for routers sending data over public internet
· To provide authentication without encryption, authentications meaning that its from a known sender
· To protect network data by allowing IPSec tunnels on which all data will be sent through to the endpoint, essentially securing the connection. This is currently being used as Virtual Private Network (VPN).
· Encapsulating Security Payload (ESP) - This provides data integrity, encryption, authentication and anti-replay. This also applies authentication for the payload itself.
· Authentication headers (AH) – unlike ESP, AH does not provide encryption, the anti-replay protection ensure that no unauthorised packet is being used. This does not protect again data confidentiality.
· Internet Exchange Key (IKE) – this is a similar concept to asynchronous and synchronous; this is used so that all information can be sent via a pre-shared security key which ensures the messages contents are safe. [6]



2.2.4 Neighbour Discovery Protocol (NDP) 
This protocol is within the Internet Protocol suite and is only used by IPv6. It operates within the link layer of the internet model, and is responsible for gather numerous types of information which is required for internet communication. Including but not limited too, Address Resolution Protocol (ARP), Internet Control Message Protocl (ICMP) and Router Discovery and Redirect (currently used within IPv4). These protocols provide various improvements over its predessor, an example of this is the Secure Neighbor Discorvery (SEND) Protocol, and this is responsible for the discovery of other network nodes on the local link layer. From this all information has been secured with a cyrptographic method that is independent from the previously mentioned IPSec. [7]

2.3 [bookmark: _Toc26993369]IPv6 Address Types

The following address types are used within the IPv6 Ecosystem:

2.3.1 Unicast:

Unicast address type is the most important type of address said by RedHat [8].
Unicast only interacts with one interface with each address, but this separate into three sub-type addresses.

Global unique Addresses 

This sub-type address can be access globally, all devices can connect to this.
These addresses usually start with: 
 2001:581:f3d1:241f::/64
 2a01:388:3d11:f124::/64 [8]
 Link-local address

Required by all IPv6 enabled interfaces, this interface is only used by software.
Packets cannot leave or enter this interface.
This address type starts with f[footnoteRef:1]e80::/10 [8] [1: ] 

Site-Local address and loopback address fall within this sub-type address.

Unique local address
This address is very similar to IPv4’s private address system.
IPv6 uses these local addresses to route traffic within a private network.
These addresses usually start with: fc00::/7 [8]
2.3.2 Multicast:

Multicast is a technique used to send packets from one source to many other destinations (a set of interfaces). An example of this is a host sends a file to the router on which the router will forward the packet using the multicast address, all interfaces within this multicast group will received the packet.
In the example below, the multicast group is ff1e::2:5555

[image: Image result for multicast ivp6 diagram]
Figure 1 - IPv6 Multicast Diagram [9]

2.3.3 Anycast:

Similarly, to how Multicast behaves, a packet will be sent out from the host to the router where the anycast address will be added, this will be the first available anycast address and received by that set of interfaces.
In the example below, the anycast group is used
[image: Image result for anycast ivp6 diagram]
Figure 2 - IPv6 Anycast Diagram [10]

2.4 [bookmark: _Toc26993370]IPv6 structure

Header format – The header for IPv6 has been simplified to improve packet handling. These changes have been made to packets to reduce the bandwidth cost of packets, despite the size of IPv6 128-bit packets being quadruple in size from the previous IPv4’s 32-bit. IPv6 is only twice the size of IPv4 as most of the header fields have been made optional; encoding changes have also allowed IPv6 to be more efficient in forwarding, this in future will provide greater flexibility for introducing new options. [1]

2.5 [bookmark: _Toc26993371]Conclusion

From the various sources and point made above, IPv6 will become a great asset for the world to use with its various improvements of the currently used IPv4 by allowing greater flexibility, management and security. IPv6 is still within its development stages and has still yet to be used over IPv4, preparation is being completed by Internet Service Providers and Organisations. 
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