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Task: Android Apps Under the Microscope

Ultimate Warehouse Ltd. has entrusted your team with another critical assignment. Having previously provided a successful penetration test for their web application, they have now approached your company to evaluate an equally important project: a new Android application under development. This application is designed to be used by their on-ground staff on tablets, aiming to make their daily tasks faster and more efficient. You have been tasked with conducting a comprehensive static analysis of this application's source code (APK file).
The primary objective of this assessment is to meticulously examine the application's entire codebase to identify and report any latent security vulnerabilities, coding flaws, or deviations from industry-standard secure development practices.
This proactive approach is essential for identifying potential weaknesses before the application is released to the staff. By doing so, you can prevent common attacks, protect sensitive operational data, and ensure the application is both secure and reliable.
The insights from this detailed analysis will provide the development team with the information they need to strengthen the application's security posture, ultimately safeguarding the company's assets and maintaining user trust.
Instructions for the Lab Exercise
1. The warehouse.apk file is on the shared drive in Lab07 folder.
2. Analyze the source APK file using appropriate tools and techniques.
a. List the tools and techniques used
3. Once done with the analysis, report all the information about the potential flaws that you were able to discover.
a. For additional information and report writing, use lecture 7-8 to aid with this.
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