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Healthcare organizations understand the significance of technology on their premises. Hospitals need to evaluate security technologies as it helps them maintain the privacy and confidentiality of the patients admitted to their facility as well as provide benefits in protecting the costs. It is of utmost importance for healthcare facilities to maintain the confidentiality of their patients as mentioned in ethical practices. Along with time, technology proved to be a boon for many sectors and healthcare is one of them (Cilliers, 2020). With the help of technology, it becomes easier and more effective to protect the medical information of the patient provided to a healthcare professional which is supposed to be not infringed on others unless the patient gives his consent. In healthcare morally the responsibility to keep the information of the patient confidential is associated with respect for patient autonomy. To bring effectiveness to the activity, cybersecurity is an important element that protects the information from being compromised, stolen, or attacked. The functions of cybersecurity can be measured by taking one of the three goals into consideration that need to be performed by it includes, Preserve the integrity of the data, Protect the confidentiality of data, or promoting the availability of data to authorized users only. Some of the tools related to confidentiality are Encryption, Access control, Authentication, Authorization, and Physical security. This report and discussion will cover the topic of the availability and requirements of different technologies which can be used in the modern healthcare workplace effectively (Hatzivasilis and et. al., 2019). It will also discuss some positive and negative points of the relevant technologies.
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[bookmark: _Toc123674959]Different technologies used in hospital
There are many different tools and devices available in the market that helps the administration and management to manage and secure the privacy of the patients. Some of them are Cameras, Artificial intelligence (AI), Virtual reality (VR), Telemedicine, Neural chips, Cloud computing, and Nanotechnology (Tembhare and et. al., 2019). AI attempt to stimulate human intelligence. It plays a potential role in cybersecurity. AI systems can be trained to identify new types of malware, generate alerts for threats, and protect sensitive data for organisations. Many research reports revealed that hackers can use popular VR headsets to steal sensitive information. Hence a virtual machine can be used to protect privacy. (Lustgarten and et. al., 2020). To browse the internet, it is suitable to use a virtual machine which does not mask the IP address of the candidate as well can automatically shield the user from threats. The usage of secure communication protocols should be promoted to healthcare providers which helps to encrypt the information and prevent it from being intercepted. Some of the effective communication protocols are TLS and SSL, in which strong passwords need to be created by the user. It is important to keep the passwords confidential and updated on regular basis to ensure that information is not compromised in any way (Sun and et. al., 2019). Apart from that, loT-enabled commercial door locks, video surveillance cameras, and password protection all are examples of security technology that can disapprove people from attempting to gain authorised access to information.  
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In the context of research work, the issues associated with the hospital chosen for the report are privacy and confidentiality (Samantha, Azam, Yeo, and Shanmugam, 2020). The issue of privacy and confidentially is broader when it arises within the hospital because a huge amount of patients is visiting or taking appointments to meet doctor or healthcare professional. In this, the data and information are stored in a database which must be encrypted because there is always a risk that is related to the teaching of information in the hospital. In addition, data privacy and confidentiality act as issues for hospitals in current trends (Azad, Arshad, Mahmoud, Salah, and Imran, 2022). 
Problem statement: 
The issue which is opted for in the research is a breach of data privacy and confidentiality in the hospital. To understand data privacy and confidentiality as a problem, it is better to understand medical confidentiality and privacy in healthcare (Dong, Ali, Dominic, and Ali, 2021). Medical confidentiality is referring to the set of rules that usually limit the information which is discussed between a person and their healthcare practitioner within the hospital. Therefore, it arises as an issue when it comes to the position of the breach. In this, anything which is discussed with a healthcare practitioner, by law, is kept private between two people and the organisation takes this responsibility to make it secret and private. Overall, it is also known as doctor-patient confidentiality (Fisher, Davey, and Magin, 2022). 
Within the hospitals, there is a huge amount of patients who are taking their diagnosis, treatment and care, they meet with doctors or healthcare professionals for their illness and disease. Therefore, a wide range of information and data is gathered which must have kept private and this is done by the organisation itself. On another hand, privacy in healthcare situations means that what to tell healthcare providers, what they write down about the patient and any proper medication that is taken by the patient and all other personal information is always kept private and accessible by an authorised person or healthcare professional only. There is some root which acts as the main cause of breach of data and information are doctor surgeries clinics, public and private hospital, pharmacies, laboratory and others. Before evaluating the in-depth discussion of a problem for this research work, there are some exemptions to privacy law are used to analyse that there two types of situations where a health service may use or share the information with patient consent that not refer as a breach of data privacy and confidentiality (Hussien, Yasin, Udzir, Ninggal, and Salman, 2021).  
The first one is when patient or someone else health or safety are about threatened and information act as an assistive tool to save the patient life such as if the patient is unconscious and a healthcare professional requires information which is related to an allergy to any drug. The second one is when the data will minimise or prevent a serious threat to the public and safety. For instance, if the patient is suffering from any serious infectious or contagious illness and the public need to be known about this as a warning i.e., the Covid-19 virus (Myers, 2019).

  Research idea: 

The idea taken into consideration for this research involves the use of different software that are involved in protecting the privacy and confidentiality of patients in the health and social care sectors. Data and information breaches in healthcare institutions are followed by unauthorized disclosures. Therefore, policymakers and stakeholders need to understand the magnitude of the issue and design policies for reducing the onset of breaching of data and privacy (Pyrrho, Cambria and de Vasconcelos, 2022). The unauthorized use of data by third-party users’ acts may prove to be harmful towards healthcare institutions and professionals. Therefore, to protect the data and information of patients in healthcare systems, policymakers should introduce the use of electronic health records encrypted with privacy codes. These encryptions should be designed in such a manner that a two-step verification system is enabled on them to ensure proper storage and distribution of health care data of patients. The sole idea was to investigate the causes and consequences associated with the breaching of privacy and confidentiality in health and social care institutions. Lack of proper security system is the main reason behind breaching of privacy and confidentiality in health care settings. Therefore, stakeholders have a critical responsibility to implement privacy-related laws to protect the information of patients admitted to hospitals and institutions (George and Bhilai, 2019).


Methodology: 
The study's main goal was to look into and evaluate how frequently healthcare data breaches happen. This qualitative study offered light on the consequences and real causes of privacy and confidentiality violations in healthcare settings. Information from a variety of sources was utilised as the technique for this study, which was then followed by an examination of privacy and confidentiality breaches. Researchers have been able to identify the reasons for data and information accessible through the breach by examining these patterns (Arain, Tarraf, & Ahmad, 2019). There was no use of any data based on numbers in this type of research, making it qualitative. This qualitative study investigated the effects and real causes of privacy and confidentiality breaches in health and social care organisations by using direct observation techniques as well as in the analysis of actual events. Various hospital healthcare departments provided examples of real-life scenarios and facts (primary, secondary and tertiary care). The study team captured and analysed the direct observation data to analyse the significance of safeguarding healthcare systems from privacy and confidentiality breaches.

Source:  
	The research found that hacking or IT incidents are the most widespread forms of attacks behind the healthcare setting’s breaching of data. It is then followed by some unlawful internal revelations. The incidence of healthcare data breaches and the number of revealed records due to breached records are inclining fast. Data from healthcare sett settings are respected as being highly beneficial. Addressing this irregularity, the contemporary study engages the simple moving average method (Seh and et. al., 2020). In contemporary times, most data breaches and confidentiality in the healthcare setting occur when information is accidentally posted, conveyed or e-mailed to the wrong individual. Storing delicate data about an individual on an unsafe computer leaves the data available to others. Some other sources include human error which is possible through the healthcare providers and the subordinates working with the patient. Phishing and stolen credentials come along with sources of data and confidentiality breaches. Improper disposal of waste is also reckoned to be one of the significant sources of data breaches in the healthcare setting. Malware or virus also disturbs the harmony of the stored data of the patients within the hospital, and distributed denial of services also breaches patients’ confidentiality and privacy (Samantha and et. al., 2020). Software vulnerability, which is the high-sophisticated malware, leads to the theft of sensitive patient information. In addition, these add to vital sources of privacy and confidentiality breach within the healthcare setting. 
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From the above discussion, it can be conferred that the usage of technology in the modern healthcare setting enhances the enables healthcare providers to collect and retrieve data associated with a patient’s health records for future reference. It also inclines the communication of the patient data via a readable format which anyone can utilise in their operations. As an outcome, it declines the possibility of medication errors in healthcare settings. There is one of the biggest evolutions in patient communication has come in the form of an online medical records portal and wearable instruments and associated devices. With this, there are loads of issues with the data privacy and confidentiality of the patients which come along with patient safety. A breach, in general, refers to an impermissible usage or disclosure of a patient’s vital information under the Privacy Rule which entails the security or privacy of the safeguarded and vital health-associated information. Some sources of data confidentiality breaches include human errors, hacking or IT incidents within the healthcare setting. Breaching of data privacy and confidentiality also happens when a healthcare provider passes on medical information to others without the consent of the respective patient.
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