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Abstract- This research paper is on the topic of why organizations need to have a way to protect their IT systems. It talks about how both physical security and software is required to do this effectively. This paper is also a report on how a company for this example SwanTech would go about setting up a new information security unit. It includes information about how they would need to structure it, laws they need to follow, a risk assessment and how they would protect their data.
Research in data security and compliance
Physical security
Physical security is protecting buildings and safeguarding the equipment inside from physical threats. This can protect hardware, software, servers and any paper documentation from being destroyed. Physical security has to protect this hardware from a multitude of things such as fires, floods and natural disasters, theft and even terrorism. Choosing a location that has a low chance of natural disasters like floods, hurricanes and earthquakes will reduce the chance of the resources being destroyed, and this is one example of physical security. 
The physical security system is made up of three main elements: access control, surveillance, and testing. 
Access control is measuring how many people have access to the different levels in the software, this can be done in many different ways such as having security levels so only the people who have the authority or need to access the area have it. Another method is ID cards to monitor exactly who is accessing the hardware. IDs can also be used to implement security-level access, the advantage of using ID cards is that if something goes missing and there is a notable timeframe key cards can be used to “produce reports to show which staff or guests entered which room and at what time.” [1] This makes the investigation of missing hardware much simpler, and quicker than without key cards. Keypads can be used to secure doors throughout the facility and be regularly changed to make sure only the correct people know the password making it a secure option. Security guards can also be used in access control as they can act as deterrence to hazards such as thieves while also using IDs to allow the correct people access. 
There are many physical defences that a site can use to control access such as walls such as cubicles to make looking at someone type their password harder, gates in front of the door so that no one can walk into the building, or locks at the front door and at doors that have more valuable assets to the company, and even the layout of the building. This will make it harder for anyone to gain access to the hardware as they have to bypass these obstacles which can allow security more time to respond to the attack. Even having gates, locks and other differences would deter people from even attempting to try and steal anything from the building.
Surveillance is important in physical security as it can be used as a deterrent and warning of an attack and can be used to gather information after an attack has occurred. CCTV is a good example of this as it can be placed all around the facility so that all areas are covered making a physical attack easy to spot by the security guards watching the footage. In the event of an attack, this footage can be reviewed afterwards to give the authorities a clear description of who the attackers were. It can also be reviewed to see how the attack happened so that measures can be put in place so that the attack won't be able to happen again the same way. 
Testing is the final element in a secure physical security system, the employees must understand how the new security measures work as it would be ineffective if the new system cannot be used to its fullest potential or if security doesn't know how to use it at all and are not able to spot an attack. Running drills will make sure employees are prepared for all possible events and will have experience using them in a crisis. 
The importance of physical security is that no matter what other types of security you have on your computers your data can only be as safe as the safety of physical security. This is because stopping people from remotely taking your data is less likely than a physical attack. In addition, for a business as it’s important to “deliver services without disruption in the event of a heightened threat level or disaster.” [2] However, it is ineffective if they're able to walk in and take hard drives without being stopped, or spotted by anyone. This is especially true for companies that use first-party cloud computing services as the hard drives will be on-site, whereas companies that store more data often use third-party cloud computing services as it is more affordable financially, and they would be off-site.
Physical security is a very wide topic as there are many ways of conducting physical security, one such way is called log and trail maintenance which is the strategy of recording each time an account is logged into every successful login and unsuccessful, as when a security breach takes place they can look for multiple login failures as it may show someone unfamiliar with the login details trying to get in, this method also discourages any unwanted actions as it personalizes the account giving the user the awareness that it saves what they are doing and their files, so there is evidence of what they are doing. The advantage of using login maintenance is that it “allows IT teams to keep tabs on both local events and remote events that occur in various other points in the network.” [3] Although the problem with using login maintenance is that more data is needed to be stored for each user the company or organisation needs. 
	When deciding how much effort to put into each section of security, a common way to decide this is called the risk-based approach which evaluates each vulnerable part of the business or organisation and determines how much time and money to spend protecting different parts. When looking at the level of security needed, elements to consider include the industry of the business, its volume of transactions, and the products and services offered [4].
	The final form of physical security that I will be mentioning is called accountable access control. This is giving access to certain parts of the building only to a limited number of people, so that, for example, if something goes missing in that room only a select number of people can be accountable, which narrows down the possible people significantly.
	For this research into physical security, the primary source of information is derived from a blog by Michael Cobb, [5] as Michael Cobb's credentials on the website describes his experience as a chief security architect analyst, where he has co-authored, a book named IIS Security which demonstrates his knowledge in data security. Also, Michael Cobb has 20 years of experience in IT ancestry, which adds to his reliability. Also, the website does not sell any products such as books, which makes the website more reliable as it is an informational site that is not seeking financial gain. The blog was created in 2021, which means that it is not out of date with today's standards of data security. Finally, in the last part of this research’s verification process, upon researching other reputable sources, they did not oppose any of Cobb’s information.
Data security
Data security technologies are used to protect an organisation's data from cyberattacks. They stop data from being stolen, lost, or accessed by unauthorised people or from employees misusing the data. It is important that a company keeps its data secure as they have to meet laws such as the General Data Protection Regulation (GDPR) which is making sure that people's personal data is protected. [6] Data security is also important as it helps keep trademarks, copyrights, and trade secrets safe. It can help prevent financial loss and will help maintain a customer's trust in the company. There are 7 main types of data security and there are many different ways attackers can try to infiltrate your systems. These 7 different ways are firewalls, authentication and authorization, data encryption, data masking, hardware-based security, data backup and resilience, and data erasure.
Firewalls can be hardware or software which is designed to protect your networks using predetermined policies. Software firewalls have to be individually installed on a device while hardware firewalls are physical devices and can be used on computers that are connected to the same network. Firewalls analyse both incoming and outgoing network traffic to detect any malware, viruses or attackers which are trying to access your network. Firewalls will block these threats and only allow legitimate traffic to enter your network. You can customize your firewall to only allow data packets from trusted or specified IP addresses. There are 5 different types of firewalls which can protect your organization in different ways. These are packet filtering firewalls, circuit-level gateways, stateful inspection firewalls, application-level gateways (proxy firewalls) and next-generation firewalls. [7]
Authentication and authorisation are a process to make sure that whoever is trying to access the data is a legitimate employee and has the authority to see the data. Authentication can be done in many ways such as passwords, PINs, or biometrics. Biometrics is the most secure option as it is the hardest one to forge as they will be unique to the employee whilst a password or pin can be easily shared. Once a person's identity has been authenticated the security system must then determine whether that employee has the authority to access that data. 
Data encryption converts the data into a code that only people with the decryption key can read. This coded data is called ciphertext. The data is only encrypted when in transit so if this data is captured it is unusable to anyone without the decryption key. There are two types of data encryption one being asymmetrical encryption uses a public key to encrypt while symmetrical encryption uses a private key. The second form of encryption is public keys which are only used to encrypt and can be shared with multiple users while private keys are used to encrypt and decrypt and are only known by the sender and receiver. [8]
Data masking is creating a fake but realistic version of the organisation's data which you can swap the real data with. If this data is obtained by an attacker, it makes the data they acquired useless as they won't know what the data is. Tokenisation is an example of this and replaces data with a string of characters which will have no meaning to the attacker and can’t be reverse engineered. This can be useful in not only transferring data but can be used in training as a placement holder. [9]
Hardware-based security is having a type of protection such as hardware-based firewalls built into your system so that they can still protect data during an attack. This will make it harder for attackers to break into the network.  
Data backup and resilience ensure that no data is lost in the event of a cyberattack or a natural disaster. Organisations should have multiple copies of their data to use as a backup in case of an emergency such as an attacker deleting a lot of data. If the company has a backup, then it will be able to recover from this quickly and have no data loss. Organisations can store the data with a 3rd party service such as the cloud. They could also have a duplicate of the data on hardware in a different location in case the main hardware gets destroyed. 
Data erasure is making sure that the data is properly deleted and won't be recoverable in the event of an attack. This can be done by overwriting the stored data and turning it into something illegible. Organisations must be able to provide this as it is a law under the GDPR.  
Within this research into the topic of data security, the most in-depth work was Kyle Johnson’s work [10] which discussed the ‘top 7 types of data security technology’ in which the author not only discusses examples of data security but goes into the impact and the importance of data security. In this research in identifying the reliability of this source, the website of the work and the author’s background and knowledge in the data security space was considered. When it came to the website, it was clear that they were not trying to push the importance of security more than what is needed, as the website does not try to sell you anything, such as a book. When it comes to Kyle Johnson’s experience within the field, he is a technology editor for multiple businesses, as an editor where he covers endpoint security and other topics that interest him. Finally, after looking at the website I then went on and looked at other sources to try to verify what this author was saying, which turned out to be all the same points, validating the points made in this blog.


Case Scenario
1. Introduction
In order to set up a new information security unit, SwanTech would have to have an organizational structure to make sure that the company was working efficiently. They would have to make sure that they are compliant with laws to guarantee the safety of their customers’ information. A risk assessment will have to be done to recognise and plan for any incidents. Finally, protection mechanisms would have to be put in place to make sure the information is secure.  
Organisation structure
An organisation structure is required in SwanTech as everyone will need to know what their roles and responsibilities are for the organisation to run effectively. It is important for an organisation to have a hierarchy as it will establish a system where employees will know who to go to if they need support. This will also create a list of what departments are available so that jobs can be delegated to the department most suited. An organisation with a structure can controls the information flow meaning only the required employees will know or have access to certain information. Having control over who has access to certain information will make the company more secure because if there is an incident such as an information leak you will know who has access to that information. This will also allow the company to be more effective and focused as there will be a leader in charge of making decisions which will flow through the hierarchy instead of multiple people making decisions which could cause contradictions and confusion. Having an organisational structure will allow SwanTech to implement any policies that they deem necessary. 
SwanTech will have a hierarchy system that consists of a CEO at the top to make any necessary decisions, solve any issues and make sure that everyone else is working efficiently. Next in the hierarchy would be managers who would each be in charge of a department. These departments would be customer service, IT specialist, HR, and accounts and finance. The customer service department would be in charge of jobs such as customer compliance. The IT department would be responsible for providing the correct software and making sure it runs properly. Human resources are responsible for hiring and training new employees, updating policies and creating a safe workplace. Finally, accounts and finance keep track of all transactions within the company and are in charge of budgeting. Each of these departments would then have a number of employees working under them. All of these departments are necessary to create an effective organizational structure. 
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Description automatically generated]One way to keep track of the information flow or hierarchy is to create an organisation chart. 

Laws
SwanTech will need to make sure that laws such as the General Data Protection Regulation (GDPR) are followed otherwise the company could be facing a fine. Under GDPR, “data must be processed lawfully, fairly and in a transparent manner.” [11] This means that the intended use of the data must be disclosed, it also can't be used for anything other than the stated purpose. Any personal data that is taken shouldn't be more than necessary and must be accurate, if the information later becomes inaccurate it must be corrected. Any collected data must be specified for how long it will be stored and can’t be stored for any longer, if data is stored for multiple years, a system must be in place to safeguard this information. This data must only be accessed by people who require it. Finally, GDPR requires that the company is responsible for this data, and that no one should access it without the correct training and understanding of GDPR. In summary, SwanTech needs to use its information responsibly and ensure that it is secure. 
Risk Management
When setting up this new information security unit, SwanTech needs to be aware of many different risks to their company and how these risks can be managed.
The first risk I will be discussing is natural disasters, and how they can affect the building. This can be in many forms such as floods, fires, lightning, and depending on the location, earthquakes, tornadoes, and volcanoes. The best way to avoid many of these risks is to choose a location for the new building in a safe area where not many natural disasters occur. However, no matter where the location is set or if the new branch is required to be in a specific populated area because of easy accessibility for employees, there are extra steps to help prevent major losses in these scenarios. Firstly, when it comes to flooding, the building can be designed to have proper outdoor drainage. What also can be done is setting the more expensive electronics on the higher floors as water would be less likely to reach those floors.
For fires, the building should have fire alarms so that there will be an alert for any fires under any circumstance. Because of the electronics, it would be unwise to put water sprinklers in every room, therefore a solution could be to have hallways between most rooms and have sprinklers throughout so that the fire will take longer to spread before emergency support arrives. Also, every employee should be trained with a fire drill, so that if a fire were ever to break out, the people inside would know what to do and there would be no panic in this situation. If the building would be hit by a natural disaster that would be devastating for the company, however, there is a little chance of that being a major problem if taking the right steps to ensure that all necessary precautions are in place to protect the company and its resources. Therefore, the risk level of natural disasters is high.
Human error is a major cause of problems within the workplace, there are many different ways that human error can occur, such as, an employee could forget to save the information of a new client, or an employee could click on an email with a virus attached to it. The main cause of the human error is usually due to reasons such as inexperience, improper training, or incorrect assumptions. Therefore, one of the best ways to prevent this is to have training to make sure that each person is well aware of what their role is and all the possible mistakes that can be made within the role. It is also important to inform them of solutions to said problems, allowing the employee to resolve the issue and allow for the rest of the business to function as best as possible throughout the process. Another solution would be to have a professional inside of the building such as an IT specialist that is there to solve any problems or issues that any of the other employees are unable to solve on their own. Human error is almost certainly going to happen, but the severity of human error is on average not very extreme, therefore the risk of human error is a moderate level for the company.
In addition, criminal acts such as theft, vandalism or ransomware are risks to the company. To stop acts such as theft or vandalism, the main solution is to help prevent this by having a security guard at the front of the building and having CCTV both inside the building and on the outside. The security guard would not only be there to stop any unwanted people from not only getting into the building, but also to remove anyone within the premises that is of concern. A security guard is also very effective at deterring people from trying to vandalise or steal anything from the building.
CCTV is effective because it can be functioning even when no one is in the building. Therefore, when people have left for the night and there would be no one to see what happened, the cameras can show exactly when it happened and have a better description of the person who did it. This would support the need to identify the culprit from their appearance, and from their voice if the cameras had audio recordings and they spoke. 
When protecting against ransomware, an effective way to prevent this would be to have firewalls and anti-virus applications installed on every computer so that the company can be safer from cyber-attacks. With the reality of attacks being possible at any point and that criminal acts could happen at any part of the business, a problem such as theft or ransomware should be treated seriously, and criminal attacks should be considered a high-risk part of the company.
For most of the situations above, there is a likely possibility that the data stored within the building could be lost. Therefore, there would be important to back up the data held within the building. The data can be backed up on either a highly secure cloud server, or within a different building. This should be done so that if the data in the building does get destroyed, there would be a way to retrieve the lost information, which would save the company a lot of money and time, rather than needing to retrieve the information back which would also harm the company's image in the eyes of the employees and the patrons, especially given the purpose of the company. Therefore, the likelihood of data being lost is quite likely, and the fact that losing data on any clients or any employees could cause a big problem depending on the amount of data lost, with this data lost is an extreme risk.
Protection Mechanisms
In order to protect SwanTech’s information, security measures need to be put into place. These measures will need to be routinely checked to make sure they are kept to a high standard. One way of doing this is through the use of key cards, as they will be useful for making sure only employees will be able to access the building. Also, some key cards could have more access than others, allowing the company to have limited access to certain rooms that have more valuable resources inside. This could be useful so that if something goes missing, only a certain group could be accountable. The way to keep this up to date is to have the key card to provide access to rooms only for a limited time, which would have to be reset so that prior employees won't be able to access the building if they are no longer granted access.
Firewalls and antivirus applications will be used throughout the company, as one of the services this company provides will help with data backup, thus the protection of the computer is one of the highest priorities. Therefore, the protection software must be kept up to date so that they are the most effective that they can be so that the clients can put their trust in the company.
The reason why people would use pin locks over other methods to keep unwanted people out of secure areas is it is easier for the door to have a pin to access the door for people who only require access occasionally. For security to be kept to a high standard, the pin would have to be changed to a set of integrals to make sure no one knows the pin when they shouldn’t, especially for a long period of time.
Finally, CCTV should be used throughout the building, therefore, a routine check-up to see that no cameras are broken or failing is essential. This would be beneficial to the company as cameras are a great way to ensure security at any time, and if something goes wrong, the company can retrieve evidence and the information would be easily available.
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      MARKING CRITERIA AND STUDENT FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.
	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Your work has demonstrated that you have done your own research.  You have used appropriate referencing and peer reviewed articles.  However, some areas were lacking reference citation.
	[bookmark: totalRIL]20
	[bookmark: markRIL]16

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated knowledge of the well-established concepts and principles.
	[bookmark: totalKUS]10
	[bookmark: markKUS]6

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have not done an introduction and a conclusion. Your introduction should give a background to the work along with some general research information of the subject areas preferable from peer reviewed articles to enhances your work.  Your conclusion should summarize your key areas of the report.
You have discussed both task criteria given.   Task 2 discussion incorporate the case study company. 
	[bookmark: totalANA]25
	[bookmark: markANA]17

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You have designed your own organisation charts for the company. Other diagrams, tables or charts can be used to discuss other areas of the case study.
	[bookmark: totalPAD]25
	[bookmark: markPAD]15

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]You have used the IEEE report format. Your work is presentable, formatted and well written.  
	[bookmark: totalSPP]20
	[bookmark: markSPP]16

	
	
	


	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]70%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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