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1. Title of the Proposed Research

Unmasking The Dark Digital Forces: A Systematic Review of Cumulative Adolescent Vulnerability to Sexual Exploitation in Online Gaming Ecosystems.

2. The Prevalence of Digital Sexual Exploitation of Adolescents in Virtual Gaming Ecosystems

The internet sexual exploitation of teenagers is an international public health concern (Childlight, 2024). The first Global Child Safety Institute study revealed that more than 300,000,000 children fall victim to the technology-facilitated child sexual exploitation and abuse (TF-CSEA) per year at the rate of 10 child per second (Childlight, 2024). Over the past year (12%) of the world’s children have been victims of sexual explicit-non-consensual photo sharing, and over (12%) have also experienced online harassment (Childlight, 2024; Fry et al., 2025). Furthermore, the estimated rate the of online sexual exploitation is almost (5%) and sexual extortion is around (3%), this data was compiled from 123 research studies across 57 countries (Fry et al., 2025).

According to the UNICEF report “When Numbers Demand Action: Confronting the global scale of sexual violence against children,” digital technology has created new forms of child sexual abuse that are difficult to measure, but (40%) of countries do not have data on underage girls’ experiences of sexual abuse, and the situation for boys is much worse (Arora, 2024). This reality indicates that many adolescents are not prepared or capable of reporting their abuse leaving millions of children unprotected, this further increasing the importance of immediate and comprehensive academic research (Arora, 2024). However, without data the true extent of the problem will be unknown, preventing policymakers from having the evidence to develop, implement, or evaluate effective interventions (Arora, 2024).
Children represent only (20%) of the population in the UK; however, they are disproportionately (40%) victims of all sexual abuse offences, a statistic which points to serious failings in child protection (Home Office, 2025). Crucially, it is projected that there are over 800,000 offenders who pose a sexual risk to children in the UK and that there are 400,000 searches for internet child sexual abuse material per month (Home Office, 2025). These alarming statistics are likely only a fraction of the real extent of these cyber sexual crimes against children. The UK has a real problem with online grooming as in 2022/23 alone the police recorded 6,350 offences. and that is up (82%) from five years earlier (Jacques, 2023). What is really striking is that a quarter of the victims were still school children and most of them (83%), were girls. Furthermore, these incidents were spread across 150 different platforms, showing that offenders are digitally widespread and it is hard to track sex offenders’ today's digital world (Jacques, 2023). Take gaming platforms, for example, things can escalate unbelievably fast as research has found that, on average, it takes just 45 minutes for a predator to move from first contact to making sexual advances (WeProtect Global Alliance, 2023), however the same study found that the quickest sexual advancement case happened in only 19 seconds.

Sexual exploitation has become an entry point to popular gaming platforms, the massive number of users of these websites, only increases the vulnerability of children (UNICRI, Bracket Foundation and Value for Good, 2022). Moreover, this study argues: Roblox has over 160 million monthly active participants (67%) of whom are under 16 years old; Minecraft has more than 140 million users; Fortnite has over 80 million; and VRChat has over 20,000 monthly active users. This data shows the size of the digital places where exploitation can happen. Sexual offenders exploit the gaming ecosystem through relational manipulation, including grooming and catfishing, to cultivate trust, subsequently coercing victims into the production of Child Sexual Abuse Material (CSAM), live-streamed sexual abuse, or virtual sexual harassment (UNICRI, Bracket Foundation and Value for Good, 2022). However, risks are not exclusive to just these online platforms, victims are then moved to private encrypted chats where they are subjected to sextortion and the distribution of content among sexual offender networks (UNICRI, Bracket Foundation and Value for Good, 2022). As a result, this cumulative pattern of online abuse results in offline crimes such as kidnapping and rape in extreme cases (UNICRI, Bracket Foundation and Value for Good, 2022).

The House of Commons Education Committee (2023) noted that gifts and continuous emotional manipulation to acquire the trust of youngsters were important methods used by criminals on online gaming platforms. Moreover, the absence of the specificity regarding gaming platforms in this testimony is a notable lapse in policy discourse and highlights the need for research on how different game formats may enable abuse. Additionally, the study by Hamilton-Giachritsis et al. (2020) reveals that teenagers who are victims of online sexual abuse are at serious mental health risks. Most of their offenders were aged 27–52 years and were strangers to their victims aged 11–15 years (Hamilton-Giachritsis et al., 2020). However, several criminals were relatively close in age to their victims and a handful were even known to their victims (Hamilton-Giachritsis et al., 2020). Then there is also an alarming new form of cyber abuse known as sadistic online exploitation, which occurs when violent groups prey on teenagers through openly available gaming platforms such as Roblox, Discord, and other gaming websites (NCMEC, 2025). Sexual perpetrators force children to film or live‑stream violent or self‑harming acts after establishing exploitative relationships with them (NCMEC, 2025). Moreover, the CyberTipline a global reporting system also revealed that there is a tremendous increase of (6,343%) in sexual abuse online, from 6,835 reports in 2024 to 440,419 in the first half of 2025. Generative AI has also significantly exacerbated child sexual exploitation, as this includes utilising publicly available children’s social media photographs to extort them without first establishing contact (NCMEC, 2025). This study argues there is underreporting happening, which means the actual number of victims is likely higher (NCMEC, 2025).

Online gaming ecosystems have increasingly been identified as posing risks to child safety, for instance grooming, sexting and distribution of child exploitation material (Xiao et al., 2026). Yet these ecosystems are still very much under-studied, and many pertinent policies and proactive measures are largely overlooked (Xiao et al., 2026). Merry and Whitfield (2024) supports this assertion by stating that the issue of sexual exploitation in the video game, streaming, and esports communities has not yet been empirically addressed, claiming this is the first of its kind and more needs to be done to develop proper protective interventions. Furthermore, their study found that (40%) of the cases of sexual abuse involved minors and (90%) of the children met the assailants on the Internet, such as Discord and Twitch. Discord was involved in (59%) of the cases and Twitch in (31%) of the cases (Merry and Whitfield, 2024).

3. Introduction

The gaming industry has advanced to become the most profitable entertainment domain globally, growing from $35 billion in 2007 to $179.7 billion in 2020 (Belyaeva, Petrosyan and Shams, 2022). It has surpassed both the music industry as well as the film-box-office, establishing themselves as one of the most rapidly expanding sectors of the worldwide entertainment markets (Belyaeva, Petrosyan and Shams, 2022). Moreover, this rapid growth showcases the gaming industry's rising cultural and economic influence. The COVID-19 pandemic caused a dramatic increase in the use of Roblox, Fortnite, and Minecraft as tools of socialising among teenagers, these digital platforms has been solidified, and it has exposed adolescents to risk of abuse and harassment (Du et al., 2021).

According to UNICEF (2023) report (93%) of 10–19-year-olds in South Korea are deeply involved in computer games, but only (79%) of 11–14-year-olds in Europe are. Sexual offenders and organised criminals use similar strategies to either sexually exploit children or get them to join violent crimes (Lamphere-Englund 2025). These criminals like to capitalise on vulnerable children by distributing their sexual abuse content, this makes children prone to victimisation and may promote the normalisation of this behaviour (UNICEF, 2023). Moreover, children’s health development is at risk because their ability to recognise threat and avoid online predators is still underdeveloped (UNICEF, 2023). There is a discrepancy between online safety and digital socialisation that teens face today, and these crises highlight the problematic digital realities that many of them experience (UNICEF, 2023). This dissertation aims to address this gap by examining sexual abuse that adolescences face globally today in the gaming digital realm. 

4. Rationale

The rationale is grounded in four essential imperatives: Scale, specificity, gender and evidence need. Initially, sexual victimisation scale is over 300 million children annually which makes it a world public-health crisis (Fry, Lambourne, and Childlight, 2025). Global CyberTipline reports that online child sexual grooming has increased from 44,000 in 2021 to 80,000 in 2022, 186,000 in 2023, and over 546,000 in 2024, representing (194%) annual peak from 2023/2024 (Souras, 2025). Secondly, specificity is online gaming ecosystems that have unique socio-technical features like virtual reality, parasocial connections, diverse age/demographics, and avatar anonymity, which create vulnerabilities that social-media research studies often overlook (UNICEF, 2023)  Thirdly, there is a noticeable gender disparity in the rise of online sexual abuse: economic sextortion, has caused more than 36 suicides in adolescent boys since 2021, targets mostly boys, while generative AI for non-consensual nude imagery targets mostly girls. Fourthly, more research is needed, and existing data needs scrutiny: Online Safety Act 2023 has not been enforced properly in the gaming realms, despite Roblox, having a platform with over 79 million daily active players with half being under 13 years old (5Rights Foundation, 2024). Moreover, this study argues that Roblox has thousands of active online games, chatrooms processing over 50,000 messages per second, showing systemic grooming and insufficient moderation. This shows lack of regulatory enforcement, and that profit-over-safety mindset lets predators efficiently prey on children. This crisis is so bad that it’s been named “Roblox’ paedophile Problem” (5Rights Foundation, 2024).  

5. Research Question, Aim and Objectives

Question: 
Why does digital sexual exploitation of adolescents in online gaming remain a globally overlooked public health crisis, despite meeting established criteria for a serious health concern?  
Aim: 
To systematically review evidence on adolescent vulnerability to digital sexual exploitation within online gaming ecosystems, critically examining the cumulative victimisation mechanism, key risks and the associated adverse developmental outcome. 

Objectives: 
a) To compile evidence regarding the frequency and types of digital sexual exploitation impacting adolescents in gaming ecosystems.
b) To investigate adolescent susceptibility to victimisation in online gaming contexts, examining whether gender, age, and socioeconomic background influence this vulnerability.
c) To investigate the safeguarding elements (parental guidance, digital proficiency, school assistance and resilience) that mitigate or diminish the likelihood of victimisation among adolescence gamers.

6. Research Methodology

6.1 Research Design 
This dissertation will employ a systematic literature review method, following the PRISMA Checklist for reporting (Page et al., 2021). However, as data about sexual grooming of adolescence in the gaming digital ecosystems remains limited, and different terminology is used across peer reviewed studies to describe this public health crisis. There is a significant methodological and topical heterogeneity across the literature. Therefore, a thematic analysis will be conducted, to group the results into categories and explain the patterns that emerges (Braun and Clarke, 2006). The PEO framework will be used because it is more suitable for this type of study than the PICO framework (Boland, Cherry and Dickson, 2017; Aboagye et al., 2021).  The search terminology and proposed target group will be young people ages of 10-17, minor, children, child, adolescence, teenagers, teens, young people, and youth; exposure includes online gaming, gaming ecosystems, multiplayer games, cyber gaming, gaming chats, console messaging, user-generated games settings, gaming platforms, messaging gaming apps and gaming associated communities; outcome includes sexual solicitation, grooming, coercion, image-based abuse and exploitation, child sexual abuse online, technology-facilitated child sexual abuse, online sexual exploitation of children. To effectively search for this terminology in this dissertation Boolean operators will be employed with "OR" linking synonyms inside every term, "AND" linking different concepts, and " parentheses" grouping each concept, to achieve more accurate retrieval of data (Salvador-Oliván, Marco-Cuenca and Arquero-Avilés, 2019).

6.2 Data Collection Method
Data acquisition will adhere to the PRISMA 2020 framework: identification, screening, eligibility evaluation, and inclusion (Page et al., 2021). A thorough search methodology, created in collaboration with a topic librarian and tested for sensitivity, would utilise controlled terminology and free-text keywords spanning demographic, exposure, setting, and outcome categories. Furthermore, this dissertation will take four months to complete, from September 2026 to January 2027, before the final submission.

6.3 Data Sources
This global public health crisis is under-researched (Xiao et al., 2026), and yet interdisciplinary spanning public health, psychology, criminology, child protection, and digital sociology. The academic search will therefore be wide ranging, incorporating ProQuest, EBSCOhost, IEEE Xplore, and Google Scholar. Grey literature from the ONS, WHO, UN, UNICEF, NSPCC, Childlight, Ofcom, and National Crime Agency will also be used.

6.4 Selection Criteria
Inclusion criteria: English-language research published between 2016 and 2026; individuals aged 10–19 or adults reflecting on their adolescent victimisation; digital sexual exploitation occurring within or enabled by gaming platforms; studies on prevalence, incidence, risk/protective factors, mechanisms, outcomes, or interventions; peer-reviewed publications and credible grey literature.
Exclusions criteria: Sexual abuse occurring solely offline; organised violence or radicalisation lacking a sexual gaming exploitation aspect; populations comprised solely of adults; and publications not in English.

 6.5 Data Extraction and Analysis
Data will be extracted using standardised forms recording research characteristics, exposure details and results. Given the substantial methodological and topical heterogeneity identified across the literature, quantitative results will be summarised descriptively and presented in tabular form where appropriate. Qualitative findings will be analysed using thematic analysis (Braun and Clarke, 2006) to identify overall patterns and themes. In mixed-methods studies, the quantitative and qualitative components will be analysed independently.

7. Ethical Considerations

During the research for this dissertation victim-blaming language will not be used, reflecting on ethical commitments (McGlynn, Woods and Antoniou, 2024). This research will be guided by a trauma-informed approach to ensure young people's trauma is shared respected in all their reality (Stänicke et al., 2024). The research will also highlight that gaming platforms are not inherently detrimental and are a part of young people’s source of social connection. However, it will also critically consider how some platform might foster conditions where sexual abuse can transpire (Lamphere-Englund, 2025). Finally, this project will maintain academic integrity though rigorous data handling, precise referencing and taking precaution to ensure originality (Johansen et al., 2026).

8. Implications for research 

This dissertation aims to bring awareness to governments, practitioners, and corporations operating gaming platforms regarding child sexual exploitation within gaming settings. Globally, (25%) of children are coerced into sexual activity online before they reach the age of 18 (Skidmore, Aitkenhead and Muir, 2022). Online grooming is a new emerging form of criminal activity, and if adequate regulations are not enforced, this criminal behaviour could escalate (Giles et al., 2024). This public health problem impacts hundreds of millions of children annually and is more common than childhood asthma and obesity (Childlight Global Child Safety Institute, 2026). A coordinated approach for global awareness is urgently needed to address this growing child endangerment (UNICEF, 2018). (UNICRI, Bracket Foundation, and Value for Good (2022) assert that perpetrators in social gaming environments use features such as avatar anonymity, voice chat, and in-game cash to exploit minors. Furthermore, the same study argues that gaming-focused platforms have been markedly overlooked, despite the increase of child grooming occurrences and the implementation of UK and EU regulations like the Online Safety Act 2023 and the Digital Services Act (UNICRI, Bracket Foundation, and Value for Good, 2022). 

This dissertation will serve as an essential scholarly examination of this neglected public health crisis affecting adolescents in gaming ecosystems, as it will highlight how offenders have successfully transitioned their exploitative behaviour to the digital sphere ever since COVID-19, as it has restricted children's movements (UNICEF Office of Research, 2019).  This research will examine the intricacies of digital sexual exploitation inside gaming contexts that disproportionally effect minors, and through this systematic review, empirical data will be established to inform and bring more awareness to this pressing matter.






UNMASKING THE DARK DIGITAL FORCES
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