1. [bookmark: _GoBack]The following command impedes brute force login attempts. The router blocks login attempts for 30 seconds if someone fails two attempts within 120 seconds. This timer is set especially low for the purpose of this lab.
R1(config)# login block-for 30 attempts 2 within 120
What does the 2 within 120 mean in the above command?
It means 2 attempts within 120 seconds
What does the block-for 30 mean in the above command?
It means block login attempts for 30 seconds



2. Establish an SSH connection to the router.
⦁    Start Tera Term from PC-A.-
⦁    Use Tera Term to telnet to R1.
Does R1 accept the Telnet connection? Explain.
R1 does not accept Telnet connection because Packet Tracer doesn’t support “R1(config-line)# transport input telnet ssh” command. I have used SSH command only as it’s more secure. If we use telnet, anyone can see passwords because they are just a plain text.
⦁    Use Tera Term, establish an SSH session to R1. Use the username admin and password adminpass. You should be able to establish an SSH session with R1.
Does R1 accept the SSH connection?
Yes, R1 accepts the SSH connection:
C:\>ssh -l admin 192.168.1.1
 
Password: 
 
Unauthorized access is prohibited!
 
R1#



3. Intentionally mistype the user and password information to see if login access is blocked after two attempts.
What happened after you failed to login the second time?
Login was disabled for 30 seconds as shown below

⦁    From your console session on the router, issue the show login command to view the login status. In the example below, the show login command was issued within the 30 second login blocking period and shows that the router is in Quiet-Mode. The router will not accept any login attempts for 14 more seconds.
R1# show login
     A default login delay of 1 second is applied.
     No Quiet-Mode access list has been configured.
 
     Router enabled to watch for login Attacks.
     If more than 2 login failures occur in 120 seconds or less,
     logins will be disabled for 30 seconds.
 
     Router presently in Quiet-Mode.
     Will remain in Quiet-Mode for 14 seconds.
     Denying logins from all sources.
R1#
R1#show login
     A default login delay of 1 seconds is applied.
     No Quiet-Mode access list has been configured.
 
     Router enabled to watch for login Attacks.
     If more than 2 login failures occur in 120 seconds or less,
     logins will be disabled for 30 seconds.
 
     Router presently in Normal-Mode.
     Current Watch Window
         Time remaining: 0 seconds.
         Login failures for current window: 0.
     Total login failures: 0.
 
R1#%SEC_LOGIN-1-QUIET_MODE_ON: Still timeleft for watching failures is 0 secs, [user: admi] [Source: 192.168.1.3] [localport: 22] [Reason: Login Authentication Failed] [ACL: sl_def_acl] at 00:49:46 UTC Mon Mar 1 1993
 
 
R1#show login
     A default login delay of 1 seconds is applied.
     No Quiet-Mode access list has been configured.
 
     Router enabled to watch for login Attacks.
     If more than 2 login failures occur in 120 seconds or less,
     logins will be disabled for 30 seconds.
 
     Router presently in Quiet-Mode.
     Will remain in Quiet-Mode for 16 seconds.
     Denying logins from all sources.
 
R1#%SEC_LOGIN-5-QUIET_MODE_OFF: Quiet Mode is OFF, because block period timed out at 00:50:16 UTC Mon Mar 1 1993


4. After the 30 seconds has expired, SSH to R1 again and login using the SSH username  admin and adminpasss for the password.
After you successfully logged in, what was displayed?  
Yes, I have successfully logged in:
C:\>ssh -l admin 192.168.1.1

Password: 

Unauthorized access is prohibited!

R1#
⦁    Enter privileged EXEC mode and use Enablep@55 for the password.
If you mistype this password, are you disconnected from your SSH session after two failed attempts within 120 seconds? Explain.
Because I’ve used command “username admin privilege 15 secret adminpasss” when I log in as admin, I’m already in EXEC mode.
⦁    Issue the show running-config command at the privileged EXEC prompt to view the security settings you have applied.
R1#show running-config 
Building configuration...

Current configuration : 1032 bytes
!
version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption
security passwords min-length 10
!
hostname R1
!
login block-for 30 attempts 2 within 120
!
!
enable secret 5 $1$mERr$5wXi8fVAu3dNc0gNCjvIQ1
!
!
!
!
!
!
ip cef
no ipv6 cef
!
!
!
username admin privilege 15 secret 5 $1$mERr$xONyqSvEtuqaiormJVqR7.
!
!
license udi pid CISCO1941/K9 sn FTX1524F35Z-
!
!
!
!
!
!
!
!
!
no ip domain-lookup
ip domain-name ccna-lab.com
!
!
spanning-tree mode pvst
!
!
!
!
!
!
interface GigabitEthernet0/0
no ip address
duplex auto
speed auto
shutdown
!
interface GigabitEthernet0/1
ip address 192.168.1.1 255.255.255.0
duplex auto
speed auto
!
interface Vlan1
no ip address
shutdown
!
ip classless
!
ip flow-export version 9
!
!
!
banner motd ^CUnauthorized access is prohibited!^C
!
!
!
!
!
line con 0
exec-timeout 5 0
password 7 0822455D0A16061E010803
login
!
line aux 0
!
line vty 0 4
exec-timeout 5 0
login local
transport input ssh
line vty 5 15
login
!
!
!
end


5. Establish an SSH connection to the switch.
Start Tera Term from PC-A, and then SSH to the SVI interface on S1.
Are you able to establish an SSH session with the switch?
Yes, S1 accepts SSH connection:
C:\>ssh -l admin 192.168.1.11
 
Password: 
 
Unauthorized access is prohibited!
 
S1#
6. View the parameters available for the Cisco IOS SSH client.
Use the question mark (?) to display the parameter options available with the ssh command.
S1# ssh ?
  -c    Select encryption algorithm
  -l    Log in using this user name
  -m    Select HMAC algorithm
  -o    Specify options
  -p    Connect to this port
  -v    Specify SSH Protocol Version
  -vrf  Specify vrf name
  WORD  IP address or hostname of a remote system

S1#ssh?
ssh  
S1#ssh ?
  -l  Log in using this user name
  -v  Specify SSH Protocol Version
S1#ssh -l admin 192.168.1.1
 
Password: 
 
Unauthorized access is prohibited!
 
R1#
7. What versions of SSH are supported from the CLI?
Versions 1 and 2 are supported from the CLI:
S1#ssh -v ?
  1  Protocol Version 1
  2  Protocol Version 2
S1#ssh -v 
How would you provide multiple users, each with their own username, access to a network device?
Each user (username and password) would have to be added to the local database. It can be done by using username command.
PASSWORDS:
PASSWORD: ciscocisco
PASSWORD ENABLE: Enablep@55
PASSWORD VTY: cisco
PASSWORD ADMIN: adminpasss




Reflection (max 800 words): 
Write a research report comparing various Encryption standards, e.g AES, SHA, DES, RSA.  

Encryption Standards
Encryption is the process of encoding data to make it unreadable by anyone without the encryption key. It protects data shared between nodes in the Network and it is one of the most powerful ways to keep data safe. [1] Encryption and decryption can be translated as “Encipher” and “Decipher”, secret message is called “Cipher”. [2]
There are two types of encryption:
Symmetric encryption – single key is used to encrypt and decrypt data which needs to be shared with all authorized people. [3]
Asymmetric encryption – two separate keys are used, one public which is shared with everyone and one private used only by key’s generator. Public key is used to encrypt data while private decrypts it. [3]
There are numbers of different encryption methods based on the size of data, length and type of keys used. [3] Common encryption methods include:
Advanced Encryption Standard (AES) – symmetric block cipher algorithm which has its own structure is used to encrypt and decrypt data. It is one of the most common used algorithms around the world. AES has ability to use three different key sizes: 128, 192 and 256-bit while each of them has 128-bit block size cipher. [4] For each key sizes, key exhaustion would require: 2127, 2191, or 2255 operations. It means that any attack by key exhaustion is impractical and likely to remain so. [5]
Rivest-Shamir-Adleman (RSA) – asymmetric cryptography algorithm which works using two different keys, one public and one private. Idea behind RSA was that it is difficult to factorize a large integer. Public key is made of two numbers where one is multiplication of two prime numbers which are also used by private key. Encryption strength in this method depends on the key size. [6] To compare RSA against AES it was said that 15360-bit RSA keys are equivalent to 256-bit AES keys.
Triple Data Encryption Standard (TDES) – symmetric block cipher which breaks the text into blocks of 64 bits each. In this method, text is encrypted three times using three different keys: one, two and three. [7] TDES does provide increased security over standard DES by making it difficult to rearrange cipher. However, key integrity can still be put at risk, as parts of the keys are acting for other key components. In this case they can provide knowledge of other keys. [8]
Secure Hash Algorithm (SHA) – was developed by National Security Agency and introduced a new system which expanded 16-word message to 80 word-block. There are five cryptographic hash functions known as SHA-1, SHA-224, SHA-256, SHA-384 and SHA-512. SHA-1 can produce 160-bit message while other variants have the length of their message indicated by the number. [9]
Hash-Based Message Authentication Code (HMAC) – encryption method which provides the client and server with a private and public key. Specific hash is generated and transmitted to the server by client on each request. Upon receiving request, unique HAMAC is generated by the server. Client authorization is based on the comparison of those two HMACs. This technique is known as “secret handshake”. [10]
Elliptic Curve Digital Signature Algorithm (ECDSA) – elliptic curve analogue of the DSA, it uses elliptic curve discrete logarithm problem. Strength per key is greater in this algorithm when compared to DSA. There is no sub exponential algorithm known to solve the elliptic curve discrete logarithm problem. It is because implementation generates key which is highly secured and small key size uses less bandwidth. Small key size comes with benefits such as faster computation time and reduced processing power and storage. These advantages make ECDSA ideal for constrained environments, for example pagers, phones and smart cards. [11]
Digital Signature Algorithm (DSA) – digital signatures are implemented through public-key encryption and are used to verify the original content of a message. [12] Unique mathematical functions are used to create a digital signature consisting of two 160-bit numbers. [13]
As stated above, not all encryption standards are equal. Some of them were made obsolete, for example: DES and SHA-1. Methods such as machine learning and processing power are constantly improving which put encryption at risk. In theory, any method of encryption can be broken given enough time. However, advances in cryptography itself made some of the encryption standards extremely hard or even almost impossible to decrypt. RSA is one of the most powerful asymmetric encryption methods in the world. It is mainly used to encrypt the keys of another algorithm as it can’t be used to encrypt web traffic due to low speeds. Second of the strongest algorithms available is AES, commonly paired with RSA. US Government adopted this method as the official encryption standard which shows how secure AES is. [14]
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