


Although there is no agreed definition of Cybercrime, universally, there are key terms used in investigations that define when a cybercrime act has been committed. Some of these key terms include: - “interfering with data, illegal access, illegal inception of data, interfering with computer systems, illegal devices and child pornography” (Interpol, 2021, p.9).
Cybercrime first emerged in 1949 when computer genius Jon Von Nuewmann identified that computers could hold viruses (Chadd, 2020). Following this, in the 1950’s “phone freaking” became a known activity where “freaks” had learnt how to override the telephone networks remotely to make free calls and escape long distance charges (Chadd, 2020). It is blatant to see that as technology has evolved, so had the sophistication of such crime which has developed into a predicted annual £10.5 trillion profitable crime by 2025 (Morgan, 2020).
According to Wailes- Fairbairn (2019), the danger with Cybercrime in today’s society is that the criminals are always one step ahead. Whilst a company may be recovering from a recent cyber-attack by employing new tactics of stopping another happening, the criminal masterminds have already worked out new strategies to overcome the new installed cybersecurity and pounce again.
The illegality of cybercrime is often far more serious than the act itself. According to Interpol (2021), these types of fraudsters are also part of large, organised crime groups which fund terrorist activities and other serious crimes.
Fraudsters are continually seeking opportunities to commit crime and the pandemic has created a platform for cybercrime to breed. With lockdowns diverting the public to heavily rely on the internet for essential food shopping, communicating with loved ones, accessing medical assistance, working, home schooling (Europol, 2020), UK adults are now spending on average just over 4 hours a day on the internet, which is a record high (Ofcom, 2020). 
According to Interpol (2020), the firm focus on Covid 19 may have caused governments to neglect defence strategies against cybercrime, to which criminals have exploited. Interpol (2020) expresses how malicious domains using words such as “Covid”, “Corona” has been used to take advantage of people searching for information during the pandemic. By the end of March 2020, over 40,000 newly high-risk domains had been created.
As stated by Minhas (2021), malicious domains are used to corrupt computers by installing data harvesting malware that steals the sensitive information such as personal credentials, credit card details and online banking details stored on the device. 
Phishing, the use of links and attachments also provide a method of getting malware onto a computer. The phishing email is often presented like a kosher email which looks like it has been sent from an organisation such as the government and other official authorities. Fraudsters want the person who receives the email to open or download an attachment onto their device and this will then gain the criminal access to data including bank details which they go onto violate (National Cyber security centre, 20129).
A recent example of a sophisticated phishing scam is evident in the circulation of emails informing people that they are eligible for the Covid-19 self-employment income support scheme. The email asks the person to enter their bank details to receive the support funds to which the criminal uses the bank details to exploit money from the victims account (HM revenue and Customs, 2021). According to Action Fraud (2020), at the very start of the pandemic such scams cost victims over £800,000 in one month. Although it is too early to know the exact cost of damages caused by Covid related scams, it is predicted to have increased immensely.
According to the National Cyber Security Centre (2019), another form of malware is Ransomware which is often transmitted via phishing. Ransomware infects the device and prohibits the user from accessing any of their files until a ransom is paid. The attacker will send an anonymous email to the user which demands ransom, typically through electronic transactions such as Bitcoin.
An example of the devastation caused by ransomware attacks can be seen in the case of the NHS England attack in 2017 where 80 out of the 230 trusts, 630 primary care services and 595 GP surgeries were impacted. The NHS came to a standstill as databases could not be accessed, with 19,000 appointments cancelled. The total cost to the NHS is estimated to be at £92m due to loss of appointments and a further £72m in IT costs (National Health Executive, 2018). 
During the Pandemic, the threat of cybercrime has dramatically increased. The government advice to work from home where possible, has seen an increase of remote working in the UK by 1 million from the year before, with a total amount of 5,641million in 2020 (Statista, 2021). According to Ferbrache (2021), working from home has made businesses more vulnerable to ransomware attacks due to at -home IT security being weak but unfortunately in some businesses this is the only way to enable staff to work from home. The other reason for home working being more vulnerable is the likelihood of users clicking on Covid-19 theme phishing links. Ferbrache (2021) stresses that a way to overcome this is by educating staff on the threat and changing the way in which businesses protect IT equipment to include more thorough checks on a more frequent basis.
According to Europol (2021), cybercriminals are capitalising on the pandemic by exploiting the fact that the pandemic has made organisations such as governments, hospitals, and universities more conscious about losing their data, which in turn has made them more susceptible to pay ransoms when attacks take place. Armed with this valuable information, cyber criminals are now carrying out attacks faster and more often. Due to the prosperous revenue achieved through ransomware attacks, it is also now offered as a service on the dark web.
Parent and Beaty (2021) stress that ransomware attacks have increased by nearly 500 percent since the start of the pandemic with the average ransom payment increasing by 43 percent, to $200,000. According to Shackelford and Wade (2021), a recent ransomware attack in May 2021 on a major fuel supplier in America, Colonial Pipeline, led to a ransom payment of $4.4m to the Russian cyber-attack group “Darkside”. The payment has sparked debates on whether paying ransoms is ethical. Although there are differing laws in states across America in regards to cyber-extortion rules, whether to pay or not to pay, sits in a legal grey area. The FBI strongly advise against paying such ransoms as it makes the business vulnerable to another attack. (Shackelford and Wade, 2021).
In the UK, there is no such law that makes paying a ransom an offence, however, government organisations will not assist or facilitate such actions. It is strongly suggested that payment not be made (Parliamentary Business, 2009). Thankfully in the case of the attack on the NHS in 2017, no ransom paid but instead a self-taught cyber security expert, Marcus Hatching’s, developed a “kill switch” which disabled the ransomware (Collier, 2017).
In a bid to fight cyber-attacks and support businesses and organisations who fall victim to attacks, the National Cyber Security Centre (NCSC) was launched in 2016. The NSCC work collaboratively with law enforcement, UK intelligence agencies, defence, and other partnerships across the globe. The aim of NCSC is to reduce harm when an attack occurs and learn from such events to improve knowledge and enhance prevention programmes to avoid future attacks (NCSC, 2021).
The national cyber strategy (2021) introduces the term “cyber power” which is “the ability to protect and promote national interests in and through cyberspace” (NCSC, 2021, p11). The strategy sets out 5 main principles which in summary is to detect, deter and stop cybercrime alongside building a strong digital economy and increased cyber power from which businesses can profit safely. Although the government are taking steps to integrate a robust strategy, cyber criminals are always looking at new innovative methods to perform attacks with the volume of attacks increasing (NCSC, 2021).
It is evident that within today’s society cybercrime has evolved into a large threat, becoming the third greatest economy in the world, after the US and China (Parent and Beaty, 2021). In order to keep safe, it has been suggested that a new internet needs to evolve which should be divided into 2 sectors: - one being the lightly managed worldwide web and the other being an intranet style web which is widely accessible but very closely monitored with strict security practices enforced (Parent and Beaty, 2021). The likelihood of such change to the internet remains hypothetical, but what is evident is that organisations, businesses, and internet users in general need to be more mindful and savvier to avoid falling victim to cybercrime.
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