[bookmark: _Toc343429583][image: Description: :::::::Desktop:In progress desktop:TRINITY SAINT DAVID:logo:TSD_logo2010.jpg]


The developed framework for CoffeeBlue Case Scenario




Student: Han Zhengyuan
Lecturer: Carlene Campbell
Student ID number: 2105611
Module code: ACCA7028
Module: Data Security, Governance and Compliance Programme: Computer Networks and Cyber Security





Date:1/1/2022
Abstract

Nowadays the demand for and reliance on Internet-based information creates an increasing expectation of access. This research designed the developed framework based on the case scenario CoffeeBlue to solve the needs of CoffeeBlue.

This research designed the developed framework based on the case scenario CoffeeBlue to solve the needs of CoffeeBlue. One way to select a framework is to adapt or adopt an existing security management model or set of practices. Therefore, this research first studies the three frameworks of NIST CSF, ISO 27000 and COBIT, and critiques, analyses and compares their advantages and disadvantages. Additionally, it also discusses why it is a good idea to provide new or updated rules and standards on a regular basis. Then according to the needs of the CoffeeBlue company, the developed framework is designed to adapt to the company's operating methods. The design consists of case background, framework influence and framework resources. The developed framework consists of three categories which are define, identify and implement. It has in-depth research on CoffeeBlue’s better protection of data security and contingencies planning.
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A security model specifically defines essential aspects of security and their relationship with operating system performance. No organization can secure their sensitive information or data without having effective and efficient security models [1]. Company CoffeeBlue has recently come under immense pressure, because it has its large staff and international customer base and it has to allow both its staff and customers to use their personal devices to access the company's network and resources. Moreover, the company wants to concern security of personal staff's data and client's data and to protect information security. It needs to design a developed framework to meet the needs of the company.

However, designing a security model is not an easy task because information security models are standards that are used for reference or comparison and often serve as the stepping-off point for emulation and adoption. Therefore, some existing information security frameworks must be studied before designing models, but they also need to be summarized and improved when designing. Because each information security framework is unique, the developed framework may need to modify or adapt portions of several frameworks; what works well for one organization may not precisely fit this scenario.

This research investigates three security frameworks and designs a developed framework to inform the need for the CoffeeBlue case scenario. Section 2 studies several security frameworks and models, and criticizes, analyses and compares these frameworks and models. Finally, it discusses why it is a good idea to provide new or updated rules and standards on a regular basis which have many benefits for section 3. Section 3 designs an approach that includes case background, framework influence and framework resources. Section 4 concludes the report.
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[bookmark: _Toc767093762_WPSOffice_Level2]
This section studies several security frameworks and models, and criticizes, analyses and compares these frameworks and models. Finally, it discusses why it is a good idea to provide new or updated rules and standards on a regular basis.

[bookmark: _Toc92239698]2.1. NIST Cybersecurity Framework

In order to "facilitate and support the development of" cybersecurity risk frameworks, the National Institute of Standards and Technology (NIST) which was founded in the United States published the NIST Cybersecurity Framework (NIST CSF) in 2013. Until 2020, The NIST CSF was used by over 30% percent of US organisations and it was widely adopted by the military in the US [2]. As we can see, the NIST CSF has a history of eight years and has major version updates in 2017 and 2018. The NIST CSF is a risk-based approach to managing cybersecurity risks. It is also a voluntary guidance, based on existing standards, guidelines, and practices for organizations to better manage and reduce cybersecurity risk [3].

The NIST CSF is composed of three parts: the Framework Core, the Framework Implementation Tiers, and the Framework Profiles [4].

The Framework Core is a set of cybersecurity activities, desired outcomes, and applicable references. The Framework Core has five core functions and these functions should be performed concurrently and continuously. These five Framework Core Functions are defined below:
· Identify
· Protect
· Detect
· Respond
· Recover
These functions aid an organization by organizing information, enabling risk management decisions, addressing threats, and improving by learning from previous activities [3]. 

The Framework Implementation Tiers provide context on how an organization views cybersecurity risk and the processes in place to manage that risk [3]. The Framework Implementation has four ties. These ties are defined below:
· Partial
· Risk Informed
· Repeatable
· Adaptive
These tiers describe an increasing degree of rigor and sophistication in cybersecurity risk management practices [3]. They aid in determining how well cybersecurity risk management is informed by business demands and integrated into a company's broader risk management procedures.

The Framework Profile displays the outcomes that a firm has chosen from the framework categories and subcategories based on business needs. The Framework Profile enables firms to create a cybersecurity risk reduction plan that is closely matched with corporate and sector goals, as well as risk management priorities. Its functions and categories are shown in Table 1 and an example is shown in Table 2 [5].






Table 1: NIST CSF functions and categories

	Functions
	Categories

	IDENTIFY(ID)
	Asset Management

	IDENTIFY(ID)
	Business Environment

	IDENTIFY(ID)
	Governance

	IDENTIFY(ID)
	Risk Assessment

	IDENTIFY(ID)
	Risk Management Strategy

	IDENTIFY(ID)
	Supply Chain Risk Management

	PROTECT(PR)
	Identity Management and Access Control

	PROTECT(PR)
	Awareness and Training

	PROTECT(PR)
	Data Security

	PROTECT(PR)
	Information Protection Processes and Procedures

	PROTECT(PR)
	Maintenance

	PROTECT(PR)
	Protective Technology

	DETECT(DE)
	Anomalies and Events

	DETECT(DE)
	Security Continuous Monitoring

	DETECT(DE)
	Detection Processes

	RESPOND(RS)
	Response Planning

	RESPOND(RS)
	Communications

	RESPOND(RS)
	Analysis

	RESPOND(RS)
	Mitigation

	RESPOND(RS)
	Improvements

	RECOVER(RC)
	Recovery Planning

	RECOVER(RC)
	Improvements

	RECOVER(RC)
	Communications





Table 2: NIST CSF illustrative example of the subcategories and informative resources 
          	for the protect category [5]
	Functions
	Categories
	Subcategories
	Informative References

	PROTECT
(PR)
	Protective Technology (PR.PT):
Technical security solutions are managed to ensure the security and resilience of systems and assets, consistent with related policies procedures and agreements
	PR.PT-1: Audit records are determined, documented, implemented, and reviewed in accordance with policy
	· COBIT 5 APO11.04

	
	
	
	· ISA 62443-2-1:2009 4.3.3.3.9,4.3.3.5.8

	
	
	
	· ISA 62443-3-3:2013 SR 2.8

	
	
	
	· ISO/IEC 27001:2013 A.12.4.1, A.12.4.2

	
	
	
	· NIST SP 800-53 Rev.4 AU Family

	
	
	PR.PT-2: Removable media is protected and its use restricted according to policy
	· COBIT 5 DSS05.02, APO13.01

	
	
	
	· ISA 62443-3-3: 2013 SR 2.3

	
	
	
	· ISO/IEC 27001: 2013 A.8.2.2, A.8.3.3

	
	
	
	· NIST SP 800-53 Rev.4 MP-2, MP-4, MP-5

	
	
	PR.PT-3: Access to systems and assets is controlled, incorporating the principle of least functionality
	· COBIT 5 DSS05.02

	
	
	
	· ISA 62443-2-1: 2009 4.3.3.5.1, 4.3.3.7.4

	
	
	
	· ISA 62443-3-3: 2013 SR 1.1, SR 1.2, SR 2.7

	
	
	
	· ISO/IEC 27001: 2013 A.9.1.2

	
	
	
	· NIST SP 800-53 Rev.4 AC-3, CM-7

	
	
	PR.PT-4: Communications and control networks are protected  
	· CCS CSC7

	
	
	
	· COBIT 5 DSS05.02, APO13.01

	
	
	
	· ISA 62443-3-3: 2013 SR3.1

	
	
	
	· ISO/IEC 27001: 2013 A.13.1.1, A.13.2.1

	
	
	
	· NIST SP800-53 Rev.4 AC-4


From Table 1, it can be found that the 5 functions of NIST CSF have a total of 24 categories, and cover five critical areas of cybersecurity. This proves that NIST CSF is a very comprehensive framework, for example, it can play a role in the field of business and communications, so it has high application value. From Table 2, through the research of Protective Technology cases, it can be found that the protection function subcategories protect are very critical and important areas, such as assets and communication networks. However, the explanations of these subcategories are too simple and general, and lack sufficient persuasive power to convince people that their protective measures have sufficient effects.

As mentioned at the beginning, NIST CSF is a voluntary guidance, even if it cannot be proven to be a complete security framework, it is still worthy of being trusted by a considerable number of companies. 
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The ISO/IEC 27000 is a series of standards which was developed by the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC) [6]. It is one of the most widely referenced security models. The 27000 series comprises a variety of standards and documents, which is designed to give recommendations for InfoSec management. The core documents in the series are ISO/IEC 27001 and ISO/IEC 27002 which were published in 2005. The ISO 27001 is the internationally recognised best practice framework for an Information security management system (ISMS) and one of the most popular information security management standards worldwide [7].

The ISO 27000’s title is Information security management systems -- Overview and vocabulary [6]. It provides an overview of ISMS, and terms and definitions commonly used in the ISMS family of standards. The ISO 27001’s title is Information security management systems – Requirements [8]. The ISO 27001 specifies the requirements for an ISMS. The ISO 27002’s title is Code of practice for information security controls. The ISO 27002 establishes guidelines and principles for implementation [9]. Overview of the ISO/IEC 27001 Implementation and Certification process is shown in chart 1.

Chart 1: ISO/IEC 27001 Implementation and Certification 
[image: ]
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From chart 1, it can be found that the implementation process of ISO 27001 is more standardized and complete than the NIST CSF. For example, in the second step of implementation, it compares the existing information security management system against the requirements of ISO 27001. However, NIST CSF is aimed at using self-assessment.  Additionally, The ISO 27000 series has a longer history than NIST CSF, so it is a long-term standard recognized by the government and companies. One disadvantage of 27000 is that it is a chargeable framework, not provided for free, and NIST CSF is a voluntary guidance.
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Control objectives for information and related technologies (COBIT) is a framework applied in the best practices of IT governance and management [10]. COBIT was created by the Information Systems Audit and Control Association (ISACA) and the IT Governance Institute (ITGI) in 1992. COBIT 5 was released in 2012 and it is the most celebrated version because it has been able to bring about a collaborative culture within the organization and this better met the needs, risks, and benefits of all IT initiatives [11]. It also offers guidance on how to put in place effective controls and control objectives for information security.

COBIT consists of five fundamental principles that drive IT governance and management within the organization [10]. These principles are defined below:
· Principle 1: Meeting Stakeholder Needs
· Principle 2: Covering the Enterprise End-to- End
· Principle 3: Applying a Single, Integrated Framework
· Principle 4: Enabling a Holistic Approach
· Principle 5: Separating Governance from Management
COBIT 5 framework consists of seven enablers. These enablers determine if the management and governance of enterprise IT will work. These enablers are shown in Table 3.



Table 3: COBIT 5 Framework Enablers and Function
	Enablers
	Function

	Principles, Policies, and Frameworks
	These are the vehicle to translate the desired behavior into practical guidance for day-to-day management

	Processes
	These describe an organized set of practices and activities to achieve certain objectives and produce a set of outputs in support of achieving overall IT-related goals

	Organizational structures
	These are the key decision-making entities in an enterprise

	Culture, ethics, and behavior
	These are very often underestimated as a success factor in governance and management activities

	Information
	It required for keeping the organization running and well governed, but at the operational level, information is very often the key product of the enterprise itself

	Services, infrastructure, and applications
	These include the infrastructure, technology, and applications that provide the enterprise with information technology processing and services

	People, Skills, and Competencies
	This mean having competent people in the right areas, making decisions, and executing processes



From the above five principles and Table 3 which has seven enablers, it can be found that COBIT is also a comprehensive framework like ISO 27000, It enables businesses to fulfil their goals for enterprise IT governance and management. Moreover, COBIT principle 1 is “Meeting stakeholder needs”, so COBIT creates optimal value for IT by maintaining a balance between realizing benefits and optimizing risk levels and resource use [12].

Unlike the highly IT-centric NIST CSF and ISO 27000 series, COBIT defines the components and design factors to build and sustain a best-fit overall governance system. It also plays nicely with other IT and cyber risk management frameworks, which makes it a great option as an umbrella framework to unify processes across an entire organization [13].

However, one disadvantage of COBIT is that while COBIT's broad reach can be seen as a strength, it can potentially be a liability during implementation. Due to the fact that it is not limited to a specific location, it frequently results in coverage gaps.
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At present, many countries and companies are constantly formulating new or updated regulations and standards. People always think this is correct, but people rarely think about why this is correct. For example, what problems can be solved nowadays, and what hidden dangers can be solved in the future. In this section, this article will specifically discuss and summarize the reasons why new or updated regulations and standards are constantly being formulated.

One reason is that audit reports that demonstrate compliance assist businesses in marketing themselves to customers. Constantly formulating new or updated regulations and standards means improving regulatory compliance. Organizations can use regulatory compliance processes and strategies to help them achieve their business objectives. For example, Service Organization Control 1, SOC 2 and SOC 3 reports enable vendors to prove compliance with regulations such as SOX. Being transparent about compliance processes helps clients build trust in business processes, as well as theoretically improving the profitability of the company in the process [14].

The second reason is that businesses who do not adhere to necessary regulatory compliance standards can suffer serious consequences. However, with the regulatory environment constantly evolving, the compliance target is always moving. Their business needs to be able to adjust; otherwise, they put their business at risk. When their business fails to comply, they open themselves up to potential lawsuits and financial liability. For instance, Hilton Hotels paid $700,000 to state regulators, and Target paid $18.5 million to resolve regulatory actions and claims [15].

The third reason is that regulatory compliance can protect companies' resources, their reputation, and their internal and institutional audiences. Regulatory compliance lays the foundation on which people rebuild your company’s reputation. If companies make some different updating plans, it is conducive to forming a virtuous circle in the company's operations. For example, security regulations exist to help protect against data breach, financial regulations are there to protect against fraud, and safety regulations are designed to keep workers safe [15].
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Based on the scenario on CoffeeBlue introduction, it is important to design a developed framework to meet the need of the company information system security, governance and compliance utilising the research information in task 1. This design includes case background, framework influence and framework resources. Through this design, a series of factors will be considered and discussed such as compliance (Laws and Ethics) and Governance and Strategic Planning for Security.
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Through the case scenario, it can be found that CoffeeBlue relies heavily on cloud services to deliver IT services, and at the same time almost 95% percent of the company's network is wireless based. It means that the first point of the design is that the designed framework must support or even focus on wireless cloud services. The second point is that security of personal staff's data and client's data is the company's major concern. The third point is to establish information security and established policy.	

[bookmark: _Toc298403611_WPSOffice_Level3][bookmark: _Toc92239704]3.2. Framework influence

The developed framework is mainly based on the NIST CSF introduced in task1, because it is a voluntary framework, easier to study, and it focuses strongly on information security [13]. At the same time, it also combines the advantages of the other two frameworks and optimizes the specific application process. The developed framework consists of three categories, these categories are defined below:
· Define
· Identify
· Implement
Category 1. Define is largely influenced by some steps of the ISO 27001 Implementation and part of Identify function of the NIST CSF. Its purpose is to define business objectives and obtain management support. Moreover, it also includes risk assessment and risk management strategies. It will play a great role in some plans and mechanisms such as risk management, contingencies planning. One case in point is that CoffeeBlue has to allow both its staff and customers to use their personal devices to access the company's network and resources. So, when they cannot access it via personal devices, can they use company devices to access it? Can the company issue an announcement in time to explain the reasons and give specific solutions? Another case in point is that almost 95% percent of the company's network is wireless based and the company has cloud services to deliver IT services. So, when customers and employees cannot use wireless services or cloud services, can they use wired services or local services? They are really a contingency planning and a protection mechanism. It deserves the company's attention and management support.

Category 2. Identify is largely influenced by part of the Identify function of the NIST CSF. Its purpose is asset management and supply governance. It will play a great role in some plans and mechanisms such as security policies, compliance (laws and ethics) and governance and strategic planning for security. One case in point is that CoffeeBlue is concerned about protecting its intellectual properties which are worth billions, but there is no established policy covering their security needs. It can be found through the sub-categories such as ID.AM-1 and ID.AM-2 in the NIST CSF that it is a good realization of identification and management. Additionally, through all four subcategories of ID. GV in the NIST CSF, it can be found that it is a good realization of informing the management of cybersecurity. As mentioned in task1, it is a good idea to provide new or updated rules and standards on a regular basis. If the company encounters problems in asset management and governance, the developed framework needs to be updated in time to fill the gaps.

Category 3. Implement is largely influenced by the fifth principle the COBIT 5 and part of Protect, Detect and Respond function of the NIST CSF. The developed framework combines the above three functions in NIST CSF, and adopts the fifth principle of COBIT 5 which is separating governance from management. In this category, the developed framework just concerns management. In this category, the developed framework summarizes and condenses the contents of the three frameworks of Protect, Detect and Respond in NIST CSF. Take the Protect function as the core point which focus on protecting data security and other aspects. According to the principle of COBIT 5, this category pays more attention to the company's overall management ideas and processes in order to obtain standardized results. It will play a great role in some plans and mechanisms such as security management models and practices, service level agreements and protection mechanisms. For instance, security of personal staff's data and client's data is CoffeeBlue’s major concern. So how to protect the security of personal staff's data and client's data is the top priority. In the PR.DS in the protect function, it can be found that there are as many as eight sub-categories to protect the confidentiality, integrity, and availability of information. So, without these specific measures, it may be difficult to achieve a strict service level agreement.
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The developed framework core is shown in Table 4, which includes categories, subcategories and solvable areas for each of these. The entire execution process of the developed framework is shown in chart 2.







Table 4: Framework Core
	Categories
	Subcategories
	Solvable areas

	1. Define
	1.1 Define business objectives
	Target setting

	
	1.2 Obtain management support
	Cooperation

	
	1.3 Risk assessment
	Risk Management

	
	1.4 Risk management strategies
	Contingencies Planning

	2. Identity
	2.1 Asset management
	Fund security protection

	
	2.2 Governance
	Governance and Strategic 
Planning for Security

	
	2.3 Improvement
	Compliance (Laws and Ethics)

	3. Implement
	3.1 Data security
	Security Management Models and Practices; Security Policies

	
	3.2 Standardized process management
	Protection Mechanisms

	
	3.3 Maintenance
	Service Level Agreement



Chart 2: The developed framework entire execution process
[image: ]
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This research first studies the three frameworks of NIST CSF, ISO 27000 and COBIT, and critiques, analyses and compares them. It uses points to specifically introduce functions and principles. Moreover, it makes tables and flow charts to have a deeper understanding of the process and focus of the actual operation of these information security frameworks. Finally, through these three security frameworks, the reasons for constantly having new or updated regulations and standards were studied, which laid the foundation for the next part of the personal production of the developed framework.

In making the developed framework, this article first summarized and improved the previous framework design and adjusted the framework core to suit the company, and then designed the developed framework entire execution process. In these processes, this article states some assumptions and gives some examples.

The main significance of this research is to design a security framework that truly conforms to the way the company operates, rather than simply cut and paste other existing security frameworks in the world. For example, in the design process, this article envisages the risks that the company may encounter and how to adopt appropriate emergency response mechanisms. It has brought positive effects from the perspective of protecting the company's data security and the perspective of comprehensive standardized management.

Obviously, due to the limitation of technology and knowledge, this article cannot design a more targeted security framework in more aspects, which is worthy of further research and analysis in the future. For example, NIST CSF is a voluntary framework, which can study the concept of the entire NIST, which is very useful for future management.
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