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	First Marker’s General Comments and Original Mark
Overall, Well attempted work. Could have done better. More focus on critical analysis of literature, methodological justification and reflective evaluation could improve your work.
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	Second Marker’s General Comments and Original Mark
The project addresses an enterprise cybersecurity problem and demonstrates an expected practical implementation of vulnerability assessment within a virtualised environment. Appropriate tools are selected and applied, and the project broadly achieves its stated objectives. However, the dissertation demonstrates only limited critical engagement with the literature, with much of the review remaining narrative rather than investigative. Results demonstrate practical activity, but analysis and discussion are relatively insignificant and focused on tool outputs rather than critical interpretation of findings.
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	Survey
	Review
	Experiment
	Development

	1.Engagement with Literature Skills
	
	
	
	

	Introduction
	/5
	/5
	3/5
	3/5

	Literature Review
	/20
	/35
	10/20
	9/15

	Comments:

The introduction establishes the context and relevance of enterprise network security. The topic is well justified and appropriately scoped for a cybersecurity project. However, the introduction contains some repetition and would benefit from stronger academic support and referencing.

The literature review demonstrates engagement with a range of recent academic and industry sources relevant to vulnerability management, penetration testing, enterprise security, AI-driven cybersecurity and risk management. While the range of coverage is acceptable, much of the review remains descriptive rather than critically analytical. Sources are frequently summarised rather than compared or evaluated. 

	 
	Survey
	Review
	Experiment
	Development

	2. Knowledge and Understanding Skills
	
	
	
	

	Methodology
	/5
	/5
	3/5
	3/5

	Survey Design
	/15
	 -
	 -
	 -

	Requirements/Design
	 -
	 -
	 -
	2/5

	Comments:

The methodology broadly aligns with the project objectives and demonstrates an understanding of standard vulnerability assessment and penetration testing approaches. The use of recognised frameworks such as PTES and NIST SP 800-115 is appropriate, and the phased assessment process is sensibly structured.



	 
	Survey
	Review
	Experiment
	Development

	3. Cognitive and Intellectual Skills
	
	
	
	

	Results & Discussions
	/25
	/25
	14/25
	/25

	Conclusions and Recommendations 
	/10
	/10
	6/10
	/10

	Comments:

The discussion and analysis sections provide a basic interpretation of findings, much of the discussion focuses on reporting tool outputs rather than critical evaluation. Connections between the practical findings and the literature are present but often superficial. Opportunities to critically assess the effectiveness of mitigation measures, evaluate alternative approaches and discuss broader implications are not fully explored.

	 
	Survey
	Review
	Experiment
	Development

	4. Practical Skills
	
	
	
	

	Development
	 -
	 -
	 -
	/15

	Experimental Design
	 -
	 -
	7/15
	 -

	Comments:

A functional though limited virtualised enterprise environment was successfully implemented incorporating Windows Server 2022, Windows 10, Debian Linux and Kali Linux systems. Standard security assessment tools including Nmap, Nessus, Metasploit and related utilities were configured and used to support vulnerability identification and validation activities. the overall complexity of the implementation is relatively limited and largely reflects standard vulnerability assessment workflows rather than advanced or innovative security research.

Also, when writing and working on technical documentation consistency and accuracy within are key. For example, the report states that all systems operate within the 192.168.1.0/24 subnet, yet the Debian host (London_CD) is assigned the address 192.168.2.1 within the documented topology though could indicate weaknesses in quality assurance.












	 
	Survey
	Review
	Experiment
	Development

	5. Transferable Skills for Life and Professional Practice
	
	
	
	

	Reflection
	/10
	/10
	4/10
	/10

	Quality of Report
	/10
	/10
	5/10
	/10

	Comments:

The report follows a general structure, demonstrating awareness of professional security practices, vulnerability management processes and ethical considerations associated with penetration testing activities. However, this dissertation contains several grammatical errors, awkward sentence construction, repetition of ideas and limited visual representation of the work discussed. Though there are some comments of self-reflection towards the end of the dissertation, critical reflection on project decisions, challenges encountered and lessons learned would further enhance professional and academic development.








