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[bookmark: _Toc131071679]What Are Operating Systems?
An operating system is the main system within your computer. It controls both the hardware and software within your computer. It’s used for opening, closing and running applications, controlling file management, controls all the hardware within your device while being used and will also control other peripherals in use by your PC (such as your mouse and keyboard). [1] 
[bookmark: _Toc131071680]Task 1 – Key Functions of an Operating System
[bookmark: _Toc131071681]OS Kernel
The OS Kernel is the main interface that controls both the hardware and the software of the computer. It is the most essential and most used part of an operating system. Some examples of what the Kernel can do are:
1. Determine what process is to be executed next and in what order. 
2. Monitor the device’s memory and can see where the memory is being used and for what purpose.
3. Used as a translator for hardware to be able to communicate with processes currently being executed within the PC.
4. Receive requests to do certain processes when it receives a “System Calls”.  [2]

[bookmark: _Toc131071682]Memory Management
There are two types of memory within your PC, primary and secondary. Primary memory is your PC’s main memory device while running (RAM) and secondary is the external memory that you use to store files on. [3] Your OS will control both of these and try to make them run as efficiently as possible. 
One feature it can do is use virtual memory. This is when the RAM cannot handle the amount of data sent in and the OS will then use some of your hard drive to be used as RAM instead. [4] The only downside is that your hard drive is a lot slower than RAM so the OS will only send the least important processes there instead. 
To make sure that the right memory goes to the right place, Job scheduling is performed in which the OS will decide what process is the most important and will then schedule their execution and time frame based on that. [5] Without job scheduling, your pc could go into deadlock which is the process when your pc is waiting for a process to be completed but it cannot and therefore freezes your computer as it cannot move on until that process is done.  [6] 
[bookmark: _Toc131071683]Device Management
Device management will control all the input and output devices within your computer. The three main types of devices are; boot devices, character devices and network devices. The OS will also manage the data that goes between these devices as well as monitoring their status and enforces any policies that are required to go with them.  [7]
Your OS will use device drivers to be able to communicate with software and hardware and how to use both of them together. The drivers allow the OS to be able to utilise the hardware within the computer to be able to allow the user to use the software. [8]
[bookmark: _Toc131071684]Threading and Multi-Threading
Threading is the order of execution of tasks within a process.[9] Multi-threading (context switching) is when the PC will run multiple threads “at once” to increase the efficiency of your PC. However, due to the limitations of your CPU, the threads are actually executed one at a time but so fast that it seems like your CPU can do more than one at a time. [10]
[bookmark: _Toc131071685]Security
The OS will also provide security for your device such as firewalls, encryption, permissions, authentication and intrusion detection systems. The OS will use these security features to stop your PC from becoming riddled with viruses and malware and to protect your data from being stolen, manipulated or deleted.  [11]

[bookmark: _Toc131071686]Task 2 - Use of Windows CLI Commands
[bookmark: _Toc131071687]“dir” Command
[image: Text

Description automatically generated]
This command will produce a list of the current contents and files within the directory.
[bookmark: _Toc131071688]“echo” Command
[image: Text

Description automatically generated]
This command will display whatever the user types in, just like the print command in Python.
[bookmark: _Toc131071689]“color” Command
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Description automatically generated]
This command will change the colour of the command line’s background using hexadecimal to determine the colour.  [12]
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[image: ]
This command will change what directory you will navigate within.
[bookmark: _Toc131071691]“cd..” Command
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This command will take you back one directory, for me this was back to the original directory.
[bookmark: _Toc131071692]“whoami” Command
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This command will display the PC’s name and the current user’s name.
[bookmark: _Toc131071693]“netstat” Command
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Description automatically generated]
This command will display the information such as TCP addresses and any active connections currently within your PC.
[bookmark: _Toc131071694]“ipconfig” Command
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Description automatically generated]
This command will display all of your network configurations including the IP address, subnet mask and the default gateway of your network. [13]
[bookmark: _Toc131071695]“ping” Command
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Description automatically generated]
This command will test the connection between your device and a specific host, whether that’s a local PC on your network or a website such as Google.com.
[bookmark: _Toc131071696]“exit” Command
[image: ]
This command will close the command line as soon as enter is pressed after typing the command.
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[bookmark: _Toc131071698]“whoami” Command
[image: A picture containing graphical user interface

Description automatically generated]
This command will display the current username of the user.
[bookmark: _Toc131071699]“ls” Command
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Description automatically generated with medium confidence]
This command will display the current directory of the command line.
[bookmark: _Toc131071700]“clear” Command
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Description automatically generated with medium confidence]
This command will clear the entire command line to make it nice and clean for you to use.
[bookmark: _Toc131071701]“mkdir” Command
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Description automatically generated with low confidence]
This command will create a new directory within the system. We can check if it worked using the “tree” command. [14]
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Description automatically generated]
This command will delete the named directory and all content stored within. [15]
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Description automatically generated]
This command will display the entire directory of the system. This command will take a while to execute as it has to list every single directory. 
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This command will give the user “superuser” privileges meaning that they can access any restricted areas and files within the system.
[bookmark: _Toc131071705]“sudo -h” Command
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Description automatically generated]
This version of the “sudo” command will list some of the commands that the user can use.
[bookmark: _Toc131071706]“history” Command
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Description automatically generated]
This command will display a history of the commands the user has recently entered.
[bookmark: _Toc131071707]“cd” Command
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This command will take the user back the home directory. 
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[image: A picture containing chat or text message

Description automatically generated]
[image: Text, application

Description automatically generated with medium confidence]
A variable is used here for the user to be able to enter their name into the code by using the “/p” command and is then called upon and displayed within a message.
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Description automatically generated]
This command is used to call to a function set later on in the program and will skip the current code until the function appears. This is used a great deal in programs as it allows us to call upon the function multiple times in the code. [16]
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Description automatically generated]
Here I have created an “if” statement that will take the user’s input and depending on what they have entered, will decide what output they get. For example, if they enter the number 2, it will display this:
[image: Text

Description automatically generated]
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Here I have created a “for loop” that will ask the user how many times they wish to see a message. The loop will then take that number and run the program that many times by using a counter and counting up to that number while running the program set within the loop. [17]
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Description automatically generated]
Above I have created an array that contains all of the tools. Underneath the array, it will display to the user each element within the array.
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Description automatically generated with low confidence]
Here, a function is used within the code. I have created a function called “spanner” that will display a message if the user selects this option within the “if” statement. If the option is select within the “if2 statement, the function is called upon and the code within the function is run. 
To download and see the code for yourself, go here:
task 4.bat
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Description automatically generated]
Here we can see my use of creating a variable and then adding the two values together to create a new total for the variable named total. 
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[image: Text

Description automatically generated]
[image: Text

Description automatically generated]
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Description automatically generated]
Above I have created a simple login system for my program. It will ask the user for a username and password and then uses an “if” statement to check whether it matches the required ones.
[bookmark: _Toc131071718]Case Statement
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Description automatically generated]
The purpose of a case statement is to allow the user to select from multiple different options, similar to an “if, elif and else” statement. [18] Here I have used a case statement to create a menu to allow the user to select what function they wish to run. 
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Description automatically generated]
This section will loop and print out the elements using a counter until there are no other elements to print.
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Description automatically generated]
In this section of the code, I have declared all the variables held within the different arrays for each of the areas. These are then called upon later on in the loops above.
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Description automatically generated]
Here I have created a function called “menu” that is then called upon after the user logs in. This allows us to create a verification system and to have the menu code separate from the main without having the program run the menu straight away and used only when called for. [19]
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Description automatically generated]
User input is used here to decide whether or not the user has access to the program by using an “if” statement. It will check what the user has inputted and then see if it is the same as the one programmed in. 
To download and see the code for yourself, go here:
Task 5.docx
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[bookmark: _Toc131071725]Types of Operating Systems – General
One of the most common operating systems you’re probably familiar with is the Windows OS. This is one of the main operating systems out there and is the most common OS found within home desktops. [20] The versions that is used most commonly today would either be Windows 10 or Windows 11. In some cases, Windows 7 can still be found in the wild but it no longer supported my Microsoft as of 2020. [21]
Another OS you might have heard of is the Linux OS. Linux is another OS that is used greatly today. The main difference between the Linux OS and Windows is that Linus is open source whereas Windows is closed source (only the company that made it can make changes).[22] This means that the source code found within the OS can be easily altered and programmed into whatever the user wishes it to be. It means that companies and businesses can use this OS as a base line and then create their own OS from it. Because of this, Linux is now the most used OS of all time because of how flexible it is.
The macOS (Macintosh Operating System) is also another OS that you’ve probably heard of. macOS is Apple’s own operating system, similar to Microsoft’s Windows, however is only found on Apple’s own desktop products (MACs and MAC Books) and is not opensource. Because of this limitation with Apple only using it on their own products, the macOs is not as commonly used as Windows or Linux but is still used in great quantities by those with Apple products (roughly 6% of the global population [23]). 
[bookmark: _Toc131071726]Types of Operating Systems – Network
Severs require powerful machines and having an OS that is designed to aid in just that will make a tremendous difference. Similar to the Windows OS we discussed above, Windows Server is Microsoft’s answer to an OS designed specifically for servers. Windows Server is pretty similar to Windows OS however it has a few extra features that can aid in server management such as the Active Directory and DHCP. Windows Server also has fewer hardware limitations compared to Windows OS because of how much power is required for a server to be run efficiently. [24]
[bookmark: _Toc131071727]Types of Operating Systems – Mobile
The two main mobile OS’s are Android and iOS. Android was created by Google and is currently the most used operating system used on mobile devices. The main reason for this is because Android was created from Linux and therefore is opensource. Many of the big mobile phones companies, such as Samsung, Google and Motorola, use Android as their OS for their mobile phones due to the fact that Android is also very flexible. [25] 
iOS is Apple’s other operating system however this one was built for mobile devices. Just like with the macOS, iOS is used solely on Apple’s mobile phone range (the iPhone) and is also closed source. Usually, iOS has better security than that of Android due to the fact that iOS can only be edited by Apple however depending on who utilises Android, security can become just as strong as iOS. [26]

[bookmark: _Toc131071728]Evidence of engagement with one online certified course
Below I used the Microsoft Learn course: Automate administrative tasks by using PowerShell to learn a bit about PowerShell. Here is my engagement with the course:
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C:\Users\chuck>color 8f

\Users\chuck>|
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C:\Users\chuck>cd OneDrive - University of Wales Trinity Saint David

C:\Users\chuck\OneDrive - University of Wales Trinity Saint David>|
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C:\Users\chuck\OneDrive - University of Wales Trinity Saint David>cd..

C:\Users\chuck>|
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C:\Users\chuck>whoami
colin\chuck
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C:\Users\chuck>netstat

Active Connections

Proto Local Address

TCP 10.0.36.239:49413
TCP 10.0.36.239:49414
TCP 10.0.36.239:55414
TCP 10.0.36.239:55478
TCP 10.0.36.239:55572
TCP 10.0.36.239:55585
TCP 10.0.36.239:57196
TCP 10.0.36.239:57216
TCP 10.0.36.239:57224
TCP 10.0.36.239:57228
TCP 10.0.36.239:57313
TCP 10.0.36.239:57421
TCP 10.0.36.239:57501
TCP 10.0.36.239:57502

Foreign Address
20.960.152.133:https
20.960.152.133:https
20.960.152.133:https
20.960.152.133:https
wl-in-f188:5228
25:https
52.111.236.2:https
151.101.62.248:https
13.107.136.8:https
162-254-196-68:27029
40.99.150.162:https
249:https
151.101.62.248:https
151.101.62.2U8:https

State
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_WAIT
ESTABLISHED
ESTABLISHED
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C:\Users\chuck>ipconfig

Windows IP Configuration

Wireless LAN adapter Local Area Connection* 1:

Media State . . . . . . . . : Media disconnected
Connection-specific DNS SuFFix

Wireless LAN adapter Local Area Connection* 2:

Media State . . . . . . . . : Media disconnected
Connection-specific DNS SuFFix

Wireless LAN adapter WiFi:

Connection-specific DNS Suffix . :
Link-local IPv6 Address . . . . . : fe80::U468f:3bfc:8096:dbc7%6

IPv4 Address. . . . . . . . . . . : 10.0.36.239
Subnet Mask . . . . . . . . . . . : 255.255.240.0
Default Gateway . . . . . . . . . : 10.0.32.1

Ethernet adapter Bluetooth Network Connection

Media State . . . . . . . . : Media disconnected
Connection-specific DNS SuFFix
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C:\Users\chuck>ping www.google.com

Pinging forcesafesearch.google.com [216.239.38.120] with 32 bytes of data:
Reply from 216.239.38.120: bytes=32 time=17ms TTL=117
Reply from 216.239.38.120: bytes=32 time=17ms TTL=117
Reply from 216.239.38.120: bytes=32 time=17ms TTL=117
Reply from 216.239.38.120: bytes=32 time=17ms TTL=117

Ping statistics for 216.239.38.120:

Packets: Sent = U4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 17ms, Maximum = 17ms, Average = 17ms
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C:\Users\chuck>exit|
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localhost:~# whoami
root

localhost:~i 1s

pench.py  hello.c hello.js  readme.txt
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localhost:~# 1s
bench.py  hello.c hello.js  readme.txt
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localhost:~# clear




image14.png
localhost:~# mkdir work
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readme. txt

| directory, 4 files
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localhost:~# rm -R work
localhost:~i tree
bench.py
hello.c
hello.js
readme. txt

» directories, 4 files
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localhost:~# tree /

/

— bin

|— arch -> /bin/busybox

[— ash -> /bin/busybox

|— base64 -> /bin/busybox
— bash

|— bbconfig -> /bin/busybox
|— bbsuid

|— busybox

|— busybox-extras

[— cat -> /bin/busybox

|— chgrp -> /bin/busybox
I— chmod -> /bin/busybox
I— chown -> /bin/busybox
|— conspy -> /bin/busybox
|— cp -> /bin/busybox

|— date -> /bin/busybox

|— dd -> /bin/busybox

|— df -> /bin/busybox

— dmesg

|— dnsdomainname -> /bin/busybox
|— dumpkmap -> /bin/busybox
|— echo -> /bin/busybox
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localhost:~# sudo
usage: sudo -h | K | -k | -V

usage: sudo -v [-AknS] [-g group] [-h host] [-p prompt] [-u user]

usage: sudo -1 [-AknS] [-g group] [-h host] [-p prompt] [-U user] [-u user] [command]

usage: sudo [-AbEHknPS] [-C num] [-g group] [-h host] [-p prompt] [-T timeout] [-u user] [VAR=value] [-i|-s] [<command>]
usage: sudo -e [-AknS] [-C num] [-g group] [-h host] [-p prompt] [-T timeout] [-u user] file ...
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-B, --bell

close-from=num

-E, --preserve-env
--preserve-env=list

edit

-g, --group=group

use a helper program for password prompting
run command in the background

ring bell when prompting

close all file descriptors >= num

preserve user environment when running command
preserve specific environment variables

edit files instead of running a command

run command as the specified group name or ID
set HOME variable to target user's home dir
dieplav heln messase and exit
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localhost:~# history

© whoami

11s

2 tree

3 root

4 tree/

5 tree /

6 clear

7 home
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localhost:~# cd
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REM User can insert their name and is then stored in the
variable "name".

echo What is your name?

set /p name=Name:

echo Dad: Oh hello, %name%.




image23.png
What is your name?
Name:Charlie
Dad: Oh hello, Charlie.
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REM This command will go to the function called "select"
and skip over the code between here and there.

goto select
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REM This will take the user's input and be used for the
"if" statement later.
set /p input=Answer:

REM An "if" statement that takes the user's input from
above and will then decide what to display based on that.

if %input% == 1 echo Dad: A fine choice, useful for
whacking things!
if %input% == 2 echo Dad: Screwdrivers are good but can

hurt your wrists...
if %input% 3 echo Dad: I lost my finger to a saw!
if %input% 4 echo Dad: Correct, this is the best tool...

REM If "5" has been entered, call the "spanner" function.
if %input% 5 call :spanner
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Dad: Please select your favourite tool from the list using the numbers next to them:
1. Hammer
2. Screwdriver

3. Saw

4. Drill
5. Spanner
Answer:2

Dad: Screwdrivers are good but can hurt your wrists...
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REM For loop that will count up to the amount the user
requested.

For /L %%v in (1, 1, %number%) do (

echo Dad: DO NOT CUT YOUR FINGER OFF WITH A SAW!

)
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Dad: How many times would you like to be reminded to not cut your finger off with a saw?
Times:3

Dad: DO NOT CUT YOUR FINGER OFF WITH A SAW!

Dad: DO NOT CUT YOUR FINGER OFF WITH A SAW!

Dad: DO NOT CUT YOUR FINGER OFF WITH A SAW!
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REM Here we set the elements within the

displays each entry.
people[0]=Hammer

set
set
set
set
set

people[l]=Screwdriver

people[2]=Saw
people[3]=Drill
people[4]=Spanner

echo
echo
echo
echo
echo

%people[0]%
%people[1]%
%people[2]%
%people[3]%
%people[4]1%

array and then
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Hammer
Screwdriver
Saw

Drill
Spanner
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REM If "5" has been entered, call the "spanner" function.
if %input% 5 call :spanner
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REM This function will be used once called upon in the code.

echo Dad: No one likes spanners, try again...
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5. Spanner
Answer:5
Dad: No one likes spanners, try again...
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#This will set the starting variable as 0.
total=0

#Asking the user to enter the variable for numi
echo "Please enter your first number:*

read num1

#Asking the user to enter the variable for num2
echo "Please enter your second number: "

read num2

#Adding the two inputs together to create a new variable for total.
total=$(($num1 + $num2))

echo “Your total is:" $total
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Please enter your first number:
5

Please enter your second number:
4

Your total i

9
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#Login Tunction that will ask the user Tor a username and password and iT the user eneters
something wrong, the program will not continue
Togin(){

read -p "Enter your Username:* uName

read -sp "Enter your Password:" pWord

#If statement to check whether the username and password are the same as the ones entered by
the user.

if [ $uName = 1 8&& [ $pWord = "cisco” I;
then
menu
else
#Will display an error message if the username and password are incorrect.|
echo *

You have entered either a wrong username or password!"
Togin
fi
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Enter your Username:cool
Enter your Password:
Welcome. Please select where you would like to go:
House
Shed
Garden
Exit

FTIVS
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Enter your Username:username
Enter your Password:

You have entered either a wrong username or password!
Enter your Username:
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#This will take the user's input and then will run the functions depending on the input the
user has entered.
read choice
case $choice in
1) house ; menu ;;
2) shed ; menu ;;
3) garden ; menu ;;
#0111 close the program if the user enters "4".
4) exit ;;
esac

}
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Enter your Username:cool
Enter your Password:
Welcome. Please select where you would like to go:
1. House
2. Shed
3. Garden
4. Exit

1

You are inside the house. The objects you see before you are:
~Chair

~Table

*Bed

Welcome. Please select where you would like to go:
1. House

2. Shed

3. Garden

4. Exit
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#This will loop the counter for the amount of elements within.
for counter in “"${tools[@]}"
do
echo $counter
done
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#Declaring the variables held within the arrays.
declare -a objects=("+Chair" "-Table" "Bed")
declare -a tools=("-Shovel" "-Hammer" "-Screwdriver")
declare -a plants=("-Rose" "-Tulip" "-Lilly")
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#Function named menu that will allow the user to select the function they wish to call.
menu() {

echo *

Welcome. Please select where you would like to go:

1. House

2. Shed

3. Garden

4. Exit
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#If statement to check whether the username and password are the same as the ones entered by
the user
if [ $uName == "cool” ] & [ $pWord == "cisco” I;
‘then
menu




image45.png
#Login function that will ask the user for a username and password and if the user enters
something wrong, the program will not continue.
Togin(){

read -p "Enter your Username:" uName

read -sp "Enter your Password:" pWord
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C:\Users\chuck>dir

Volume in drive C is 0S
Volume Serial Number is DC30-08CO

Directory of C:\Users\chuck

16/03/2023
07/11/2022
16/03/2023
13/01/2023
13/01/2023
08/11/2022
02/11/2022
26/03/2023
08/11/2022
08/11/2022
02/01/2023
26/03/2023
26/03/2023
02/11/2022
08/11/2022
08/11/2022
10/11/2022

16:
20:
16:
12:
13:
13:
14:
14:
13:
13:
19:
14:
14:
14:
13:
13:
15:

33 <DIR>
17 <DIR>
33

u6

19 <DIR>
19 <DIR>
53 <DIR>
09 <DIR>
19 <DIR>
19 <DIR>
12 <DIR>
o1 <DIR>
o1 <DIR>
53 <DIR>
19 <DIR>
19 <DIR>
13 <DIR>
2 File(s)

53 .gitconfig
176 .packettracer
Cisco Packet Tracer 8.2.0
Contacts
Documents
Downloads
Favorites
Links
Music
OneDrive
OneDrive - University of Wales Trinity Saint David
Pictures
Saved Games
Searches
Videos
229 bytes

15 Dir(s) 429,464,834,048 bytes free
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PS /home/charlie> $PSVersionTable

Name

PSVersion

PSEdition

GitCommitId

0s

Platform
PSCompatibleVersions
PSRemotingProtocolVersion
SerializationVersion
WSManStackVersion

T2

Linux 5.4.0-1105-azure #111~18.84.1-Ubuntu SMP Fri M.
Unix

{1.e, 2.8, 3.0, 4.0.}

23

1.1.0.1

3.0
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Locate commands

3 minutes

A cmdlet (pronounced “command-let”) is a compiled command. A cmdlet can be developed in .NET or .NET Core and
invoked as a command within PowerShell. Thousands of cmdlets are available in your PowerShell installation. The
challenge lies in discovering what they are and what they can do for you.

Cmdlets are named according to a verb-noun naming standard. This pattern can help you to understand what they do
and how to search for them. It also helps cmdlet developers create consistent names. You can see the list of approved
verbs by using the Get-Verb cmdlet. Verbs are organized by activity type and function.

Here's a part of the output from running Get-Verb:

Output B copy
Vverb AliasPrefix Group Description

Add a Common Adds a resource to a container, or atta..

Clear cl Common Removes all the resources from a contai..

This listing shows the verb and its description. Cmdlet developers should use an approved verb, and also ensure that the
verb description fits their cmdlet's function.




image48.png
PS /home/charlie> Get-Command -Noun File*

CommandType Name Version Source
Function Export-File 0.9.3 PsClo..
Cmdlet Get-FileHash 7.0.0.0 Micro.
Cmdlet Out-File 7.0.0.0 Micro.
Cmdlet Unblock-File 7.0.0.0 Micro.
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Knowledge check

4 minutes

Choose the best response for each question, then select Check your answers.

1. What's a correct way to locate a command in PowerShell?

(@ Call Get-Command *name of command" )

+ Correct. That's the correct way to locate a command.
O Call Find *name of command*

O Call Locate *name of command’

2. How would you search for commands that deal with files?

O Call Get-Command -Verb File*

O Call Get-Command -Noun File

( @® Call Get-Command -Noun File* 3
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Summary

1 minute

In this module, you started by learning what PowerShell is and what you can use it for. You explored its primary features,
and how it differs from traditional shells like Git Bash. You also looked at how to install PowerShell, and briefly explored
authoring it by using Visual Studio Code and an extension.

You then learned about compiled commands called cmdlets. You looked specifically at a command called Get-Command

that helps you locate the command you need.

YYou should now have a good understanding of PowerShell, what it's used for, and how to use its commands efficiently.

Resources

® Get started with PowerShell
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C:\Users\chuck>echo hello handsome
hello handsome




