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[bookmark: _Toc119940033]Introduction    
[bookmark: _GoBack]Global use of cloud computing has seen significant growth as a result of its user-friendly nature and flexibility in its use. The net worth of global cloud computing is around $546 billion in the year 2022 and it is expected to grow with a CAGR of 18% to reach $1.15 trillion by the year 2027. Different forms of service that are provided with cloud computing include Software as a Service (SaaS) and Platform as a Service (AaaS). With the continuous growth of cloud computing, the role of the network engineer is continuously changing with time as companies are willing to scale up their operation. This analysis is done to analyze the different architectures along with the role of JSON and REST architecture. 
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[bookmark: _Toc119940035]The ways shift toward cloud computing has impacted the industry       
The shift towards various cloud computing has impacted the industry as it allows them to make their service affordable for their customers. Based on the statement of [1] the use of the SaaS Cloud Service helps industries to develop end-to-end access for the users to any application with the help of the internet. There is the integration of the Data Mining method with the SaaS cloud making it more agile and helping them to have rapid access to technology. There is also a reduction of the installation time by around 75% as the hardware can be unified within a single infrastructure. Hence, it has not only become easy for industries to shift infrastructure but also SaaS allows the development of customer-friendly retailers. On the other side, there is also a challenge in terms of the accommodation of the SaaS cloud application with the mobile phone. Around 23% of people across the world including 75% in the USA makes use of mobile application for SaaS-related service [14]. Hence, there is a need to ensure that relevant data is needed to be displayed first and the architecture of SaaS is in line with the combination of the operating system for each form of a smartphone. Along with this, there is also a data security-related challenge in SaaS service as 81% of the companies use sensitive SaaS data that is exposed. The statistical data reveals that in any standard company with a SaaS cloud around 157,000 records have been exposed resulting in a breach of $28 million. One of the most significant attacks is a ransomware attack that has impacted 160 different organizations belonging to different industries resulting in data leaks of more than 10,000 staff. There is a 51% possibility of any hacker breaching through SaaS application as they can breach through cyber criminals. 
On the other side, [4] have stated that the use of the PaaS cloud is done as a hybrid cloud with the combination of private cloud and client firewall. There is also the development of virtualization of dynamic scalability to ensure the development of on-demand features. There is also the evolution of the service through PaaS as there is the presence of on-demand usage, broad network access, and measured usage to enhance benefits for work. The study done by [3] has also revealed that PaaS-based cloud helps industries, particularly the IT industry to improve the management function. With the growth in the accuracy of data retrieval, there is a vast use of the PaaS cloud in the HRM process, especially for multinational companies. The use of IT improves the HR practice as it solves all important software complexity and ensures the implementation of proper technology. The application of PaaS software has also been beneficial for accelerating the process of software development. There is also a benefit for the company to focus on its expertise and specialization instead of thinking about maintaining the basic infrastructure. However, there is also the development of PaaS-related infrastructure functions, there is also a dependency on the performance of their infrastructure. Along with this, there is also the possibility to deal with changing infrastructure that deals without changing the scenario of work. 
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The main role of the network professional is to make use of the software and hardware to streamline the operation. With the changing role of the network infrastructure, there is changing role of the network professional as there is increasing collaboration with the management team. More than 65% of professionals across industries have stated that communication between CIO and the networking team is happening more than ever before. Along with this, more than 79% of the management team have stated that collaboration between the network team and IT teams is most important for developing network infrastructure to drive innovation [12]. The role of the network manager is also getting bigger as they are playing an active role in decision-making strategy. Starting from network requirements and declaring the IT budget to responding to digital disruption, the network professional plays an important role in the complete transformation of the business. An increase in the budget allocation happens due to the maintenance of network security and scaling up data storage. There is also monitoring of the data storage to ensure strong and effective benefits for the work to enhance benefit. With more than 70% of the firms believe that the cloud adds to the complexity, which will result in a more important role for network managers in interfering with the decision-making process. 
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The use of the RESTful web service is done as a stateless client-server architecture to ensure that resources and services are understood by URL (Uniform Resource Locator). The use of the RESTful web service has increased by around 40% across the IT industry and other industries due to its ability to work seamlessly with HTTP service making it 40% more sustainable. Simplicity and Scalability of the structure are the main reason industries across the world integrate this into IT. 
However, along with the benefit, there is also a challenge in terms of maintaining the security of the API parameter and Validating the REST parameter. The REST API makes use of Transport Layer Security (TLS) encryption, which helps to check the data being sent between two private stations. However, the main impact in this regard is that such facilities are modified and ensured that there is continuous improvement in the operation. There is the possibility of losing the capacity to maintain the state of functioning to REST within a few sessions. In such a scenario, it becomes increasingly difficult for new developers to figure out the REST API configuration [2]. Hence, the requirement of network engineers becomes more and more important for monitoring security parameters. Such importance forces the role of the IT firms to give the network engineer a much bigger role in the decision-making while implementing and scaling up the cloud infrastructure. 
To deal with such challenges, there is a need for network engineers as they can check the gateway through which communication between applications takes place. The role of the Network Engineer is also to ensure the command-line interface enhances access to ensure that the movement of data happens from one side to another. The network engineer also monitors the structure of the REST API so that they can send and receive HTTP requests quickly [15]. With the help of the API, there is also the creation of a code block among the repeatable factors to enhance the benefit of the work. It is also important for companies to enhance the benefit of the work and build a robust and scalable scenario. 
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“Software-defined networking” or SDN mainly assists in improving some sort of networking concavity for enhancing sales rates and earning higher profit margins. Along with that, the SDN assists in enhancing customer service options, document sharing and internal communications as well. It seems that SDN mainly allows organizations to use different types of software solutions and applications of hardware by connecting with different vendors [5]. SDN offers mainly provides real-time visibility into the networking performances that make the organizations easily optimise the operational efficiency in a significant manner. The promise of SDN can also be recognized as a way of reducing overall administration-related overheads and managing networking solutions. On this note, some of the most specific expectations regarding the application of AI can include, better visibility over the network state and enabling the service-based assurance system. 
The author [6] have addressed the fact that with having the abstraction from the hardware and all sort of limitations which are being created by the hardware-bound networking systems once had SDN, NV technologies and NFV-based service options. Together these technologies can enable innovation and offer some efficient service options that can assist in reducing the CAPEX and OPEX while delivering a high level of fluidity and flexibility as a whole. One of the major dependents of the industries to rely upon the SDN despite requiring some engineering training for network engineering is that SDN itself offers a wider range of applications and service options as a whole [7]. Through enabling these organizations can create several forms of new and advanced services and dynamic solutions for ensuring the development of a more efficient flow of work. Enterprises can try to reduce Opex on IT services by supporting the algorithm and automation process by increasing the original programmability regarding the different forms of networking elements. Through applying SDN the approaches and technologies can ensure rapid deployment of flexible applications, infrastrucral development and changing requirements. 
The more businesses will try to connect the objects, the more simplistic state will be reached by the organizations. The Internet of things or the IoT here works as a mere catalyst which offers a different set of possibilities for the creation of a high-degree networking automation system where each of the operations will become more scalable and adequate [8]. Furthermore, in recent times, data has become a currency, and the application of solutions such as data analytics, machine learning and artificial intelligence has become more important. The network mainly needs to become more efficient in terms of capacity and reliability perspective. Here, the SDN can be recognized as an element which separates the original control plane and capitalizes each of the networking elements in a strategic manner. Through using the SDN, tech-support-related facilities can easily configure the networking routes and divide the workload across the department by using automated cross-workload communication.      
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The JSON is known to be one of the highly perfect tools for storing temporary sets of databases. Here, the data set can be filled with some user-generated information which is often submitted to a website. JSON can also be used for formatting any specific programming language so that a high level of interoperability can be ensured. The complete name of JSON is “Javascript Object Notion” It is basically a standard that enables text-based formatting solutions by using JavaScript Object Syntax [9]. The JSON standards are commonly used for transmitting data in web applications, i.e. sending some information through the server and then directly to the client so that it can display the information published on the webpage. On the other hand, REST is the local choice that is used for building the APIs and it allows the users to connect, interact and manage a different form of cloud-based services within a distributed cloud-based environment.
One of the primary reasons for using the standards is to provide major support to each of the communication processes between the vendors. At the very service layer, the SDN managers deliver an infrastructure-wide organizational policy system and networking applications which fulfil each of the traffic requirements and adjust the changes on a strategic basis [13]. While talking about JSON one of the major reason for using these standards is its ability to self-describing. It seems that the hierarchal structure of JSON can also be interpreted by using applications which already know what type of data is needed to be expected. JSON is simple text and compact [10]. Users can easily learn and use it without facing any sort of errors. Furthermore, while considering the inoperability of the technology it seems that the majority of the IT engineers use the JSAOR because of its extremely lightweight configuration and fast response timing.
Besides that, while focusing on the usability of REST it seems that its objective is very simplistic and assists in catching the outcomes in an easier way [11]. Since the networking servers have a stateless position it requires the application of such a technique which can make the datasets easily catchable so that each of the elements in the network diagram can be treated in an equal way. It can be recognized as one of the specific benefits of using REST APIs is that it completely relies on HTTP standards which reflects the fact format-agonistic nature of REST makes IT-related projects to become more adequate and error-free. The REST APIs only support some of the traditional web-security machines which means the application gets sent and retrieves by getting transported between multiple clients. 
[bookmark: _Toc119940040]Conclusion 
Based on the analysis of the work, it is stated that the use of the Cloud service is influential to enhance service and flexibility in the workplace. There is also a challenge for the companies in the industry as there is a sufficient possibility of the cyber-security-related challenge. With the changing role of the network capacity, the role of the network professional is changing from decision-making to network performance. With the application of the REST API, the role of the network engineer has become bigger for their role in dealing with complexity. The use of software-defined networking is also important for developing new technologies and reducing the advanced level of IT solutions. 
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