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Objectives 

In continuation to our earlier lectures, this tutorial helps in providing you an 
overview of tools used to gather information and perform footprinting.  

ETHICAL STATEMENT 

The tools and techniques you are exposed to’ in this lab is to work only on a 
virtual machine environment and the purpose is entirely to demonstrate various 
types of cyber-attacks. Experimentation with these tools, techniques, and 
resources is at the discretion of the instructor and institution. If you as a student 
consider using attack tools for educational purposes on an outside 
environment, you should contact me prior to any experimentation. 

Note: Unauthorized access to data, computer, and network systems is a crime 
in many jurisdictions and often is accompanied by severe consequences, 
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as 
the user of this material, to be cognizant of and compliant with computer use 
laws. 

Part 1: Use Windows Command Line Utility to Gather Information 
Part 2: Use Sublist3r tool to enumerate subdomains of Websites using OSINT 
Part 3: Use Web Data Extractor tool to extract data from web pages. (Web 
Scraping or Web Data Mining) 
Part 4: Use Email Tracker Pro to trace and track delivered email.  
Part 5: Use Recon -ng tool to gather information 

 

ICONS Used in this document: 

Find out the outcome/ Answers/ Solution 

 

Do research and complete the task. Need referencing/ in-text citations. 
Shall be included as a part of your coursework. 

 

Record your Reflection 

 

Why to use these tools? In future, to exploit the server to perform a 
DoS, DDoS, URL Redirection attacks. 
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Part 1: Use Windows Command Line Utility to Gather Information 

Task: Gather information about the authoritative name server and its IP Address 
of www.itsecgames.com 

C:\Users\Administrator>ping www.itsecgames.com 

Pinging itsecgames.com [31.3.96.40] with 32 bytes of data: 

Reply from 31.3.96.40: bytes=32 time=26ms TTL=128 

Reply from 31.3.96.40: bytes=32 time=21ms TTL=128 

Reply from 31.3.96.40: bytes=32 time=24ms TTL=128 

Reply from 31.3.96.40: bytes=32 time=22ms TTL=128 

Ping statistics for 31.3.96.40: 

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 21ms, Maximum = 26ms, Average = 23ms 

C:\Users\Administrator>ping www.itsecgames.com -f -l 1500 

Pinging itsecgames.com [31.3.96.40] with 1500 bytes of data: 

Packet needs to be fragmented but DF set. 

Packet needs to be fragmented but DF set. 

Packet needs to be fragmented but DF set. 

Packet needs to be fragmented but DF set. 

Ping statistics for 31.3.96.40: 

    Packets: Sent = 4, Received = 0, Lost = 4 (100% loss), 

C:\Users\Administrator>ping www.itsecgames.com -f -l 1472 

C:\Users\Administrator>ping www.itsecgames.com -f -l 1473 

What is the outcome of the above two ping commands? What is the reason 
for the two outcomes?  

 

C:\Users\nitheesh>tracert itsecgames.com 

Tracing route to itsecgames.com [31.3.96.40] 

over a maximum of 30 hops: 

  1     1 ms     1 ms    <1 ms  ttrouter [192.168.1.1] 

  2     8 ms     8 ms     7 ms  ae54-ner001.csm.as13285.net [78.144.1.17] 

http://www.itsecgames.com/
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  3    10 ms     9 ms    12 ms  ae56-scr001.slh.as13285.net [78.144.1.48] 

  4    10 ms    10 ms    11 ms  ae64-scr101.thw.as13285.net [78.144.1.134] 

  5    20 ms    20 ms    19 ms  195.66.227.118 

  6    20 ms    20 ms    20 ms  te0-14.cr1.nkf.as49685.net [95.142.106.211] 

  7    21 ms    23 ms    20 ms  eth42.eq3-iec-rtr-002.cloudvps.nl [176.74.228.8] 

  8    18 ms    18 ms    18 ms  web.mmebvba.com [31.3.96.40] 

Trace complete. 

[Output may vary] 

C:\Users\nitheesh>ping www.itsecgames.com -i 4 -n 1 

Pinging itsecgames.com [31.3.96.40] with 32 bytes of data: 

Reply from 78.144.1.134: TTL expired in transit. 

Ping statistics for 31.3.96.40: 

    Packets: Sent = 1, Received = 1, Lost = 0 (0% loss), 

C:\Users\nitheesh>ping www.itsecgames.com -i 8 -n 1 

Pinging itsecgames.com [31.3.96.40] with 32 bytes of data: 

Reply from 31.3.96.40: bytes=32 time=19ms TTL=54 

Ping statistics for 31.3.96.40: 

    Packets: Sent = 1, Received = 1, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 19ms, Maximum = 19ms, Average = 19ms 

C:\Users\nitheesh>ping www.itsecgames.com -i 9 -n 1 

Pinging itsecgames.com [31.3.96.40] with 32 bytes of data: 

Reply from 31.3.96.40: bytes=32 time=18ms TTL=54 

Ping statistics for 31.3.96.40: 

    Packets: Sent = 1, Received = 1, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 18ms, Maximum = 18ms, Average = 18ms 

 

By issuing the -i command, you are setting the TTL to a certain value to check 
the time span of the packet. By setting the TTL to 1, 2, 4, 5, 9 etc what piece 
of information did you gather? 
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Do a research in the internet and find out what are the options, you can use with ping 
command and what are their functionalities with suitable example? 

 

 

C:\Users\nitheesh>nslookup 

Default Server:  ttrouter 

Address:  192.168.50.10 

> set type=a 

> www.itsecgames.com 

Server:  ttrouter 

Address:  192.168.50.10 

Non-authoritative answer: 

Name:    itsecgames.com 

Address:  31.3.96.40 

Aliases:  www.itsecgames.com 

> set type=cname 

> www.itsecgames.com 

Server:  ttrouter 

Address:  192.168.50.10 

Non-authoritative answer: 

www.itsecgames.com      canonical name = itsecgames.com 

> set query=ns 

> www.itsecgames.com 

Server:  ttrouter 

Address:  192.168.50.10 

Non-authoritative answer: 

www.itsecgames.com      canonical name = itsecgames.com 

itsecgames.com  nameserver = ns53.domaincontrol.com 

itsecgames.com  nameserver = ns54.domaincontrol.com 

ns53.domaincontrol.com  internet address = 97.74.106.27 

ns53.domaincontrol.com  AAAA IPv6 address = 2603:5:21a2::1b 
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ns54.domaincontrol.com  internet address = 173.201.74.27 

ns54.domaincontrol.com  AAAA IPv6 address = 2603:5:22a2::1b 

> set type=a 

> ns53.domaincontrol.com 

Server:  ttrouter 

Address:  192.168.50.10 

Non-authoritative answer: 

Name:    ns53.domaincontrol.com 

Address:  97.74.106.27 

C:\Users\nitheesh>ping ns53.domaincontrol.com 

Pinging ns53.domaincontrol.com [97.74.106.27] with 32 bytes of data: 

Reply from 97.74.106.27: bytes=32 time=25ms TTL=52 

Reply from 97.74.106.27: bytes=32 time=25ms TTL=52 

Reply from 97.74.106.27: bytes=32 time=25ms TTL=52 

Reply from 97.74.106.27: bytes=32 time=26ms TTL=52 

Ping statistics for 97.74.106.27: 

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 25ms, Maximum = 26ms, Average = 25ms 

 

By issuing the above steps, you may get the records of domain from an 
authoritative server. What is so important in getting the information like this? 

 

 

 

How can we prevent our Infrastructure from these kinds of attack? Could you 
reflect your reviews in a short description with appropriate citations? Why do 
we get an output like this? 
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Part 2: Use Sublist3r tool to enumerate subdomains of Websites using OSINT 

 

Open Terminal in Kali Linux 

$ apt update && apt -y install sublist3r 

Reading package lists... Done 

E: Could not open lock file /var/lib/apt/lists/lock - open (13: Permission denied) 

E: Unable to lock directory /var/lib/apt/lists/ 

W: Problem unlinking the file /var/cache/apt/pkgcache.bin - RemoveCaches (13: Permission denied) 

W: Problem unlinking the file /var/cache/apt/srcpkgcache.bin - RemoveCaches (13: Permission denied) 

┌──(kali㉿kali)-[~] 

└─$ sudo su                                                                                                                                                                            
100 ⨯ 

[sudo] password for kali:  

┌──(root 
����kali)-[/home/kali] 

└─# whoami                                                           

root 

┌──(root 
����kali)-[/home/kali] 

└─# apt update && apt -y install sublist3r 
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Sublist3r will give you information about any subdomains. -d is to search 
subdomains, -t 3 with 3 threads, -e bing is to search in the bing platform 

           

               

More commands could be used to gather further information. Here is a command to 
find out which subdomain has port 80 open. 
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Do research on the internet and find out similar tools used? Document them 
with their operations, functions, and screenshots.  
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Part 3: Use Web Data Extractor tool to extract data from web pages. (Web 
Scraping or Web Data Mining) 

Use Windows Server 2016 

Download Web Data Extractor 

 

Start a scan to extract information like Emails, Data, Phone number etc. 
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What information did you gather? Did you get the below result? If so, why? If 
not, what would be the reason for an outcome like the below one? 

 

 

 

 

Start a scan to extract information like Emails, Data, Phone number etc. from similar 
web site. (Make sure you are only using education based vulnerable websites) 
Do-not try any of this in a production environment. 

http://www.certifiedhacker.com 
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What information did you gather?  

 

 

 

 

 

Do research on the internet and find out similar tools used? Document them 
with their operations, functions, and screenshots.  
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Part 4: Use Email Tracker Pro to trace and track delivered email. 

Email Tracking helps you identifying the details of an email like when it was received, 
read, location of the recipient, time spent in the email, links, attachments etc. 

Download eMAILTracker Pro. Install along with its dependencies. Work in our VM 
Server 2016 Machine. 

 

Select My Trace Reports, Trace Headers. Select Trace an email I have received and 
enter the email header you wish to track 
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Click on Show Original, and you may find out the information along with an option to 
copy to clipboard (in Gmail). May be different in other email services. Copy the header 
file and paste it in Email headers and click Trace 

 

 

Click on view Report to analyse the outcome. 

What information did you gather?  

 

 

 

 

 

Do research on the internet and find out similar tools used? Document them 
with their operations, functions, and screenshots.  
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Part 5: Use Recon -ng tool 

It is another information gathering tool, like Metasploit. It is a collection of many 
features to gather information. Use Kali Linux.  

apt-get install recon -ng 

 

Walkthrough Commands and its features (make yourself familiar) 

[ recon-ng ] > help 

workspaces (create workspaces) Creating a user space. 

workspaces load ACCB6000 

workspaces remove ACCB6000 
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Snapshots (saves the work)  

 

Show (Shows various framework items)  

Shell (Execute shell commands) 

pdb (As a developer if you wish to check your codes, use pdb – python debuger)  

Options (Setting of the framework) 
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Marketplaces (Interface with the module marketplace – many tools using for 
hacking could be found here) 

 

Dependencies and API keys. Tools will work only if all dependencies and API 
keys are installed. 

 

All the tools installed are saved/ located in modules  
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Index [Gives the module index] 

 

Using Recon-ng (Add Workspace, Domain Names) 

 

Let us use Recon-ng with available modules to gather information about our 
target. 

Our Target:  

http://www.itsecgames.com/ 

http://www.certifiedhacker.com/ 

You may also use other vulnerable sites discussed during our lectures. 

http://www.itsecgames.com/
http://www.certifiedhacker.com/
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Use Netcraft 

In this screenshot, no results were found. However, outcomes may vary. 

2. Load Bing. – Select bing_domain_web module as it is more suitable for 
the task we are doing.  
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Using the above methods to gather information, as per this screenshot, 58 new 
hosts are found. However, you may use different modules to identify more 
hosts. 

What information did you gather?  

 

 

 

 

 

Do research on the internet and find out other modules to find out more hosts. 
Document them with their operations, functions, and screenshots.  
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Part 2: Continuing from Part 5: Using Recon-ng to gather information on the 
targets. 

Similar to Bing_domain_web, we could also use, Brute_hosts  

1. Search for Module Brute Hosts and run 
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As per the screenshot, 144 new hosts found. Now, we shall do a reverse lookup 
for the IP Address to know the Hostnames. 

2. Search for Module Reverse Lookup  
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As per the screenshot, 33 new hosts are found.  

3. Let’s look at the hosts 

 

 

4. Use Reporting module to gather the information and analyse them for 
further attacks. 
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5. Report 

 

 

Record your Reflection: 

 

 

1. Understanding on the activity 
2. Understanding about various tools used 
3. New/ Similar tools you identified and used 
4. Compare and Contrast the tutorial tools with your identified tools 
5. Rate yourself: How confident are you to do footprinting and reconnaissance 

activity ethically? 
6. Any other Troubleshooting Steps, you need to share? 

 


