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1. Abstract
The following report aims to discuss and explore how computer networks and the industry are now more dependent on software, primarily with regards to the integration of cloud computing and its contribution to the field of computer networks. Cloud computing refers to hosted services provided by third party companies that supply a network infrastructure that is accessible over the internet. The need for cloud computing services has become far more common in recent years, forcing network professionals to adapt their skills sets to understand software integration and the implementation of cloud technology in order to maintain a future within the industry.
2. Software Within Computer Networks
2.1 Why Networks Now Rely on Software
Software-driven networks are becoming increasingly more common. Having a software-driven network has emerged as an essential and efficient form of technology that has proven to lower operating costs, improve management and effectively support the dynamic nature of the future of the network [1]. SDN technology supply’s a range of benefits for a network by providing more flexibility, including the ability to use open-source API’s within the network, an improvement in network visibility, and the option to segment the network; a feature that can be particularly useful on university campuses. Having a SDN has allowed programs such as OpenFlow Switch to be integrated into a network which has allowed network administrators to partition traffic and control their own flows by choosing the routes in which they want packets to follow. This has also brought about the ability to further research new routing protocols, addressing schemes and security models [2].
[bookmark: _Hlk59651157]2.2 The Move Towards Cloud Computing
Cloud computing is a term now used more commonly than ever before due to the increasing popularity cloud-based services and computing have seen through integration into both businesses, and the average person’s life in general. Cloud computing offers fantastic accessibility by providing a storage point that can be accessed from anywhere in the world while also providing cost-effective scalability without the hassle. Cloud computing has proven to be a much-needed innovation that provides many advantages without a high upfront investment, a great option when considering the cost of good quality hardware. Although cloud computing is favoured by many, it does not come without its downfalls, with many people criticising cloud solutions over their security when considering the risk of data breaches to the third-party service [3]. It is apparent that although cloud solutions offer a great convenience, businesses, especially those with classified high-value documents, find it difficult to place trust in other companies to store their data, which has been the biggest concern when moving to the cloud.
2.3 The impact of Cloud Computing on The Networking Industry
The impact of cloud computing on the networking industry has been extensive, with thousands of businesses integrating cloud architecture into their network due to the versatility, speed and reliability it offers. The cost-effective solution of cloud computing, although a great alternative for corporate bodies, has had also had a negative impact on the networking industry where spending on infrastructure is concerned, as fewer internal devices are required to manage the network [4]. An industry analysis carried out by the Enterprise Strategy Group in 2017 reveals that at the time, 78% of organisations that were surveyed (1000+) are actively using cloud services and comparatively, only 38% had an integrated datacentre and WAN links [5] in order to provide more of a seamless connectivity experience for customers and employees. Considering the date of these statistics, its arguably safe to assume that cloud computing is even more widely adopted today, and the convenience of such services will continue to seem more appealing to various organisations for the foreseeable future.
3. The Evolution of Cloud Computing
3.1 The Technical Challenges of the Cloud
Cloud computing, just like an internal network infrastructure, will forever present a variety of technical challenges that will require appropriate due diligence to be taken and should be considered more of a strategic adaptation, rather than something that can be implemented over-night. Some of the major challenges presented by cloud computing include issues and concerns with data security, lack of expertise within the adapting company, migration of existing applications and complications with compliance. In a report by Motahari-Nezhad, et al [6] the issues surrounding the migration of legacy applications to the cloud are briefly highlighted as one of the main challenges when switching to cloud services as there is a lack of environments that provide help to businesses trying to carry out the migration process. Furthermore, large organisations will find migrating applications to the cloud to be a challenge due to the complexity of their legacy applications, in-turn this could hinder the company’s ability to get any real value out of cloud computing services which could prove to be a problem when attempting to please key system stakeholders, such as project managers, engineers, technical developers, and financial departments [7].
3.2 The Heavy Adoption of Cloud Computing
Many large organisations have already implemented software-as-a-service (SaaS) into their business model, which is one of three main cloud computing categories. Some prime examples of large organisations to provide this service are Netflix, Microsoft, Zoom and Drop Box. SaaS is a cloud computing service that refers to hosted services that are accessible by the user without downloading any material, and this convenience is what has made this category of cloud computing particularly popular in recent years, especially with the general public. SaaS has proven to provide significant return on investment for various IT companies even though it is still a new business model [8] and this success is what has led to the development of many new similar types of businesses, such as the ones previously listed. This heavy adoption of cloud computing has benefitted start-up IT companies by providing a low-expenditure solution to a gaining access to some of the best available IT resources [9] which would have otherwise been out-of-reach for low capital projects. In order to adopt a cloud computing strategy, it is essential to some companies that they have total control over their data and infrastructure, especially if it contains important information [10] and in order to do so will take on a hybrid cloud model which also allows less confidential data to be transferred to the public cloud.
3.3 How Network Professionals Have had to Adapt
The large-scale implementation of cloud computing has caused rapid change in which many networks are being operated, and because this change has only come about within, more-or-less, the last decade, it is still considered a fairly new approach where network management is concerned. Graduates going into the computer networks industry will already maintain a some-what decent understanding of cloud computing, this change has meant that established networking professionals have had to adapt quite quickly to the changing environment and learn a new skillset. The quick and broad adoption of cloud computing has also meant that in an industry where there is already a lack of networking professionals, there is now a further requirement for qualified personnel and especially those that are literate in cloud-related technology such as big data [11]. Cloud computing has also made the lives of networking professionals easier by providing the ability to manage a network with greater ease and flexibility, which has led to better network stability for many businesses. This has however, in some cases resulted in the requirement for less staff, simply because the more stable a network is, the fewer staff are required to run it, which also reduces unwanted costs of extra salaries [12].
4. RESTful Web Services
4.1 The Importance of RESTful Web Services Within Cloud-Based Computing
Representational State Transfer (REST) is a simplistic architectural style that allows users to call data from a client via a HTTP protocol. RESTful API’s are used to take advantage of existing protocols and comparatively, RESTful Web Services represent the implementation of a RESTful API. The majority of RESTful Web Services tend to conform to SaaS solutions, which focus on the delivery of applications, however some do implement PaaS solutions as well [13], which provides a platform for users that can be used to develop and run business related applications. Cloud-based computing services have supported the integration of RESTful API’s for a long time. For example, the popular Google Maps web application is a SaaS-based RESTful API that is seen as an essential addition to a lot of peoples lives, especially for workers within the delivery industry. Various other cloud-based companies such as Facebook, YouTube and Twitter also use RESTful Web Services due to the flexibility and scalability they offer, as well as the support provided with regards to data and application portability.
4.2 How RESTful Web Services Have Facilitated Change
RESTful Web Services have helped shape the way in which people use cloud-based services by adding value through integration. Major changes have occurred through RESTful Web Services being more commonly integrated, most importantly through the use of API’s that ease the ability to create, manage and distribute content with a minimal amount of technical knowledge [14] which has greatly contributed to the amount of people accessing cloud-based services. This has caused the amount of user-friendly RESTful Web Services to continuously grow, primarily due to the ease of accessibility and user-friendly interfaces they provide. Considering user-friendly experiences, RESTful web services also make it easier for web applications to support mobile devices with greater ease, as well as allow web applications built with different programming languages to communicate with each other regardless of whether they are hosted on a windows or Linux based platform.
4.3 The need for JSON, REST & interoperability
There are a variety of web services and API’s that utilise the JSON format as a way to transfer data between the server and applications. Derived from JavaScript, JSON is especially useful for organising information that should be relatively easy-to-access and readable in a logical way. JSON provides faster parsing speed, much faster than that of the XML parsing process while also using less data, and as RESTful Web Services are particularly favourable of reliable, fast data transfer, JSON is the perfect choice. In comparison to XML, JSON is also the more popular format due to the simplicity and efficiency it provides in such a compact way [15]. REST has been an increasingly essential architectural style for developers mostly due to the flexibility it provides. REST Web Service is stateless, which increases visibility, reliability and scalability [16] and supports the transfer of JavaScript/JSON, and this flexibility has allowed developers to build API’s to benefit a wide range of potential customers. Interoperability refers to the ease of integration of software into other systems that share the same functionality and data [17] allowing the seamless communication between different systems. RESTful Web Services would be considered interoperable as they allow devices to easily communicate with each other and support the development of interoperable API’s that allow the transfer of data between other applications.
5. Conclusion
Cloud computing has been a driving force within the networking industry in recent times and the benefits it instils have become gradually more appealing to the wider market, forcing industry professionals to adapt to the change of environment it provides. Many businesses, new and old have began to understand the benefits of cloud technology and have happily adopted a cloud-based network primarily due to the ease of management and reductions in cost. RESTful Web Services have also proven and will continue to prove to be useful to developers, businesses and the general public in supporting the creation of API’s that rely on reliability, flexibility and the option to scale when necessary. The interoperability provided by RESTful Web Services and JSON-driven applications through cloud-based networks will continue to be favoured by developers and seen as a beneficial tool for application development using an API.
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