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ANSWER ALL QUESTIONS

From Question 1 to 30: Each Question (1 Mark)

1.What name is given to an amateur hacker
A. Black hat
B. Red hat
C. Script kiddie
D. Blue team


2. What is a method of sending information from one device to another using removable media?
A. Wired
B. sneaker net
C. LAN
D. wireless


3. What does the term BYOD represent?

A. bring your own disaster
B. bring your own decision
C. bring your own device
D. buy your own disaster


4. What service determines which resources a user can access along with the operations that a user can perform?

A. biometric
B. authorization
C. authentication
D. accounting


5. What does a rootkit modify?
A. Notepad
B. Delete unused software.
C. operating system
D. Defragment the hard disk.


6. What occurs on a computer when data goes beyond the limits of a buffer?
A. a buffer overflow
B. a system exception
C. cross-site scripting
D. an SQL injection
ANSWER: D


7. A potential danger to an asset such as data or the network itself is called?
A.	Threat
B. 	Vulnerability
C.	RISK
D.	Attack Surface

8. Different points where an attacker could get into a system, and where they could get data out of the system is called as
A.	Threat
B. 	Vulnerability
C.	RISK
D.	Attack Surface

9. A weakness in a system or its design that could be exploited by a threat
A.	Threat
B. 	Vulnerability
C.	RISK
D.	Attack Surface

10. The type of malware which actively attempts to steal confidential information such as credit card numbers by recording keystrokes entered into a web form is 
A.	Data-sending
B. 	Keylogger
C.	Proxy
D.	Denial of Service (DoS)

11. Which methods can be used to implement multifactor authentication?
A.	IDS and IPS
B.	Tokens and Hashes
C.	VPNs and VLANs
D. 	Passwords and Fingerprints

12. Which statement describes a distributed denial of service attack?”
A.	An attacker sends an enormous quantity of data that a server cannot handle.
B.	An attacker views network traffic to learn authentication credentials.
C.	An attacker builds a botnet comprised of zombies.
D.	One computer accepts data packets based on the MAC address of another computer.

13. What type of attack will make illegitimate websites higher in a web search result list?
A.	DNS poisoning
B.	Browser hijacker
C.	Spam
D.	SEO poisoning

14. What is a nontechnical method that a cybercriminal would use to gather sensitive information from an organization?
A.	Man-in-the-middle
B.	Social engineering
C.	Pharming
D.	Ransomeware

15. Users report that the database on the main server cannot be accessed. A database administrator verifies the issue and notices that the database file is now encrypted. The organization receives a threatening email demanding payment for the decryption of the database file. What type of attack has the organization experienced?
A.	DoS attack
B.	Trojan horse
C.	Ransomeware
D.	Man-in-the-middle attack

16. Which technology can be used to ensure data confidentiality?
A.	Hashing
B.	Identity management
C.	RAID
D.	Encryption


17. An organization plans to implement security training to educate employees about security policies. What type of access control is the organization trying to implement?
A.	Administrative
B.	Technological
C.	Physical
D.	Logical

18. What type of attack targets an SQL database using the input field of a user?
A. XML injection
B. buffer overflow

C. Cross-site scripting
D. SQL injection


19. Passwords, passphrases, and PINs are examples of which security term?
A.	Authorization
B.	Access
C.	Authentication
D.	Identification
20. An organization allows employees to work from home two days a week. Which technology should be implemented to ensure data confidentiality as data is transmitted?
A.	VPN
B.	VLANS
C.	RAID
D.	SSH




21. Which cybersecurity weapon scans for use of default passwords, missing patches, open ports, misconfigurations, and active IP addresses?
A.	Packet sniffers
B.	Vulnerability scanners
C.	Password crackers
D.	Packet analyzers

22. What are the most effective ways to defend against malware? 
A.	Implement a VPN.
B.	Implement strong passwords.
C.	Install and update antivirus software.
D.	Implement RAID.


23. Which technology can be used to protect VoIP against eavesdropping?
A.	Encrypted voice messages
B.	Strong authentication
C.	SSH
D.	ARP

24. Which protocol would be used to provide security for employees that access systems remotely from home?
A.	SSH
B.	WPA
C.	Telnet
D.	SCP


25. Mutual authentication can prevent which type of attack?
A.	Wireless poisoning
B.	Man-in-the-middle
C.	Wireless sniffing
D.	Wireless IP spoofing

26. What describes the protection provided by a fence that is 1 meter in height?
A.	It deters casual trespassers only.
B.	The fence deters determined intruders.
C.	It offers limited delay to a determined intruder.
D.	It prevents casual trespassers because of its height.


27. The one which prevents the disclosure of information to unauthorized people, resources and processes. 
A. 	Confidentiality 
B. 	Integrity
C.	Availability
D.	All the above
28. In Access control, the one which keeps track of what users do, including what they access, the amount of time they access resources, and any changes made is called as
A. 	Accounting
B. 	Authorization
C.	Authentication
D.	All the above

29. A storage device connected to a network that allows storage and retrieval of data from a centralized location by authorized network users
A. 	Direct-attached storage
B. 	Network attached storage 
C.	Storage area network 
D.	Redundant array of independent disks 

30. What is the name given to a program or program code that bypasses normal authentication?
A. virus
B. backdoor
C. ransomware
D. Trojan

From Question 31 to 40: Each Question (2 Marks)

31. What are the two of the foundational principles of the cybersecurity domain? (Choose two)
A. confidentiality
B. policy
C. availability
D. encryption


32. What two methods help to ensure system availability? (Choose 2)
A. integrity checking
B. system backups
C. equipment maintenance
D. system resiliency




33.  What are two common hash functions? (Choose two.)
A. RSA
B. SHA
C. RC4
D. MD5

34. What are two of the tactics used by a social engineer to obtain personal information from an unsuspecting target? (Choose two.)

A. urgency
B. honesty
C. intimidation
D. compassion

35. What are two ways to protect a computer from malware? (Choose two.)
A. Keep software up to date.
B. Use antivirus software
C. Defragment the hard disk.
D. Empty the browser cache.
E. Delete unused software


36. Which two processes are examples of logical access controls? (Choose two.)
A. intrusion detection system (IDS) to watch for suspicious network activity
B. guards to monitor security screens
C. firewalls to monitor traffic
D. swipe cards to allow access to a restricted area
E. fences to protect the perimeter of a building


37. What are two incident response phases?
A.	Prevention and containment
B.	Containment and recovery
C.	Mitigation and acceptance
D.	Detection and analysis
E.	Confidentiality and eradication

38. What are two common indicators of spam mail? (Choose two.)
A. The email has an attachment that is a receipt for a recent purchase.
B. The email is from your supervisor.
C. The email has keywords in it.
D. The email has misspelled words or punctuation errors or both.
E. The email has no subject line.


39. What are the two of the three states of data? (Choose two.)
A. in-cloud
B. encrypted
C. in-transit
D. suspended
E. in-process


40. What two design principles help to ensure high availability? (Choose two.)

A. detect failures as they occur.
B. provide for hashing techniques.
C. check for data consistency.
D. ensure confidentiality.
E. eliminate single points of failure
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