Irfan Onur 		P147861
[bookmark: _Hlk29832261][image: ] 


Industrial Ethical Hacking with Appropriate solutions

By

Mr Irfan Onur

Supervisor: Dr Carlene Campbell
Second Marker: Dr Kapilan Radhakrishnan


Project submitted as part of the requirements for the award of
M.Sc. (Hons) Computer Networks & Cyber Security
[image: ]September 2019

[image: ][image: ][image: ]qqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq



Industrial Ethical Hacking
   with Appropriate     Solutions

Irfan Onur
UNIVERSITY OF WALES TRINITY SAINT DAVID (UWTSD) 
School Of Applied Computing (SOAC)

[bookmark: _Toc6674449][bookmark: _Toc30170947]Declaration 
I, Irfan Onur declare that I am the sole author of this Project; that all references cited have been consulted; that I have conducted all work of which this is a record, and that the finished work lies within the prescribed word limits. 

This work has not previously been accepted as part of any other degree submission. 
 

Signed: 	IRFAN ONUR		.............................................
 
 
Date:   	17/01/2020
[bookmark: _Toc30170948]Form of consent
I Irfan Onur hereby consent that my Project, submitted in candidature for the M.Sc. (Hons) Computer Networks & Cybersecurity degree, if successful, may be made available for inter-library loan or photocopying (subject to the law of copyright), and that the title and abstract may be made available to outside organizations. 


Signed:	IRFAN ONUR		.............................................
 
  
Date: 		17/01/2020


[bookmark: _Toc30170949]Acknowledgement
[bookmark: _GoBack]I’ve taken this part of my dissertation to thank everyone that has helped me to get through the hard times during my studies. I will firstly like to thank senior staff members of the university lecturers plus supervisor for their constant support and assistance along the academic year, many thank for Mr. Simon Downes, Dr Carlene Campbell and Dr Kaplian Radhakrishnan. I would secondly like to thank my immediate family for being there for me every step of the way no matter what sort of struggle I come across this including my Father & mother also my two older brothers as well as my sister-in-law’s. Lastly, I would like to thank my classmates and friends for their support and patience during difficult times in studies and personal commitments. 

[bookmark: _Toc30170950]Abstract
This paper is produced to display and help understand extensive knowledge based upon security infrastructures, the author will produce vulnerability assessment and penetration test to identify newer security structures to strengthen enterprise networks.

This research paper will deliver information on network disasters, this will be based around logical and physical structures, the author will use a live enterprise network to experiment and conclude a full research to breach a secure the network. The spoken network will have many scenarios tested such as disasters and vulnerabilities which will be also reported to the target network IT professionals as a weakness in the security structure that can be exploited.

The scope of this research paper is intended to focus on security exploits and conceivable solution’s that may be able to be implemented for the use of security solutions. Security issues have an increasing variation in figures every year which is not declining due to the constant upsurge of black hat hackers, unethical attackers use their skills to exploit organizations that operate either with physical or logical system structures. 

The author proposes to ensure a detailed in-depth research and practical work the author enforces understanding and skills based upon full network scan to locate all possible vulnerabilities, once all vital information is collected the author will implement a experiment of a full penetration test to all exploits found. 

The penetration test will be based upon an enterprise network. The enterprise network is an operational live network which has several hundreds of users from senior staff, and guest also which varies from multiple Local Area Network (LAN) and Wide Local Area Network (WLAN) which include varies remote locations, the author will be based within the main building of communication and server location. 

The author will be present at the main enterprise building when undertaking the experiments of penetration test but however the penetration test that is undertaken is fixated on the entire enterprise network topology. 

Once the author locates any potential exploit findings the author documents them to planning phase of the research paper and gathers additional data about the exploits, the author gathers additional information to ensure that the taken penetration test are suitable for the attacks this is to ensure the integrity of the paper and the knowledge of the author. 

[bookmark: _Toc6674451]Finally, once all appropriate attacks have been performed the author produces two appropriate solutions for the attacks that were completed the author demonstrates graphical evidence of the successful attacks and the solutions being implemented and operational. All solutions submitted by the author to the enterprise network have a 100% success ratio. However, all solutions were submitted to the IT department of the enterprise network before implementation for authorization of implementation, all security solutions which were provided has also additional security features such as network speed improvement.
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1. [bookmark: _Toc30170953]Project Overview 
[bookmark: _Toc30170954]Introduction

This research paper will introduce the fundamental principles of industrial system infrastructure by performing various of steps of security tests such as information gathering, Vulnerability Assessments and Penetration Testing, the author will introduce various methods of obtaining the appropriate ethical rights to perform Penetration Testing to produce appropriate solutions to be implemented. The author focusses the scope upon industrial ethical hacking as illegal hackers primarily aim for large organizations to obtain information or steal data. 

The author aims to achieve a more secure system structure which can be developed if several factors are undertaken to discover vulnerabilities. The author will intend  to obtain information on local industrial organization and propose to conduct a black box testing with appropriate solutions towards an enterprise network[1].  

The black box penetration testing will define the ethical hacking procedure via attaining any information/data in any sort of manner relating to the current system structure of the victim. A black box Penetration Testing[2], [3], [12], [4]–[11] requires there to be a Vulnerability Assessment completed prior to the testing to enable the attacker to acknowledge what security exploit there are to attack. 

The justification of Vulnerability Assessments is to attain information on a system structure such a hardware or software, which can implicate exploits within the security infrastructure. Within this paper the experiment is focused upon network security such as open protocols, network polices, network topology, security infrastructure etc. vulnerability scans allow security testers to obtain the appropriate information to know where to focus the testing on as they have obtained relevant information on the types of scans that may be performed from the agenda of the exploits found. 
If a system/network exploit is found within a Vulnerability Assessments, an attacker will focus their aim towards the vulnerability to learn relevant information on how they can exploit further. The author will take the role of an ethical attacker to ensure that the operation is conducted in a real-life environment, therefore this will mimic a black box pen tester.

The underlying testing will be based on information gathering techniques which denies the tester to have gotten any previous information on the targeted network. Upon successful discovered vulnerabilities, the author will have gathered appropriate exploits which can produce further advantages by determining which route to pursue in order to complete the task of the project. The author will be required to proceed cautiously when performing such tests as it is a live network, therefore any disruptions in the network can cause severe implications.

Furthermore, the planned penetration test is to be ensure the maximum discretion with firm logs of data to safeguard user and system data as failed testing can lead to implications. Upon successful outcome, it will justify full unrestricted access to the author to which can include private and confidential data, sensitive information that is held on the network. Usually a network holds information relating to staff, clients and guests, this suggests that the process of information gathering is vital to perform appropriately and also ensuring that the corporate information is not to be modified in any way.

Registered users within any institution including educational organizations requires to gather information of users connecting to their network, this sort of information is based upon personal information, within United Kingdom every organization such as private, public, and charity is to ensure data protection via terms and conditions which enables users to have an ease of mind that their data is kept securely, these acts and regulations are set by the international and national cyber regulations. These laws remain safeguarded Great Britain’s parliament house, which positions to protect retained confidential information on physical or electronic storage inside an institute, this Act was imposed during the year of 1998[2].

All types of organizations such as public, private, government, charity etc. that will require to collect, store or process any sort of data that is confidential, it is enforced by laws to guarantee strict maximized security towards the safeguard of the data, institutes that don’t participate in appropriate security measures will be prosecuted. All educational institutions require continuous network security and monitoring as there are countless numbers of users which all have different types of personal information in relation to Banking, Health reports, Identity etc. which is recorded on server and also backed-up. 

Illegal breaches by hackers that are able to obtain access can steal or view sensitive data that may result in further serious crimes, this can be such things as identity theft, banking information stolen, fraud etc. attackers could also use stolen data to blackmail the organization that they have stolen the information from. Any findings discovered will be reported and logged via the author to ensure the integrity of the testing, these findings are vulnerabilities and either if they have successfully been exploited or not it is vital for the author to log all findings to ensure formal ethics are not breached.

Alternative findings that cannot be exploited or solved by the author can be passed to a third-party company via the institute to ensure that their system structure is secure to its best capability. Unethical attackers that obtain access can cause enormous chaos as the attacker will use stolen data to either blackmail the institution or use their findings to support or proceed within additional criminal activity. The author also tries the implementation of various security features such as tools, rules and policies to ensure an improved security structure for the organization, the author will produce this documentation by producing extensive knowledge and understanding of security systems, Penetration Testing, Vulnerability Assessments capabilities.

[bookmark: _Toc6674452]
[bookmark: _Toc30170955]Aim

To execute an extensive Black Box Penetration Testing upon successful Vulnerability Assessment to formulate an improved security structure for an operational institute.

[bookmark: _Toc30170956]Objectives

· Enhanced learning area’s established upon security testing types
· Analytically assess background research and literature review
· Vulnerability assessment based on IoT and network devices 
· Vulnerability scans to discover potential security threats (used to detect security exploits)
· Use findings to perform penetration test to obtain access into operational enterprise network to support the hypothesis of the finding
· Produce appropriate security solution's
· Ensure overall assessment provides a safer network for user
· Analysis’s of network before and after (Official results is recorded to track the changes) 
· Write the work up in good time with appropriate structure and detailed research


[bookmark: _Toc30170957]Structure of report – this is about discussing each chapter

The author discusses the structure of the report including each chapter to provide a sense of clarification on the purpose of each chapter. In essence, the body of the research covers all the aspects including research literature, which is the focal area of the report as it determines the reasoning for the report. 

Chapter one demonstrates a complete summary of the aims and objectives of this project; chapter one furthermore describes what the intended outcome should appear as including the purpose and thesis.

Chapter two demonstrates background research and literature review, which will be critically analysed; moreover, a gathering of various different credible sources will be reviewed prior to the creation of a thorough literature review. Resources will be extracted from various sources such as online libraries, Institute of electrical and electronic engineers (IEEE) Xplore digital library database or alternative dependable sources online. 

Chapter three proposes a body of research methodology for the preparation of articulating a research plan. This chapter will help aid and support the author following a methodical approach to conduct a research hypothesis.

Chapter four demonstrates the ethical considerations that will be required to start any sort of experiment which also includes vulnerability scans, this chapter helps understand what is required via the author to have the appropriate lawful rights to produce the documentation. Chapter four will also require careful thinking and organization as it will involve the understanding of the physiology and philosophy of the documentation

chapter five this chapter is set to demonstrate resources and planning of the experiments that will be required to be completed via the end of this project, the author uses this chapter show the functions and features of what will be used and what are there purposes.

Chapter six demonstrates the experiment of the ongoing project, the review will show what the completed attacks and how they operate, there will be several different experiments to be completed within this section with and brief explanation.

Chapter seven contains testing and analysis of the completed experiment. The author will gather data and results taken from the experiment and network analysis to demonstrate the final outcome then the author will gather the information which will be compared with the aims and objectives to understand if they were met.

Chapter eight contains the summary of the complete outcome of what the author has established and completed. Chapter nine summaries what has been completed and how it has affected the user within that area of focus. This chapter will also provide information for future recommendations and a summarization of each chapter.

Chapter nine demonstrates the reflections the author had occurred during the process of completing this documentation, this helps aid a better understanding of the difficulties that may cause major issues and how they can be overdone

Chapter ten is references which is set to aid and support the hypothesis and findings of the project, the author uses various types of academic references based upon IEEE, books, conference proceedings, articles, research papers etc. the author ensures the integrity of all references as they are obligated to be from reliable resources

Chapter eleven illustrates reliable resources relating to the aim and objectives of this project, these resources’ might not be direct but help aid the fundamentals of this project and support the outcome of this project.

Chapter twelve this chapter is to help understand the management of time and resource of the project while it was being produced, the author had set time chart and scheduling of each work that will need to be completed and compares it to what really had been done. 

[bookmark: _Toc30170958]Background and literature Research[13]
The author introduces the fundamental principles of the research hypothesis, the author provides two types of research based on the scope of the hypothesis. The two different types of research given are based upon background and literature research. The first sub-chapter is set to discuss previous attacks that the organization had illegally been breached, the author also briefly describes the natures of the attack and why they had caused the security structure to fail and also gives in-depth detailed background research. The second sub-chapter is used to focus the scope on literature research, which includes conference proceedings and other ethical established researches with similar or relating information to ensure the success of this document.

[bookmark: _Toc30170959]Background research 

[bookmark: _Toc30170960]Previous network breaches on targeted corporation

The author will introduce the intended methods such as vulnerability scans and penetration testing to detect potential exploits of the enterprise network of the target network, the author uses this part to explain unethical breaches of the enterprise network structure, some attacks had been completed ethically by cybersecurity specialist of the organization for educational purposes, details of attacks are demonstrated below:

· Year 2014-2015, Network Mapping (infinite network loop causing network flooding and network to crash)
· Year 2016-2017, Virus/Malware Based attack (unethical breach)
· Year 2017-2018, Distributed Denial of service (DDoS) attacks 
· Year 2018-2019, Network Login cracker (hyena software)[14]

The enterprise is required by law to implement certain policies and rules to achieve protection of the network and also provide appropriate solutions of any type of vulnerabilities that were used to obtain illegal access to the network. Enterprise institutes are required by law to produce quick risk assessments and vulnerability solutions, this is to ensure live attacks or further targeted attacks.

The author describes potential situations that may be required after an attack below, this helps understand why it is important to keep a system structure secure. It is vital for institutions to ensure they provide appropriate security functions, this is due to the number of users and confidential information stored within internal networks.

Cost:
· Additional staff hours were required to obtain control of the situation
· Internal and External resources might be mandatory such as third-party corporations, authorities, security consultants to assist
· Additional hardware and software purchase may be required


Potential Risk:
· Probability of compromised data such as confidential data, private details, Financial information etc
· Risk of data loss
· Recovery failure
· Criminal prosecutions
· Machinery failure

Effects to machines:

· Interruption to network
· User time affected
· Data lost (can vary from Personal data, Research findings, Financial data etc.)
· [bookmark: _Toc519875969]Cost
· Back-up failure
· Server crash

At present time all educational institutions within the United Kingdom (UK) operate with the aid of WI-FI mesh networks [15], [16] within each physical locations with numerous amounts of Access Points (AP), these AP are physically placed within outdoor and indoor environments of the surrounding of each campus[5], [6]. AP are used within large industries that supply Wi-Fi connections for their users, the use of the AP is to allow the user to connect the network.

Within the United Kingdom, all academic organization is individually connected to use the same backbone intranet network, which is identified as the Joint Academic NETwork (JANNET)[17]–[19][20]–[23], however there is also an enhanced and progressive version of the Backbone network recognized as Super JANET but is presently not used within all academic institute this is due to cost, poor hardware/software which are not updated, out dated systems, poorly protected networks.


[bookmark: _Toc30170961]Impacts of Cybersecurity Breaches

Following the past years there has been numerous encounters of breaches within security structures that are connected to the internet. Unethical attackers (hackers) are targeting large organizations, reason being is as there are countless numbers of data to be stolen from large companies such as personal information, financial information etc. Cisco systems estimates there to be an average of 500 billion IoT devices to be connected to the internet by the year 2030, however there is already 600% increase of IoT devices connected to the internet this estimation was for the year 2017[24].

Additional researches point toward that 74% of originations has over a thousand stale sensitive documentations stolen [25], whereas 21% of these files were not even protected with any appropriate security feature. Majority of cyber-attacks are based upon spear-emails it is commonly used with black hat hackers and are consuming 71% [13] of online attacks. 

During the year 2017 there were an increase of 5.4 billion virus attacks worldwide. Malware attacks had cost many organizations over $2.4 billion which was also an overall increase of 22.7% between 2016 to 2017[14]. The estimated cost for security intrusion was an estimate of $11.7 million within the year 2017[15], however majority of the attacks were performed via week infrastructures which is caused due to the lack of updates and human error. 
[image: ]
[bookmark: _Toc30171031]Figure 1 - Cyber Attack Analysis[26]

[bookmark: _Toc30170962]Types of cyber-attacks & vulnerability assessments 

This part of the subchapter is used to demonstrate different types of attacks a tester may use to perform a penetration test, the author discusses the aims and outcomes of some potential attacks that may be used in achieving the ongoing project aim and objectives. 

Distributed Denial of service (DDoS & DoS)

This type of attack is used by hackers to bring down a target system by flooding with numerous amounts of continues network packets which causes system flooding, once a system has been flooded with more information than it can accommodate it will cause the system Central Processing Unit (CPU) to run at high speed than usual and will cause the whole infrastructure to collapse and become unavailable.

Network traffic packets generated for DDoS and DoS[27] attacks are commonly incoming messages, connection request and even fake packets.  DDoS and DoS attacks are commonly remotely performed via hacked networks and computers or botnets, this methodology type is known as zombie computers. There are also several types of DDoS attacks such as Volume Based Attacks (based on flooding infrastructure with massive amounts of network traffic), Protocol Attacks (Focuses upon vulnerabilities of server resources), Application Attacks (focuses primarily on particular web applications).

There are several ways upon protecting a user against DDoS and DoS attacks some of these methods include, external security protection implementation, take quick appropriate action when under attack (removal of internet connection when an attack is progress, configuration of firewalls and routers.


Sniffing, spoofing and vulnerability scans
This part is documented to provide information based upon vulnerability scan, vulnerability assessments are used to help aid hackers gain access on target systems, the use of scans help locate and discover potential vulnerabilities within networks, computers and communications equipment.

The author will perform network vulnerability scans as the author aims to breach into the network infrastructure of the target network. A scan is performed by various number of tools as mentioned below:
· Zenmap (Kali Linux Operating System (OS) only)[28]
· Nmap [28]
· Sparta
· Nikto
· Wireshark[29], [30]

Vulnerability scans is known as a key tool of breaching into a system infrastructure as it helps the attacker understand the topology and system information of the target, vulnerability scans are a part of information gathering of a penetration test methodology. Key information collection of a network vulnerability scan is open protocols, used Internet Protocol (IP) address, Network topology etc.

A network scan usually requires the attacker or scanner to be inside the target network but will not require any permissions such as administrator access etc. once within the target network the attacker will just need to appoint the system on the IP range or device to focus the test upon only, once completed the attacker can assess the collected information. 


Password Cracking

This field focus is based on password cracking, password cracking is a method of discovering a user’s credentials without their knowledge this can be done in many various ways such as social engineering attacks, software’s, tools, dictionary attacks, brute force attacks etc.
The simplification of password cracking is the process of trying to gain Unauthorized access to restricted system structures by means of common passwords or algorithms that use large files of hundreds of various passwords to guess the password[5]. Some of the common tools used by hackers when using the methodology of discovering a password are:

· Johnny
· Ncrack
· Cewl[5]
· Pyrit
· Medusa
· Rainbrowcrack

The discussed tools and software’s above are found within Kali Linux Operating system[3], [6], and commonly not supported by other operating systems.  Password cracking does not mean that it can only be performed by software’s it can also be operational on terminal and command line.
The best practise to ensure maximum protection against password cracking is to ensure the implementation of a strong password, this means the user will need to use a password that is a combination of lower- and upper-case letters, numbers and special symbols, also a strong complex password should at least be 8 character’s long.


[bookmark: _Toc30170963]Literature Review

The author however includes more in-depth literature research ideally based upon conference proceeding which are found within IEEE library, the in-depth research will be grounded upon penetration testing and how to perform appropriate vulnerability scans. The additional research will help support the author with extensive knowledge of understanding and deployment of the experiment. The alternative researched and analysed case studies, research papers, conference proceedings etc. will establish the fundamental understanding of the progress of this project, however it will also enable the author for a creative development with future obstacles that might come across during the experiment progress. 

[bookmark: _Toc6674453][bookmark: _Toc30170964]Development of penetration testing model for increasing network security

This study was conducted to demonstrate the significance that depend on networking and penetration testing, it shares to the use of the internet being the main means intended for the exchange of data. The researcher of the paper explains that networks can be extremely vulnerable and could potentially be easy to attack and also quotes “the best way of ensuring that the system is secure is to attempt penetration testing”.

 The researcher states that even with the rapid growth of understanding within extensive security structures and models, it’s still not sufficient to ensure the reliability in the least of any security model, as unethical hackers are continuously finding and introducing new varieties of vulnerabilities to attack with various approaches and techniques to be used. These findings are updated every minute of every day and as a result of the quick growing of black hat hackers against white hat hackers the security industry requires a new approach to overcome security breaches.

The researcher of the paper suggests that “Penetration testing aims at finding and identifying exploits and vulnerabilities that exist within an organization's IT infrastructure and helps to confirm whether the current security measures implemented is effective, or not.” [12].

The research document supports the hypothesis of the aims and objectives of the general paper which states that industrial ethical hacking is a continues requirement to ensure constant validation of security infrastructures integrity. The paper states that the objective of a penetration is to identify real-time vulnerabilities also recognized as “bird-eye perspective”.

The stated document provides evidence of the significance based on penetration testing procedures, such as how information is leaked or when a security structure is breached what is leaked, exposed information can be justified if it has been leaked via the network or internet. Additional information given provides that penetration testing is a required methodology as it obtains “proof of concept” and also that this method is the most effective method of testing.

The paper also identifies the reasons of why penetration testing is the most effective as stated on the researched document “With rapid emergence of new exploits and similar pattern to exploits type, penetration testing helps to identify and narrow down security risks”, this provides the author to obtain the understanding that many things can be by mistake over looked by many as it is as simple as the smallest human error.

The final conclusion for the summarized document identifies the knowledge within professionals in Information Technology (IT) and cybersecurity, and suggest that both fields shall input their ideas to conduct a more appropriate security infrastructure, as this will help extend knowledge and understanding of the process of information. The author believes that the gathered information can be used upon the current project, this can be done by speaking with the various IT departments of the institute itself.
[image: ]
[bookmark: _Toc30171032]Figure 2 - Penetration Testing Stages[2]


[bookmark: _Toc30170965]A research of behaviour-based penetration testing model of the network

This study was researched into and abbreviated to comprehend the establishment of a three-tier penetration test which characterizes the readiness of the attack, the attack stage and the post-attack phase [17], this report bolster the premise of an organised and prepared attack to be effective as essential learning and comprehension would be directed preceding the assault expressed as the pre-attack.

The summarised research underpins the parts of the ongoing project of guaranteeing that the penetration testing to be guaranteed with no disturbances and guaranteeing that all executed work won't make any harm to the operational live system structure. This is by empowering the utilization of a pre-attack this is the meaning of getting ready for any potential discoveries, for example, vulnerabilities to guaranteeing the utilization and reason for the weakness is plainly prepared this is to empower the attacker to acquire wide learning of the discoveries.

Once in a while a few protocols may need to re-enabled however can preferably be verified by means of the utilisation of encryption guaranteeing that it is considerably harder for a hacker to acquire access. a few parts of pre-attack are to educate each user regarding the system that there will be technical undergoing work with the system structure and that it might be inaccessible at the hour of the penetration testing. In the specialised phrasing the pre-attack is isolated inside two classifications which is based towards passive reconnaissance and active reconnaissance. A passive reconnaissance is the place an attacker does not contact the system to accumulate all applicable data as conceivable once all pertinent information is gathered at exactly that point the attacker will begin the active reconnaissance.

The paper then demonstrates and clarify the expressions of the attack phase of the penetration test which is recognised to show that there are numerous steps to achieve a completion of the attack phase. The attack phase is where the hacker will take every provision phase to guarantee the integrity of the operational test by abusing every vulnerability discovered with the use of numerous diverse tools and techniques to guarantee a positive test. 

When breaching into any system the attackers could simply gain access of any network that functions with a weak safety policy, preferably an attack phase consist of firstly penetrate border of the ideal network formerly the attacker than will need to attain target network, after the preliminary foremost two steps the attacker will increase the privileges to an dummy account created via the attacker them self, this will than ensure the implementation of exploits or implantation of harmful viruses and retracts of data of the target system.

The last phase that is proposed from the summarised research will be the post-attack stage, this is the pursuit and arrangements of an improved further developed/upgraded system structure with enhanced security validation. The attacker may likewise be required in certain situations to re-establish the system to the pre-test state if the system administrator won't require the progressions to arrange this may some of the time be the issue as certain systems still require indirect access (back door access) or remote access to specific IoT devices which might be the reason for leaving a whole system vulnerable to unlawful breaches.

The final summarised conclusion for the researched analysed the author set is to propose that the research strengthened high information in understanding the arrangement and infiltration testing with no exposures to unethical hackers, the research underpins the progression of PEN testing and understanding the significance on managing confidential data that is very delicate. The author can execute the discoveries inside their very own ongoing project of an effective PEN test.

[bookmark: _Toc6674454]


[bookmark: _Toc30170966]A testing of penetration testing process and tools

The research paper discusses the significance of penetration testing and expresses that “every technological advance raises new security threat that requires new security solutions.”[10]. The discoveries on the study paper involve on the improvement and production of enchantments within industrial system structures and other regions that require security highlights to ensure their motivation which can be supported with the administration of higher security objectives.

Key markers of the research paper assist and demonstrate understanding of newer vulnerabilities that are found inside consistently going by as there are attackers taking a gander at the strategies to guarantee approaches to misuse them, there are various components of hackers which are named black, white or grey hat hackers with thought of approval of ethical rights they should support to guarantee that legitimate grounds of the law are represented additionally to secure touchy introduction to information, but the justification of the grey and black hat hackers initiate that they do not represent any lawful action within their doings.

The paper additionally displays comprehension and accomplishment of Information Security Management System (isms) which is structured in connection to the international standards for information security management, which is utilized to help data secrecy, data respectability and administration accessibility, the recognised model is likewise perceived by Plan Do Check and Act (PDCA) model.

Other key focuses distinguished are outside and inside testing, switch, firewall, application, IDS (intrusion detection software), IPS (intrusion Protection system), Password breaking infiltration, social engineering test and the way toward finishing a positive test. There are three phases of an infiltration test process that should be thought about are readiness, execution and investigation. Where the readiness stage will include the extent of the framework parts, target of the testing, term and time are distinguished, which will be required to be concurred and archived. Different viewpoints likewise secured resemble conceivable data spillage, potential vacation is additionally recognized and are unsurprising in the authoritative records and are endorsed and approved by the two parties the attacker and the administrator.

The second phase will be focused upon the scope of the execution of the penetration testing, this will include data collecting, vulnerability scanning and exploiting discovered vulnerabilities. These acquired steps will guarantee the achievement of the completed testing and the integrity of information exposure. The penetration test can also be accompanied via using computerized testing tools or software-based testing tools or both at the same time.  Former to accomplishment of any penetration test an appropriate analysis will be compulsory to be conducted this is also known as the reporting phase. 

The reporting stage is to convey recommended and different reports to senior administration through detailing process, IT executives and specialized staff will all possible see a minimized report or the entire of the report. The delivered report ought to have areas dependent on: basic Summary, Technical angle, evaluation Discoveries, Risk Level proposal outline, Budget Estimation and so forth with the utilization of a report a pen analyzer is proficient to speak to the whole executed work to the reasonable specialist, so an appropriate solution can be demonstrated which will help further the security structure of the target system.

The final conclusion of summarized research paper specifies the author is able to acquire resourceful data to the improvement in the completion of the hypothesis of the ongoing project, the author comprehends the appropriate ethics right that will essentially be required to be approved of the project and appropriate creation of formal reports to accomplish in the achievement of any penetration test, the author shall pass along any confidential information to the correct authority in hand of any discoveries not mentioned or undertaken any action within any PEN test completed via the author, this will ensure the integrity of the test and the capability of the author skills set.


[bookmark: _Toc30170967]Similar areas of focus (three scientific research summarisation)

The author of the ongoing project utilizes this part to show quickly different significant research documents that state comparative research or different perspectives that should be mulled over to guarantee a successful result covering every imaginable zone of impact. One of numerous papers explored is " testing production systems safely: common precautions in penetration testing [19]" this paper demonstrates various methodologies that can be executed to a wide range of varieties of penetration test to guarantee that all risk can be kept up to a least effect. 


The key precipitate of the study determines penetration testing proposes that the secondary objective of a test is not damaging the target system structure. The preparation of handling the test target as a black box penetration test, in many scenarios is for the testers to propose the method of ‘realism’, therefore seems doubtful. A penetration tester shall be capable to think like an unethical hacker, ethical hackers shall also operate like an illegal hacker and ensure no prior knowledge of the system there going to breach, considering any boundaries is to be concluded in the testing phase of the penetration test. Different identifiers are potential disaster and recovery options established on an organisation and technical scope.


Another scientific study research embraces “automated penetration testing based on a threat model [8]” that demonstrates an systematic approach for penetration testers with the assistance of directed algorithms by a risk model. The utilization of a risk model is to guarantee all vulnerabilities is evaluated and no security breach isn't neglected through the procedure of a testing. So, the research supports its own hypostasis of an automated penetration testing tool kit with the utilization of a real-life environment to be operated upon.

The use of an automated system with the aid of an algorithm is tasked with several altered stages to complete a penetration test which consist of: planning, system modelling, threats extraction using the threat model, vulnerability discovery, threat and vulnerability mapping, attack and reporting. 
The researched paper specifies that automated systems is not effective for entirely every type of security system infrastructure and is only recommended to be for certain groups to be applied towards. The overall summarisation of the research study indicates to the author that is not great practice to only be performed as one phase of a penetration test but also believes the automated system may be a good practice to be followed for potential daily penetration test that be run to overcome small vulnerabilities that can be found on an everyday system. 

The third research paper that was briefly summarized is “penetration testing in the IoT age[7]”, the study continuously specifies  the rapid growth of IoT and all the new security threats that come along with it and how white hat hackers are meant to evolve their knowledge and skills to overcome security threats. The challenges specified is founded upon aggressive attacks, plus also states in what way malicious attacks could only require single possible type of vulnerability to breach a system infrastructure. The paper demonstrates that penetration testers should create automated systems for explicit areas of testing to substitute any unessential testing time.

The final study demonstrates various key point to help evolve the overall outcome of the project such as meeting the requirements based upon the ongoing aims and objectives, the focused paper aids the author project by discussing areas based upon encapsulation, intelligent Gray-Box testing, virtual machine introspection and system testing. The research advises various solid crucial information on different phases of penetration test, when undergoing an attack, the tester will need to obtained various information to breach into any system, also the study demonstrates why there shall be a group of specific information gathering prior to the testing implementation. 

The study also provides additional research established upon intelligent entry-point crawling and methods to work around, the paper suggests alternative methods as it consumes a lot of time, other indicators based on the study specify advanced network infrastructures with technologically advanced security features that is suggested, The overall summarization of the final research found helps the author to innovate several new ideas on implementation of the ongoing project experiment, the author states that IoT devices shall also be looked into as a point of entry into the enterprise network.

[bookmark: _Toc30170968]Summarization of chapter
In conclusion the author states that background research and literature review has been successful within many different varieties, the given research helps understand further information such as what to expect within the target system, potential vulnerability scans and attacks. However, the analyzed literature review also helps by aiding methods such as phases of the attack, preparation of attacks, methodologies of varieties of attacks etc. 

[bookmark: _Toc30170969]Research Methods[13]
[bookmark: _Toc30170970]Introduction

This chapter is to briefly justify the different methodology phases of the research onion, that are also ethically suitable to be appointed when cross referenced via the aims and objectives of the project used in order to achieve the targets of the overall outcome. The field that will be briefly discussed is based upon the research onion which covers the following phases: Research Overview, Research Design, Philosophy, Research Methodology, Process and Data collection, these methods are implemented to be used within the project to ensure the achievement of the project. Figure 3 shows the overview scope of the research onion.


[image: ]
[bookmark: _Toc30171033]Figure 3 - Research Onion[31]–[34]
The chapter pursues to elaborate to the reader the numerous research methodologies utilized in the project, the research methodology also helps to justify and to provide to a clear overview of the progressions applied when establishing the projects aim and objectives. This is to justify that all issues found by other researchers that were focused upon the literature review were researched by the author, via prior research the author implements solutions to overcome any issues that might possibly be a cause and to also meet the overall aim and objective of the ongoing project.

[bookmark: _Toc30170971]Research philosophy

In correspondence to the research onion[33], [34] used to help to achieve a higher understanding of the research philosophy principles. This group focuses upon three different features, that are Positivism, Realism, and Interpretivism. The author trusts that the suitable ethics that shall be implemented for this research paper are positivism and realism, below the author establishes the description on why it has been chosen.

[bookmark: _Toc30170972]Positivism:

The positivism characteristic within a research onion is used to produce a hypothesis of a research paper, this characteristic helps support comparison with other scientific researches to enable a non-bias opinion on collected data. All collected data should be analyzed and led in a scientific terminology. This enquires for the researcher to analyze other creditable sources of previously conducted research areas and fields to obtain the integrity of the test. This will enable the author to observe and be able to justify the reality from an impartial point of view.



The author infers positivism to this research paper by collecting research data on the literature and background research papers in comparison towards the project hypotheses. The author implies throughout the whole research paper by applying multiple research’s in-depth within several similar areas to check present, past and future advances in the field to relate and advance the research results. All sources gathered were through creditable sources to ensure the integrity and professionalism of the research. 

[bookmark: _Toc30170973]Realism: 

The realism characteristic identified to the research onion defines to be used when a researcher is indefinite if the collected data is sufficient to determine an anticipated result or outcome of the hypothesis to be recommended by the author. Realism practices the characteristics to permit the researcher to refer with third-party individuals to examine upon their own and others’ views uninterruptedly to ensure a non-biased outcome for the project. Realism practices the characteristic of uninterruptedly research various types of research philosophies, as the terminology for realism statuses that the ability to know something for certain 100%.

The author recommends that realism would be an approached characteristic for the advantage for this research as it is thought that the development of cybersecurity will constantly require continuous research as there are newer vulnerabilities revealed each day. The author proposes due to networks view on a global prospective there shall always be efficient research gathered to help aid physical and logical objects stay protected with the highest security infrastructure, so realism guarantees latest security structures.

[bookmark: _Toc30170974]Research Approaches

There are two main characteristic which the author can specify within this group, inductive and deductive. The author anticipates to suggest that the deductive characteristic will be of more appropriate research methods. This approach allows the author to create a hypothesis and achieve with an acceptable answer. The perceptive for this characteristic are appropriate for this project objective and aims due to the future experiment.

[bookmark: _Toc30170975]Research strategies 

The author believes for research strategies the three different characteristic that can be used are experiment, action research and grounded theory. The author describes below why they think it shall be used.

[bookmark: _Toc30170976]Experiment

This research project requires several methods of experiments to be undertaken and which require them to be supervised via a senior IT staff to ensure the integrity of the collected data not to be leaked. All found data will be confidential data of the industrial enterprise network.

[bookmark: _Toc30170977]Action Research

The researcher will progress with the characteristic of Action Research to support literature and background research reviews based on previous and present case studies, scenarios, experiments, hypothesis and test its ability with the new conducted hypothesis of this research project.

[bookmark: _Toc30170978]Grounded Theory

[bookmark: _Toc512513967]The author will gain knowledge and understanding of formerly led hypothesis and relate the collected information in contradiction of the obtained data and analyze comparison. This will aid consuming a improved understanding of the conclusion of the project as there can be comparisons with prior successful penetration test and if there have been any developments.

[bookmark: _Toc30170979]Research choices

As the research requires experiments to be executed, the author must be thorough with their decision to establish the outcome of the project. The author believes quantitative measures are associated to information which associates with measures of quantity. Qualitative research is believed to be used for non-numerical research meaning the research is based upon the literature concepts and descriptions. The essential characteristics of the selected methods of this project is based around the way data is measured and analyzed. The author proposes to pursue a quantitative method because of the nature of the project experiments. The project will hold large data if the attacks are successful which will need to quantify and analyze the expected outcome of the results.

[bookmark: _Toc30170980]Time Horizons

[bookmark: _Toc266447534][bookmark: _Toc512513968]As demonstrated on figure 3 the research onion has 2 dissimilar types of method, the two different characteristics are cross-sectional and longitudinal. Both characteristics uses the same type of research characteristic, which contain the use of qualitative and quantitative research.  After research was led, the author suggests that the cross-sectional characteristic shall be used. The author has chosen this characteristic, as this characteristic can imply short-term research, and the use of cross-sectional characteristic enables the use of measuring the behavior of the experiments and solutions which will be implemented on the project later on.

[bookmark: _Toc30170981]Data Collection

As demonstrated on Figure 3 there are several categories of characteristic of data collection which are sampling, secondary data, observation, interviews and questionnaires, the data collection strategy allows the author to analyze the data originated against the theoretical agenda. The author had preferred to approach the following characteristic for data collection.

[bookmark: _Toc30170982]Secondary Research 

This characteristic collects data from creditable sources not created via the author, therefore found through a relevant accessible subject literature. This method of data collection can at all times be helpful for a researcher as there’re numerous complications involving to establishing primary sources of information. Benefits associated with the utilization of secondary data comprise by enabling the author to access a widespread variety of resources.

[bookmark: _Toc30170983]Observation 

This type characteristic of data collection permits the author to perceive different types of behaviors and physical movements of the network traffic to monitor. The author believes this characteristic shall also be used to monitor user response once solutions shall be implemented to the enterprise network.
[bookmark: _Toc512514038]

Table 1: Data Collection Methods
	Component
	Research Approach

	Chapter 1– Introduction
	Articles, Books, journals and industry sites
Secondary – several resources

	Chapter 2 – Literature Review
	Articles, Books, journals and industry sites
Secondary – several resources

	Chapter 3 – Research Methodology
	Articles, Books, IEEE Xplore library, journals and industry sites
Secondary – several resources

	Chapter 4 - Ethical Considerations 
	Ethics committee, Articles, IEEE Xplore library, and industry sites
Secondary – several resources

	Chapter 5 – Resource & Planning  
	IEEE Xplore library, Project proposal and industry sites
Primary – several resources

	Chapter 6 – Experiments
	IEEE Xplore library, Project proposal and industry sites
Primary – several resources




[bookmark: _Toc266447537][bookmark: _Toc512513970]

[bookmark: _Toc30170984]Research Deliverables

When producing a research project, it is vital to outline the anticipated outcome, otherwise identified as research deliverables. Its conditions what anticipated conclusion can be delivered upon accomplishment, bearing in mind the essentials of basis, method and outcome. There can be numerous dissimilarities of what is classified as deliverables, it is somewhat what each researcher seams suitable for their research can be selected a specific deliverable. As the author aims to undertake experimental methods, the deliverable will be justified by results gathered from the implementation. 

1 [bookmark: _Toc512268006][bookmark: _Toc512274116][bookmark: _Toc512274195][bookmark: _Toc512281524][bookmark: _Toc512314522][bookmark: _Toc512314624][bookmark: _Toc512326056][bookmark: _Toc512329108][bookmark: _Toc512414187][bookmark: _Toc512433099][bookmark: _Toc512433192][bookmark: _Toc512480190][bookmark: _Toc512506292][bookmark: _Toc512506400][bookmark: _Toc512506508][bookmark: _Toc512509790][bookmark: _Toc512509936][bookmark: _Toc512510044][bookmark: _Toc512513971][bookmark: _Toc26532080][bookmark: _Toc26532448][bookmark: _Toc30079652][bookmark: _Toc30086150][bookmark: _Toc30086232][bookmark: _Toc30106664][bookmark: _Toc30106811][bookmark: _Toc30118786][bookmark: _Toc30129910][bookmark: _Toc30132869][bookmark: _Toc30132952][bookmark: _Toc30135028][bookmark: _Toc30140262][bookmark: _Toc30140347][bookmark: _Toc266447538][bookmark: _Toc30170901][bookmark: _Toc30170985]
2 [bookmark: _Toc512268007][bookmark: _Toc512274117][bookmark: _Toc512274196][bookmark: _Toc512281525][bookmark: _Toc512314523][bookmark: _Toc512314625][bookmark: _Toc512326057][bookmark: _Toc512329109][bookmark: _Toc512414188][bookmark: _Toc512433100][bookmark: _Toc512433193][bookmark: _Toc512480191][bookmark: _Toc512506293][bookmark: _Toc512506401][bookmark: _Toc512506509][bookmark: _Toc512509791][bookmark: _Toc512509937][bookmark: _Toc512510045][bookmark: _Toc512513972][bookmark: _Toc26532081][bookmark: _Toc26532449][bookmark: _Toc30079653][bookmark: _Toc30086151][bookmark: _Toc30086233][bookmark: _Toc30106665][bookmark: _Toc30106812][bookmark: _Toc30118787][bookmark: _Toc30129911][bookmark: _Toc30132870][bookmark: _Toc30132953][bookmark: _Toc30135029][bookmark: _Toc30140263][bookmark: _Toc30140348][bookmark: _Toc30170902][bookmark: _Toc30170986]
2.1 [bookmark: _Toc512268008][bookmark: _Toc512274118][bookmark: _Toc512274197][bookmark: _Toc512281526][bookmark: _Toc512314524][bookmark: _Toc512314626][bookmark: _Toc512326058][bookmark: _Toc512329110][bookmark: _Toc512414189][bookmark: _Toc512433101][bookmark: _Toc512433194][bookmark: _Toc512480192][bookmark: _Toc512506294][bookmark: _Toc512506402][bookmark: _Toc512506510][bookmark: _Toc512509792][bookmark: _Toc512509938][bookmark: _Toc512510046][bookmark: _Toc512513973][bookmark: _Toc26532082][bookmark: _Toc26532450][bookmark: _Toc30079654][bookmark: _Toc30086152][bookmark: _Toc30086234][bookmark: _Toc30106666][bookmark: _Toc30106813][bookmark: _Toc30118788][bookmark: _Toc30129912][bookmark: _Toc30132871][bookmark: _Toc30132954][bookmark: _Toc30135030][bookmark: _Toc30140264][bookmark: _Toc30140349][bookmark: _Toc30170903][bookmark: _Toc30170987]
2.2 [bookmark: _Toc512268009][bookmark: _Toc512274119][bookmark: _Toc512274198][bookmark: _Toc512281527][bookmark: _Toc512314525][bookmark: _Toc512314627][bookmark: _Toc512326059][bookmark: _Toc512329111][bookmark: _Toc512414190][bookmark: _Toc512433102][bookmark: _Toc512433195][bookmark: _Toc512480193][bookmark: _Toc512506295][bookmark: _Toc512506403][bookmark: _Toc512506511][bookmark: _Toc512509793][bookmark: _Toc512509939][bookmark: _Toc512510047][bookmark: _Toc512513974][bookmark: _Toc26532083][bookmark: _Toc26532451][bookmark: _Toc30079655][bookmark: _Toc30086153][bookmark: _Toc30086235][bookmark: _Toc30106667][bookmark: _Toc30106814][bookmark: _Toc30118789][bookmark: _Toc30129913][bookmark: _Toc30132872][bookmark: _Toc30132955][bookmark: _Toc30135031][bookmark: _Toc30140265][bookmark: _Toc30140350][bookmark: _Toc30170904][bookmark: _Toc30170988]
2.3 [bookmark: _Toc512268010][bookmark: _Toc512274120][bookmark: _Toc512274199][bookmark: _Toc512281528][bookmark: _Toc512314526][bookmark: _Toc512314628][bookmark: _Toc512326060][bookmark: _Toc512329112][bookmark: _Toc512414191][bookmark: _Toc512433103][bookmark: _Toc512433196][bookmark: _Toc512480194][bookmark: _Toc512506296][bookmark: _Toc512506404][bookmark: _Toc512506512][bookmark: _Toc512509794][bookmark: _Toc512509940][bookmark: _Toc512510048][bookmark: _Toc512513975][bookmark: _Toc26532084][bookmark: _Toc26532452][bookmark: _Toc30079656][bookmark: _Toc30086154][bookmark: _Toc30086236][bookmark: _Toc30106668][bookmark: _Toc30106815][bookmark: _Toc30118790][bookmark: _Toc30129914][bookmark: _Toc30132873][bookmark: _Toc30132956][bookmark: _Toc30135032][bookmark: _Toc30140266][bookmark: _Toc30140351][bookmark: _Toc30170905][bookmark: _Toc30170989]
[bookmark: _Toc30170990]Data Evaluation

Data collected through the gathering process of the penetration testing will be collected sensitively as the gathered data will be protected by the acts of data protection act 1998. All gathered document will be in a suitable lab environment which will be selected via the network administer of the proposed network that will be attacked, this is to ensure that all exposed data is not obtained or seen via others that does acquire the same credentials.

The data collection process of an analytical correspondence to the research approach decision incorporates the design overview as the correct approach for collection of data will effort best for the appropriate project, which the results will be analysed accordingly to answer any hypothesis created.


[bookmark: _Toc30170991]Summarization of chapter

The summarization of this chapter dictates that all necessary research methods has been taken in to consideration and appropriate research methods have been implemented to ensure the success of the project aim. The philosophy method implemented helped in supporting the author to focus on the correct path of success of the project aim. Implementing the research methodology to the project is essential to allow the progression and to monitor the progress of the report to ensure that the report can be completed in a timely manner. Research information gathered in chapter two was taken in to consideration, as it was essential to the author to gather primary and secondary research sources. The following chapter will propose every stage of the development of the design implementation. 

[bookmark: _Toc6674456]


[bookmark: _Toc30170992]Ethical considerations[13]
The author will be required to obtain several types of ethical rights and declaration due to sensitive data exposure, if they will be successful within breaching into a network, organisations require external parties to obtain legal rights to access restricted data and the types of rights and signatures that will be required to completing the outcome goals of this project are:
· Ethical rights of Data Protection Act 1998[35], [36]
· Computer Misuse Act 1990[37]
· BCS (British Computer Society) [38]
· Declaration of secrecy 1970[39]
· IEEE (Institution of Electrical & Electronic Engineering), 2010[40]
· IEEE computer society (IEEE CS)[41]
· BCS – The chartered institute for IT, 2010[40]
· BCS Information Security Specialist Group BCS-ISSG[38]
· Institute of information security professionals (iisp) [42]

[bookmark: _Toc30170993]Benefit of project
The solution's that have an immediate effect with up-to-date security updates and newer security features which can be proposed with the outcome of a successful penetration test:
· Fully operational and secure network
· Fewer or no security risk
· Lower cost
· Advanced security
· Ensuring no loss of data

There are more than several benefits of the proposed project as it ensures to potentials of an encrypted network which will provide end-to-end encrypted connectivity with end devices and network devices. The final step of the project will be to ensure an advanced and improved network.  
[bookmark: _Toc30170994]Disadvantages of project

The proposed project may emerge with some disadvantages as with any project. An experiment assembles results, reports and analysis should define the integrity of the experiment. After thorough research is conducted to determine potential possible disaster scenarios and how they can recovery options the author is able to obtain an initial understanding on possible disasters scenarios and how to overcome them.

The author is likely to have three initial disaster scenarios but if the penetration testing is conducted with 100% caution these disasters may be able to be avoided. The three identified potential disasters are the disruption of network traffic, loss of network connectivity and potential alternative vulnerabilities (sometimes penetration testers leave open ports by accident which can cause further vulnerabilities).

All potential vulnerabilities can be avoided using a clearly planned preparation for a successful outcome of the penetration test to be performed on the enterprise live network. Every test should also be supervised to avoid any suspension of breach of ethics as the author would be able to access all sort of sensitive data. 



[bookmark: _Toc30170995]Disaster Recovery 

The author proposes several factors of disaster recovery scenarios to ensure safety measures are met in any case of a failed penetration test, which may lead to disastrous network failures. Disaster scenarios can occur from various operations such as natural disasters, bandwidth overflow, hardware failure and etc. These problems can lead to further implications such as loss of data, server failure, network failure. To ensure that disaster recovery is cautiously planned and taken into consideration, discussions should take place to allow users of the network to understand any repercussions. 

Planning for disaster recovery can involve various precautions such as primary and secondary back-ups of both network and storage to ensure no data loss, this is known as Synchronous replication. Other methods that can be implemented is system image cloning. Other methods can include Raid 5 storage disk cloning which can also be used for network configurations including the wireless spectrum. Administrators may choose to implement a mixed methods approach to remedy a disaster situation more effectively via replication of the entire system to ensure maximum expansion of available services.


[bookmark: _Toc30170996]Risks & Limitations

The author is not able to ensure the integrity of the PEN test and therefore faces the chances of potential risk and limitations. Some of the identified risk at this stage of the penetration test is known to be data loss, interruption to network, network overflow which may cause the network to crash, attack from an unethical attacker which may take advantage of the ethical PEN test attack.

The identified risk may be able to be avoided if preparations and cautions are taken to ensure the integrity and sensitivity of the network, the author could set warnings and maintenance logs to ensure every change is recorded this is ensuring that any changes made that will cause damage to the network can be tweaked to ensure the network will not be down. Limitations faced by the author is the understanding of computer programming language, the author is limited with the amount of knowledge and understanding of programming languages and faces the difficulty in understanding exploited code that is shown a part of the vulnerability that will be located within the PEN test. 

The author is able to performs several different types of vulnerabilities only with the knowledge of programming language which will help the author/attacker to find potential vulnerabilities in poorly written codes and software’s.





[bookmark: _Toc30170997]Planning [13]
The author proceeds to introduce a planning development which will aid the decision-making process to decide what approach methods are suitable to begin any implementation.  The author presents the design phase.  The design phase will provide the reader with a conceptual overview of the practical project including blueprints and illustrations. 

[bookmark: _Toc30170998]Design Phase

The illustrations which the author provides will display the proposed experiment to conduct.  This phase is to discuss potential methods that can be planned cautiously and executed efficiently, there are numerous ways to conduct Penetration Testing, thus there will be sufficient number of illustrations to justify each approach. 

After a concluded investigation the author will pursue only one of the of the penetration test which will focus upon revealing user and IoT device credentials via accessing the active directory of the network domain. Once an attack method is determined, the author will investigate several factors of the attacking phase which is based upon Active Directory (AD), the key inputs that was investigated were what methods were possible to be executed without affecting network users. 

The author was able to locate several software tools to be used on the target network hence the proposed software introduced is known as Hyena, the software tool was built to be used to manage large networks, AD[43] environments and Windows Management Instrumentation (WMI)[44]–[47]. Further investigation also revealed that the use of hyena also allows the capabilities of adding or modifying domains, servers, workstations, users, event management etc.


Additional features that are also capable to be used on the Hyena software are locating network user which than can be modified such as adding or removing a user from domain groups, changing the user password, disabling the account, permission of hours allowed to be logged in or not, view user personal information, user directory etc.

The author demonstrates all twelve stages of a penetration test below. Due to ethical rights the author was not able to perform all twelve stages as it could resolve in confidential information revealed, other factors that was taken into consideration why the full twelve stages were not to be completed is that it is possible for network configurations and network users could have been affected while the penetration were being performed.

· Information gathering
· Vulnerability analysis [48]
· External penetration testing
· Internal network penetration testing
· Wireless network penetration testing
· IDS (Intrusion Detection System) penetration testing
· Firewall penetration testing
· Router penetration testing
· Denial of Service (DoS) & Distributed Denial of Service (DDoS) penetration testing
· Application penetration testing
· Database penetration testing 
· VPN (Virtual Private Network) penetration testing

[bookmark: _Toc30170999]Vulnerability assessment

The last stage of the planning phase was to perform a vulnerability assessment[43], [49], [50] of the network traffic to detect the flow of traffic to identify the network resources. The author uses Wireshark[29], [30] network monitoring tool to analyse all data packets transmitted within the enterprise network. The Wireshark tool enables the author on gathering information to detect potential vulnerabilities with the enterprise network. 
[image: ]
[bookmark: _Toc30171034]Figure 4 - Wireshark
As demonstrated on figure 4 the author detects that the lightweight directory access protocol (LDAP) does not propose any authentication, the use on authentication restricts access to unauthorised users. Figure 4 also provides additional data that the LDAP service does not have any security in place. The author therefore sets to allocate appropriate methods to implement an AD[51]–[56] attack which will be demonstrated on chapter 6 experiments. 


[bookmark: _Toc30171000]Experiment & findings 
[bookmark: _Toc30171001]Introduction

The prime phase of the implementation would be to utilise a software to achieve a backdoor entrance into the AD of the network. As defined in chapter four of the research paper the author will use the software tool known as Hyena and Softerra LDAP, the software is recognised as an Active Directory management tool used to breach into enterprise networks, the software tools can be used from small network all the way to large networks. 

[bookmark: _Toc30171002]Experiment One (Hyena software installation)

[bookmark: _Toc30171003]Phase One: Downloading of correct software

The author was obligated in locating the correct file for downloading and installing on the target device, one of queries was to ensure that the technical specifications were compatible with the target device. The second phase that will be required to move to once the download phase is completed will be to install the administrative download file on to the target device.
[image: ]
[bookmark: _Toc30171035]Figure 5 - Hyena Download Page[14]
[bookmark: _Toc30171004]Phase Two: Installation
This phase involved installing the software tool to attack the network active directory also to discover network and user information. The software tool had to be installed as an administrator which the author has insufficient rights as they are only able to get granted a normal user account without any permissions enabled. The author had overcome this problem by using a script that he had developed to bypass the security policy set by the institute.  The author demonstrates the scrips on chapter 6, in sub section problem formulation. 
[image: ]
[bookmark: _Toc30171036]Figure 6 - Administration Access for installation
The following figures from 7 to 12 show the step by step guide of the installation guide of the Hyena software installation. 
[image: ]
[bookmark: _Toc30171037]Figure 7 - Installation Wizard Step 


Figure 8 below show the terms and conditions of the software license agreement, the author is obligated to accept the terms if they will like to use the software, as seen on the print screen also the author accepts the terms.
[image: ]
[bookmark: _Toc30171038]Figure 8 - Installation Wizard Step 2
Figure 9 shows evidence on where the author has set to install the installation package of the hyena software. The author had also chosen to install the package to the user desktop.
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[bookmark: _Toc30171039]Figure 9 - Installation Wizard Step 3
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[bookmark: _Toc30171040]Figure 10 - Installation Wizard Step 4
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[bookmark: _Toc30171041]Figure 11 - Installation Wizard Step 5
[image: ]
[bookmark: _Toc30171042]Figure 12 - Installation Wizard Step 6
Figure 10 to 12 show the rest of the process of the installation being completed successfully, the following phases will involve the author in deploying the software and accessing confidential and restricted information.  


[bookmark: _Toc30171005]Phase Three: Registration
Figures 13 and 14 show evidence of the licensing registration agreement which the author had not purchased but is granted a thirty-day trial period. The author is still capable to use the full software services within the trial period.
[image: ]
[bookmark: _Toc30171043]Figure 13 - Enabling Hyena Software
[image: ]
[bookmark: _Toc30171044]Figure 14 - Licensing Information Hyena Software


[bookmark: _Toc30171006]Phase Four: Discovery of network Active Directory

This phase is required to be completed via the attacker to ensure that they direct the software in the correct path of the network to establish the connection to the active directory, as shown on figure fifth teen the author/attacker can view the local workstation, the entire enterprise network and the subdomain the user credential and the local workstation is connected too.
[image: ]
[bookmark: _Toc30171045]Figure 15 - Object View Hyena


[bookmark: _Toc30171007]Phase Five: Discovering Software Capabilities
[image: ]
[bookmark: _Toc30171046]Figure 16- General Overview
Figure 16 shows the general overview of the software and some of potential doings, figures between 16 and 27 show alternative parts of the software such as remote device statistics to which can enable the user to understand what functions are being executed etc.
Figure 18 shows all user information based within the domain, the author/attacker is capable in modifying, adding and deleting the user rights and restrictions, enabling user access times and dates, adding or removing user from domains etc.
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[bookmark: _Toc30171047]Figure 17 – All Network Users
[image: ]
[bookmark: _Toc30171048]Figure 18 - Network statistics
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[bookmark: _Toc30171049]Figure 19 - Computers & Servers
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[bookmark: _Toc30171050]Figure 20 -Windows Management Instrumentation (WMI)
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[bookmark: _Toc30171051]Figure 21 – Registry
[image: ]
[bookmark: _Toc30171052]Figure 22 - User Rights
[image: ]
[bookmark: _Toc30171053]Figure 23 - Processor Statistics
Figures from 18 to 23 displays information about a chosen computer from the domain connected computers and the potential optional extras there are there to do to modify the device. As shown on the figures the author is capable of gathering advanced information and modifying the information, this can be used for ethical or unethical purposes also.

The attacker/author is capable in viewing the user rights and adjusting them to their own preferences which can be used to adjust security policy. The attacker/author is also capable in remotely installing virus, malware, ransomware etc, to the target device via using the hyena software.

[image: ]
[bookmark: _Toc30171054]Figure 24 - Local Groups
[image: ]
[bookmark: _Toc30171055]Figure 25 - Universal Groups

[image: ]
[bookmark: _Toc30171056]Figure 26 - Global Users
[image: ]
[bookmark: _Toc30171057]Figure 27 - Network Groups
Figures 24 to 26 provide evidences of the global, local, network and universal groups that connected to the domain group. The attacker/author is able to modify, add and delete these groups. The author presents an demonstration on figure 37 of what capabilities are able to be performed on the properties of an single group.
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[bookmark: _Toc30171058]Figure 28 - Group properties (gs_SoAC_Staff)

[bookmark: _Toc30171008]Phase six: Adding a Super User to the network
For this research paper to show solid grounds of an exploited network the author/attacker had chosen to implement a super user to the network prior to ethical rights considerations approved via the Information Technology Service administrators, as shown from figure 29 to 39 the author demonstrates each step of implementing the account to the network.
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[bookmark: _Toc30171059]Figure 29 - Step 1 adding Super User
Figure 29 demonstrates the author allocating an appropriate domain location to implement the new super user account into.
[image: ]
[bookmark: _Toc30171060]Figure 30 - Step 2 adding Super User
Figure 30 shows evidence of the author allocating the super user its appropriate user credentials such as name, password etc. as shown on figure 29 the user login name is set as “et-hacker”. 
[image: ]
[bookmark: _Toc30171061]Figure 31 - Step 3 adding Super User
[image: ]
[bookmark: _Toc30171062]Figure 32 - Step 4 adding Super User

Figures 31 and 32 demonstrates the user login name and the domain directory as empty and for it to filled. Also, as demonstrated on figure 30 the User Principal Name (UPN) suffix is connect to the Soac.local network domain.
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[bookmark: _Toc30171063]Figure 33 - Step 5 adding Super User

[image: ]
[bookmark: _Toc30171064]Figure 34 - Step 6 adding Super User

[image: ]
[bookmark: _Toc30171065]Figure 35 - Step 9 adding Super User
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[bookmark: _Toc30171066]Figure 36 - Step 10 adding Super User
[image: ]
[bookmark: _Toc30171067]Figure 37 - Step 11 adding Super User
Figures 32 to 37 demonstrates the author allocating all domain groups to the super user account to enable the use of access, view and modifications via the super user. 
[image: ]
[bookmark: _Toc30171068]Figure 38 - Proof of Super User
Figure 38 provides evidence of the super user account in use and operating without any issues, the figure also demonstrates shows that the attack is working without any errors.


[bookmark: _Toc30171009]Experiment Two: Softerra LDAP Administrator

The author introduces the working concept proof of an attack by providing more than one implementation to strengthen the testing. The author mimics the attack by using a similar software to breach into the enterprise network, the author uses the software for viewing, adding, removing and modifying confidential information. 
The second software that used is Softerra LDAP [57]administrator which was identical to the Hyena software which uses AD to breach into a network which is being protected with the appropriate security policies. 

However, the Softerra LDAP[58]–[66] software also required administration authentication for installation, the author had also used the bypass script as demonstrated on chapter six problem formulation.
[image: ]
[bookmark: _Toc30171069]Figure 39 - Experiment 2 Step 1
As demonstrated on figure 39 the software is deployed and immediately detects the AD as shown on the left column of figure 39.
[image: ]
[bookmark: _Toc30171070]Figure 40 - Experiment 2 Step 2
[image: ]
[bookmark: _Toc30171071]Figure 41 - Experiment 2 Step 3
Figure 40 and 41 demonstrates the general overview of the software tool and general information of the network, the general information that could be collected using the software tool are information of each department within the enterprise networks a professional attacker uses this information for social engineering as well to execute a more extensive attack.

Figure from 42 onwards to 52 demonstrate the implementation of a user account on the enterprise network. The figures demonstrate how an attacker can easily create an unauthorized account within the enterprise network. Figure 42 displays the author/attacker choosing the method of creation template which is used by the software itself, the author chooses the scheme-based method to ensure it does corrupt the current template of the enterprise network.
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[bookmark: _Toc30171072]Figure 42 - Experiment 2 Step 4

[image: ]
[bookmark: _Toc30171073]Figure 43 - Experiment 2 Step 5
Figure 43 demonstrates the author creating a user account and selecting the appropriate network classes such as the user type. A user type can have several different options like Administrator, Default account, monitoring account etc. however in the figure above the author only set the account to be administrator account.
[image: ]
[bookmark: _Toc30171074]Figure 44 - Experiment 2 Step 6
Figure 44 demonstrates the author/attacker selecting a name to be used on the network account which the author has set to be ET-Hacker-2020.
[image: ]
[bookmark: _Toc30171075]Figure 45 - Experiment 2 Step 7
Figure 45 shows the final step of implementing the attributes of the user account to be set-up, the author selects to not implement any further modification to the user and finishes the wizard set-up.
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[bookmark: _Toc30171076]Figure 46 - Experiment 2 Step 8
Once the general wizard is complete the software views the account created in Hyper Text Markup Language (HTML) view this just displays the general overview of the user account.
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[bookmark: _Toc30171077]Figure 47 - Experiment 2 Step 9

Figure 47 displays the author checking to clarify if the account was set as a normal account which it does as demonstrated. Also, the author sets the user logon name for the account so when the attacked will like to logon their credential name will be “Hacker-2020”.

[image: ]
[bookmark: _Toc30171078]Figure 48 - Experiment 2 Step 10
[image: ]
[bookmark: _Toc30171079]Figure 49 - Experiment 2 Step 11
Figures 48 and 49 demonstrates the author/attacker implementing the user account with a password to secure the login. Figure 50 below demonstrates the password process completed properly, 
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[bookmark: _Toc30171080]Figure 50 - Experiment 2 Step 12
[image: ]
[bookmark: _Toc30171081]Figure 51 - Experiment 2 Step 13

Figure 51 demonstrates the author/attacker enabling the account by unticking the box that sets the account to be disabled. Accounts are disabled by default when set up this is to ensure that correct security measures are in place before the account is operational.
[image: ]
[bookmark: _Toc30171082]Figure 52 - Experiment 2 Step 14
Figure 52 demonstrates the author/attacker allocating appropriate domains to the user to authenticate user privileges such as intranet and the internet. 
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[bookmark: _Toc30171083]Figure 53 - Experiment 2 Internet View
[image: ]
[bookmark: _Toc30171084]Figure 54 - Experiment 2 IP address
[image: ]
[bookmark: _Toc30171085]Figure 55 - Experiment 2 User credentials
Figure 53 to 55 provides graphical evidence of the user account operational, the author also provides evidence of the use of the internet in operation to show that the complete was at 100% success. Figure 54 demonstrates the Internet Protocol (IP) address associated by the Dynamic Host Configuration Protocol (DHCP) which only suggest that the account has the correct configurations.

The author explains the use of the Hyena and Softerra LDAP software application is a very powerful tool. The capabilities of the software’s can be used in accordance to social engineering, which can result in detecting Staff with high network privileges within the enterprise network organisation, therefore the attacker can enhance the target scope to wider attack field. The attacker is also capable in changing user privilege’s and password which can leave network administrators with only security with physical connecting the network servers to allow their user account permission into the network.
[image: ]
[bookmark: _Toc30171086]Figure 56 - Experiment 2 (Security Policies)
Figure 56 demonstrates the use of IPSEC security within the enterprise security, the author is capable in accessing the security policies and modifying them which can result in leaving the entire enterprise network vulnerable to an unethical cyber-attack.
[image: ]
[bookmark: _Toc30171087]Figure 57 - Experiment 2 (Servers and service accounts)
Figure 57 demonstrates the final justification of the attack which present information of the network service accounts which are used for administrator changes and modifications, also the print screen shows the servers that are in use within the network.
The author is capable in accessing the servers and also learning more information about the device such as server Operating System (OS), security functions, network adapters etc. this type of information can lead to a massive cyber-attack. Hackers can use the information collected on the software to proceed to a more affected infection of the network, the author is also capable in attacking the network more extensive but can result in network interruption due to that factor the author does not proceed in more ethical attacks.


[bookmark: _Toc30171010]Problem formulation 

This subchapter is produced to provide evidence on potential problems that the author/attacker had overcome on the process of the attack. The only problem that was faced during the whole process of the attack were the installation of the hyena software, this was due to the installation package required administration rights for it to be installed. The author had created the script which is shown on figure 58, which also this script can be used to bypass security policies which require administrator privileges to install external packages.

[image: ]
[bookmark: _Toc30171088]Figure 58 - Bypass Script


Figure 59 demonstrates how a script should be saved on notepad for it to be executed properly. As shown on figure 59 when saving a script, you to ensure the saving type is enabled to “All Files” and that the file name end with “. Bat” this is to allow the OS (Operating System) to understand that it is a Batch file function.
[image: ]
[bookmark: _Toc30171089]Figure 59 - Script Saving Method
Once the script had been completed and saved, the author had to continue you to next phase to use the script, the script the author had produced can only be used to start programs and software’s that requires administration access, for the initial script to start its process the author will need to drag and drop the application/software on to the script file. The script will automatically run once it detects and application or software being dropped onto it.
[bookmark: _Toc30171011]Summarization of chapter

In summary to the completion of the experiments produced the author believes that all the attacks were of 100% successful, but however more intensive attacks could of also be implemented but due to ethical issues and network disruption the author did not hold correct authorisation no other attacks were carried out. The overall view the author believes the breaches were very good and has the software capable in showing a substantial amount of information about the target network.
[bookmark: _Toc30171012]Implementation of solutions
This sub-chapter is produced to show the authors findings on how to prevent the attacks to be successful, the author shows graphical evidence of the solutions and how they should be implemented to the appointed network. The solutions provided will ensure the enterprise network to have a strengthened network security infrastructure.

[bookmark: _Toc30171013][bookmark: _Toc6674457]Solution One: Disabling .bat & .CMD scripts

The author step in improving the security structure of the enterprise network was to eliminate the feature of .Bat and .CMD script files to be enabled, the use of these files enables users without administrator privileges to modify user and network attributes. The .Bat and .CMD files are normally used to execute commands by each line which can be very beneficial for basic and advanced programming.

The biggest issue the author had faced when trying to breach into the enterprise network was to install the appropriate software in experiment one and two, the software required administrator privileges for it to be installed, shown on chapter six problem formulation the author was capable in creating a .Bat script which had the capabilities in bypassing administrator privilege’s. The script used in chapter six problem formulation was to bypass windows user administrator rights to install a software not allowed by the enterprise.

The author had disabled the function of allowing users the privileges of using the Command Line (CMD) function, .Bat and .CMD. The function was disabled by using the local group policy editor. 

[image: ]
[bookmark: _Toc30171090]Figure 60 - Local Group Policy editor

Figure 60 demonstrates the general overview of the windows local group policy[67]–[70] editor which is known as a windows administration tool. The tool allows the capability to configure significant settings, potential actions on a group policy can be to modify of password requirements, start-up programs, start-up scripts, and user privileges.
 
[image: ]
[bookmark: _Toc30171091]Figure 61 - Locating appropriate policy

Figure 61 demonstrates the author locating the appropriate policy to be modified, the correct policy that requires action to be taken is “prevent access to the command prompt”, but as shown on figure 61 the policy is not configure, the next step author takes is to configure the policy to strengthen the enterprise network.
[image: ]
[bookmark: _Toc30171092]Figure 62 - Modifying Group policy

Figure 62 demonstrates the configuration of “prevent access to the command prompt”, the author enables the policy to be operational, the author also disables command prompt script processing this is to ensure that not only the command prompt is disabled but however .Bat files cannot be executed. 

Once the policy modification was saved and applied to the network device the author had to switch off and switch on the device for the policy to take effect.
[image: ]
[bookmark: _Toc30171093]Figure 63 - Command Prompt disabled

Figure 63 demonstrates the print screen evidence of the solution implementation operational and working with 100%. The author had tried dragging and dropping a software that required administration privileges on the batch file that author created which was used earlier to bypass windows administration privileges, but once the author had configured the group policy the author was not capable of continuing.

This solution was unfortunately just implemented to one of the devices of the enterprise network due network technicalities with a server   


[bookmark: _Toc30171014]Solution Two: Domain Controller Authentication

The second solution was not able to implemented due to ethical issues on the domain that author was using to complete experiment one and two, however the author was able to test on a smaller domain within the enterprise network.

The second solution that was proposed were removing LDAP server access rights from unauthorised users, this solution was done by removing authorisation access rights from users that weren’t within the IT department however not every staff shall also be allowed permission on controlling data within the AD.

[image: ]
[bookmark: _Toc30171094]Figure 64 - Remote Access Service revoked

Figure 64 demonstrates the author attempting to open user information within the Hyena software used on chapter six, as shown on the figure 64 the author is denied access via the Remote Access Service on server AD100SV.
[image: ]
[bookmark: _Toc30171095]Figure 65 - LDAP server Insufficient Access Rights

Figure 65 demonstrates the solution implemented and operational, as shown on the figure the solution implemented had worked correctly without any errors. As shown on the figure the author is given an error of insufficient access rights which is justified through the LDAP server. 
The solution justification is met by proving authorized users with special rights this is implemented via the assigning users to the appropriate domain groups these groups shall be of domain controllers, enterprise admins domain and administrator’s domain.

[bookmark: _Toc30171015]Summarization of chapter
In the overall summary the author has produced and tested two solutions, the implemented solutions have shown a 100% success. The author has shown that the two solutions implemented restricts the two experiments produced to breach into the enterprise network. The solutions provided are also beneficial for the enterprise network for other attacks also.


[bookmark: _Toc30171016]Conclusion & future recommendations
[bookmark: _Toc30171017]Conclusion 

The researcher believes there is sufficient evidence that portrays the importance of penetration testing and the execution of up-to-date security structures, software’s and tools. Features of the project initiate exciting influences to pursue security and the affects which will help the understanding of the significance of pen testing within small to large enterprise industrial networks. The author demonstrated excessive understanding, knowledge, skills, research and experiments during the period of the project to ensure its integrity of a successful outcome by originating disaster recovery scenarios and other methodology aspect to execute in case of failed penetration testing. 

Completion of information gathering, and vulnerability assessment was executed by the author, there are reports conducted to indicate the understanding of collected data and to execute appropriate penetration test towards all discovered vulnerabilities. The author had used network monitoring tools as researched on chapter two to detect vulnerabilities by aiming the view of scope on what have not been secured. When monitoring the network traffic, the author had immediately identified certain protocols that did not involve any sort of security feature which basically leaves an attacker an open door to attack.

The author retained in the completion of the project two identical experiments to strengthen the hypothesis, the two attacks produced was based upon Active Directory exploit of an enterprise network, the author was able to overcome problems encountered by the network and also ethical issues as the enterprise network was operational, the author also had to ensure the test will not disrupt the network in any manner way such as speed, availability, storage and etc. due to that the fact the author was permitted to only perform on out of work hours.

The final aspect of the project develops a solution based on the two experiments that can be implemented to offer extensive security measures to operational networks to ensure enterprise protection. The two solutions produced have other beneficial factors for enterprise networks such as ensuring non-administrator users not bypassing standard administrator access via using scripts files. However, the author believes the aims and objectives of the hypothesis were met to an appropriate standard. 

In the Overall conclusion the author believes that the produced solutions have had an improved security structure for the proposed enterprise network, this will priciest in ensuring advanced security for their users as well ensuring that confidential data cannot be accessed via unauthorised users. Also, with the new security infrastructure update the enterprise network ensures users without the correct domain authorisation rights not able to view or modify the any of the network variables including the network domain, Active Directory, Network Adapters and user configurations.



[bookmark: _Toc30171018]Future recommendations

Upon accomplishing the overall project, the author believes even stronger than security is vital key role within the twenty first century and recommends that everyone that uses any IoT device shall have a minimum if basic knowledge of cybersecurity. The author also suggests that the enterprise network IT administrator should perform time to time full penetration tests on their network as well as connected devices, performing penetration test once a month at least provides users an ease of mind that their information is kept confidential with the highest security functions.

The author could of have performed various more penetration test on the enterprise network but due a high volume of users and ethical rights issues the author was not capable in performing large scale penetration test. The author could have performed attacks such DoS and DDoS on the enterprise network and to the organisation website but due to habit of these attacks which they produce extremely high network traffic the author was not granted privileges. If the author had performed these attacks the author highly believes it would have been successful but could of cause some machines to malfunction and cause massive chaos for the enterprise network.

Other potential recommendations the author believes would have been of better practise if the author had a high volume of programming skills, programming skills are used by a lot of hackers, programming skills and techniques make it easier for an attacker to understand the process of the attack and adjusting the correct variables for a more extensive attack.    



[bookmark: _Toc30171019]Reflection
[bookmark: _Toc512514025][bookmark: _Toc30171020]Introduction

This section is used to help comprehend what I as the author have learnt and how I can use it for future reference. As the researcher I understand the skills obtained in producing this research paper can be used for future academic work or within my future occupation. Below are the justification errors which were faced in finalizing this research paper and explained how to overcome my barriers.

· Time Management –throughout the time frame given the speed of appropriate work being completed was poor and have understood that time management is a key factor in producing substantial work.

· Proof Reading – while undergoing of completion of this project one of many things I have understood was every chapter shall be proof read once the final draft is ready to ensure quality assurance.

· Contingency planning – planning of a disaster scenario is quite beneficial as I have understood as everything can also fail, it is therefore good to have a secondary back-up plan ready to be used if something goes wrong.
[bookmark: _Toc512514026]

[bookmark: _Toc30171021]Lesson learnt

· Time managing 
· Proof reading
· Analyze and document finding in appropriate timing
· Investigate and apply for ethical rights in appropriate timing
· Be present to all project supervisor meeting’s 

[bookmark: _Toc512514027][bookmark: _Toc30171022]Thing’s that could be done differently

One of many things that could of primarily be done correctly for the project would have to be the appropriate use of timing and appropriate use of resources, as well as the attacks were successful the author could have expanded the attack to also show more vulnerabilities of the network. Also, as the author there could have been more research and investigation on more security solutions to be implemented onto the network.

[bookmark: _Toc512514028][bookmark: _Toc30171023]Barriers experienced

The biggest barrier experienced throughout the project was getting the appropriate ethical rights to be approved by the Information Technology Services (ITS) of the institute and also by the ethics community. Due to user information breached if the attacks were successful the institute had to take appropriate steps to ensure that only the authorized attacker can view and edit data.



[bookmark: _Toc512514029][bookmark: _Toc30171024]Positives

While in the process of completing my project, I was always proud of my doings as it was helping to achieve a higher security infrastructure to be created. Although there had been a lot of failures on attacking the network there had in the end been a successful attack which had worked out to be a complete success. The intelligently difficult achievement of writing such an extensive quantity of work has also taught in me a belief that I can overcome larger obstacles in the future, inspiring me to further pursue a occupation within my field. 

[bookmark: _Toc512514030][bookmark: _Toc30171025]guidance to the future student’s

· Have a primary and secondary plan 
· Enjoy what you are doing 
· Ensure supervisor meeting are met
· Ask for help don’t be embarrassed 
· Try as many alternate ways to accomplish the success of your work
[bookmark: _Toc512514031]


[bookmark: _Toc30171026]Summary

The final outcome of the project has allowed me to enhance my academic knowledge which has given me the overall success of this project. The project has enabled me to also understand what is expected from a master’s student which has already have completed an bachelor’s degree, the obtained skills set from this project helps me to achieve higher research goals within research papers. While undergoing my studies I have understood that my academic knowledge has strengthen which has allowed me to produce suitable work when required, one of many other skills obtained via were self-learning, time management, advanced research skills etc. as the author of this research paper I am proud to have accomplished this project within a suitable time frame and to the finest of my abilities. 
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The author proposes an outlined Gantt chart which was produced with windows Microsoft project[71] which is to aid the date attributes of the project and to ensure time management is carefully planned to guarantee a maximized success of the outcome of aim and objectives. The author states all dates that has been provided to them such as start and end dates, the author also dictates the proposal factors of the project such as class presentation and poster.

[image: ]
[bookmark: _Toc30171096]Figure 66 - Start of Project Gantt Chart[71]

A completed and updated version of the Gantt chart is implemented to the final project paper to show a comparison of the first proposed work and the final submission to show what was initially expected of the outcome of the project and what had initially been done.
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[bookmark: _Toc30171097]Figure 67 - Final Gantt Chart
Figure 66 demonstrates the first planned dates for the project date schedule to ensure to reach maximised success ratio of the research project and to ensure the hypothesis has been provided with substantial evidence. Figure 67 shows the final dates that the work was undertaken, as shown on figure 67 the dates had adjusted, these changes were due to circumstantial reasons and the author had been approved an extended deadline to submit their work.
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