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[bookmark: _Toc160479462]Introduction
This assignment delves into the case study of MelodyHwb Music Store, a renowned retailer specialising in the sale of musical instruments. Its ambition is to provide high quality products and excellent customer service. This has led to the need to enhance its operational efficiency through the implementation of a robust backend relational database and IT system.
The primary objective is to design and create a centralised database system via Microsoft SQL Server to revolutionise various operational aspects of MelodyHwb. This includes streamlining product management, optimising sales tracking, enhancing customer relationship management, improving repair/maintenance scheduling, generation of reports and analytics, and integration with their E-commerce platform. This report will illustrate the methodologies used to create, design, and test the database and secondly, to identify database tuning enhancements and to develop a data security plan to protect sensitive data and ensure data integrity.
Through the implementation of these enhanced functionalities, MelodyHwb aims to strengthen its competitive position and further distinguish itself in the music retail industry. 



[bookmark: _Toc160479463]MelodyHwb Database 
The MelodyHwb Database has been designed and created using Microsoft SQL Server, utilising best practice standards to achieve optimal efficiency, data integrity, and user-friendliness. The architecture, table structure, relationships have been implemented using the following steps:
[bookmark: _Toc160479464]Schema Design
The Database is organised into multiple tables. They each serve a specific purpose, storing data such as customer information, products, orders, payments, shipments, and repairs. The tables have been appropriately named to reflect their contents to make it easier for users to understand the database structure.
[bookmark: _Toc160479465]Normalisation
The tables were carefully prepared to follow the principles of Third Normal Form (3NF) to remove data redundancy and dependency. The normalisation procedure guarantees that the database is properly formatted and optimised for efficient data retrieval and manipulation. It improves data integrity and database performance by dividing data into smaller, logically related tables to reduce anomalies and inconsistencies.
[bookmark: _Toc160479466]Primary Keys
Each table within the MelodyHwb Database includes a primary key (PK) that serves as a unique identifier for each record. These primary keys play a crucial role in ensuring data integrity by uniquely identifying each row within a table. It allows a technical approach to ensure each row contains a distinct and non-null value in the primary key column [1]. They play a pivotal role when creating SQL queries to retrieve and manipulate data.
[bookmark: _Toc160479467]Foreign Key Constraints
A foreign key (FK) is a column or set of columns that establishes and enforces a connection between two tables [2]. Each table includes a foreign key constraint to enforce data integrity.
[bookmark: _Toc160479468]Data Validation
Check constraints are applied to several columns to enforce data integrity and validity. For example, quantity and price columns in various tables are validated to ensure that they are not negative. By validating records at database level, it maintains the accuracy and reliability of the stored information. 




[bookmark: _Toc160479469]ERD Diagram

Figure 1. ERD Diagram for MelodyHwb
[image: ]
Figure 1 shows the Entity Relationship Diagram for the MelodyHwb Database. It provides a comprehensive visual representation of the database structure, including entities, attributes, relationships, and Primary and Foreign key constraints. 


[bookmark: _Toc160479470]Database Tables
[bookmark: _Toc160479471]Customers Table
	Field Name
	Data Type
	Constraints
	Nulls
	Description

	CustomerID
	INT
	PRIMARY KEY, AUTO_INCREMENT
	Not Null
	Unique identifier for each customer.

	FirstName
	VARCHAR(50)
	
	Not Null
	First name of the customer.

	LastName
	VARCHAR(50)
	
	Not Null
	Last name of the customer.

	DateOfBirth
	DATE
	CHECK (DateOfBirth <= GETDATE())
	Not Null
	Date of birth of the customer.

	Sex
	CHAR(1)
	CHECK (Sex IN ('M', 'F', 'O'))
	Not Null
	Gender of the customer (M - Male, F - Female, O - Other).

	Email
	VARCHAR(100)
	
	Not Null
	Email address of the customer.

	Phone
	VARCHAR(20)
	CHECK (Phone NOT LIKE '%[^0-9]%')
	Not Null
	Phone number of the customer.

	Address
	VARCHAR(255)
	
	Not Null
	Address of the customer.

	ContactPreferences
	VARCHAR(100)
	CHECK (ContactPreferences IN ('email', 'phone', 'both'))
	Not Null
	Contact preferences of the customer (email, phone, or both).



[bookmark: _Toc160479472]ProductCategory Table
	Field Name
	Data Type
	Constraints
	Nulls
	Description

	CategoryID
	INT
	PRIMARY KEY, AUTO_INCREMENT
	Not Null
	Unique identifier for each category.

	CategoryName
	VARCHAR(100)
	
	Not Null
	Name of the product category.





[bookmark: _Toc160479473]Products Table
	Field Name
	Data Type
	Constraints
	Nulls
	Description

	ProductID
	INT
	PRIMARY KEY, AUTO_INCREMENT
	Not Null
	Unique identifier for each product.

	CategoryID
	INT
	FOREIGN KEY (references ProductCategory(CategoryID))
	Not Null
	Reference to the category of the product.

	ProductName
	VARCHAR(100)
	
	Not Null
	Name of the product.

	Description
	VARCHAR(255)
	
	Nullable
	Description of the product.

	Price
	DECIMAL(10, 2)
	CHECK (Price >= 0)
	Not Null
	Price of the product.

	StockQuantity
	INT
	CHECK (StockQuantity >= 0)
	Not Null
	Quantity of the product in stock.



[bookmark: _Toc160479474]Orders Table
	Field Name
	Data Type
	Constraints
	Nulls
	Description

	OrderID
	INT
	PRIMARY KEY, AUTO_INCREMENT
	Not Null
	Unique identifier for each order.

	CustomerID
	INT
	FOREIGN KEY (references Customer(CustomerID))
	Not Null
	Reference to the customer who placed the order.

	OrderDate
	DATETIME
	CHECK (OrderDate <= GETDATE())
	Not Null
	Date and time when the order was placed.

	TotalAmount
	DECIMAL(10, 2)
	CHECK (TotalAmount >= 0)
	Not Null
	Total amount of the order.

	OrderStatus
	VARCHAR(20)
	CHECK (OrderStatus IN ('awaiting payment', 'in progress', 'shipped', 'cancelled'))
	Not Null
	Status of the order.



[bookmark: _Toc160479475]OrderDetails Table
	Field Name
	Data Type
	Constraints
	Nulls
	Description

	OrderDetailID
	INT
	PRIMARY KEY, AUTO_INCREMENT
	Not Null
	Unique identifier for each order detail.

	OrderID
	INT
	FOREIGN KEY (references Orders(OrderID))
	Not Null
	Reference to the order to which the detail belongs.

	ProductID
	INT
	FOREIGN KEY (references Products(ProductID))
	Not Null
	Reference to the product in the order detail.

	Quantity
	INT
	CHECK (Quantity > 0)
	Not Null
	Quantity of the product in the order detail.

	UnitPrice
	DECIMAL(10, 2)
	CHECK (UnitPrice >= 0)
	Not Null
	Unit price of the product in the order detail.


[bookmark: _Toc160479476]Payments Table
	Field Name
	Data Type
	Constraints
	Nulls
	Description

	PaymentID
	INT
	PRIMARY KEY, AUTO_INCREMENT
	Not Null
	Unique identifier for each payment.

	CustomerID
	INT
	FOREIGN KEY (references Customer(CustomerID))
	Not Null
	Reference to the customer making the payment.

	OrderID
	INT
	FOREIGN KEY (references Orders(OrderID))
	Not Null
	Reference to the order for which payment is made.

	PaymentDate
	DATETIME
	CHECK (PaymentDate <= GETDATE())
	Nullable
	Date and time when the payment was made.

	Amount
	DECIMAL(10, 2)
	CHECK (Amount >= 0)
	Not Null
	Amount of the payment.



[bookmark: _Toc160479477]Shipments Table
	Field Name
	Data Type
	Constraints
	Nulls
	Description

	ShipmentID
	INT
	PRIMARY KEY, AUTO_INCREMENT
	Not Null
	Unique identifier for each shipment.

	OrderID
	INT
	FOREIGN KEY (references Orders(OrderID))
	Not Null
	Reference to the order associated with the shipment.

	CustomerID
	INT
	FOREIGN KEY (references Customer(CustomerID))
	Not Null
	Reference to the customer for the shipment.

	ShipmentDate
	DATETIME
	CHECK (ShipmentDate <= GETDATE())
	Nullable
	Date and time when the shipment was updated.



[bookmark: _Toc160479478]Repairs Table
	Field Name
	Data Type
	Constraints
	Nulls
	Description

	RepairID
	INT
	PRIMARY KEY, AUTO_INCREMENT
	Not Null
	Unique identifier for each repair.

	CustomerID
	INT
	FOREIGN KEY (references Customer(CustomerID))
	Not Null
	Reference to the customer who requested the repair.

	ProductID
	INT
	FOREIGN KEY (references Products(ProductID))
	Not Null
	Reference to the product being repaired.

	ReceivedDate
	DATETIME
	CHECK (ReceivedDate <= GETDATE())
	Not Null
	Date and time when the repair item was received.

	RepairDate
	DATETIME
	CHECK (RepairDate <= GETDATE())
	Nullable
	Date and time when the repair was completed.

	RepairDescription
	[bookmark: _Int_KoIJIQat]VARCHAR(255)
	
	Not Null
	Description of the repair.

	RepairStatus
	[bookmark: _Int_leHH8yUa]VARCHAR(20)
	CHECK (RepairStatus IN ('in progress', 'resolved'))
	Not Null
	Status of the repair (in progress or resolved).



[bookmark: _Toc160479479]Database Creation and Testing
Two SQL files have been created. 
FILE 1
The first file uses SQL statements to create each table structure. It also sets the primary keys, foreign key constraints and check constraints.
FILE 2
The second file uses SQL statements to populate data into the created tables. It also holds SQL queries that test the constraints set in file 1.

[bookmark: _Toc160479480]Deployment Instructions

1. Open SQL Server Management Studio (SSMS) and connect to your SQL Server instance.
2. Open the SQL script called ‘FILE 1 - Create Tables, Set Constraints’ and execute the code.
3. Open the SQL script called ‘FILE 2 -Populate Sample Data and Testing’ and execute the code.



[bookmark: _Toc160479481]Database Performance Tuning
Database performance tuning involves techniques used by database administrators (DBA) to optimise the efficiency of databases [3]. The MelodyHwb database will hold vast amounts of data, which overtime, may result in slow queries, user dissatisfaction and potential decline in business. To avoid this, DBA’s can enhance the database in several ways. 
[bookmark: _Toc160479482]Monitor the Database System
Monitoring the database system plays a crucial role in performance tuning by addressing design flaws or adapting to evolving requirements [4]. Key measures such as transaction throughput, query response time, resource utilisation and disk storage can be monitored to highlight bottlenecks and pinpoint root causes. 
[bookmark: _Toc160479483]Indexing
Indexing is a database optimisation method that involves creating an additional database structure, known as an index, to store references to records in a table. This framework facilitates the organisation and categorisation of data to enhance the application's efficiency in accessing and executing queries swiftly [5]. 
[bookmark: _Toc160479484]Query Analyses and Optimisation
Conduct a thorough analysis of database queries to identify poorly performing queries. This may involve rewriting SQL queries, restructuring database schema, or optimizing database configurations to minimize response times and resource usage.
[bookmark: _Toc160479485]Partitioning
Data partitioning involves dividing a large dataset into smaller segments for easier management. These divisions are typically distributed throughout several database tables, each containing a specific portion of data, and may overlap or be distinct. Each partition functions as an independent database within the same logical database. It aims to enhance the database's performance, scalability, and availability [6]. 
[bookmark: _Toc160479486]Hardware Configuration
DBA’s can optimise CPU and RAM memory allocation, parallelism, disk I/O, and network settings to match workload and hardware resources, enhancing performance. Proper configuration minimises disk contention, maximises CPU utilisation, and ensures efficient query execution, leading to faster response times and improved system throughput.


[bookmark: _Toc160479487]Data Security and Access Control
Database security effectively protects sensitive information by implementing many layers of controls to minimise the risk of a breach [7]. A plan has been recommended to mitigate such security risks for Melodywb.
[bookmark: _Toc160479488]Data Encryption
Encryption increases the difficulty for hackers to intercept your data.  They must first breach your system and then decipher your encryption algorithm, making you a less attractive option [8]. Thereby, protecting Personal Identifiable Information (PII) fields. This is data that, either on its own or when combined with additional data, can distinguish a specific person [9].
[bookmark: _Toc160479489]Access Control Policies
Define access control policies to regulate who can access the database and what actions they can perform. Implement role-based access control to assign permissions based on users' roles and responsibilities. Enforce the principle of least privilege to ensure that users have access only to the data and functionalities necessary to perform their job duties.
[bookmark: _Toc160479490]Authentication Mechanisms
Utilise strong password policies, multi-factor authentication (MFA), biometric authentication to verify the identity of users accessing the database. 
[bookmark: _Toc160479491]Audit Login
Activate audit logging to oversee and monitor database actions such as login attempts, data access, and modifications to aid in cases of security incidents or data breaches.
[bookmark: _Toc160479492]Security Updates
Stay up to date with security patches and updates to fix known vulnerabilities to reduce security threats.
[bookmark: _Toc160479493]Firewalls
[bookmark: _Int_arBQecPX]Introduce firewall rules that deny access by default. This mitigates the chances of a breach and only allows access to the relevant applications, web servers and users. 
[bookmark: _Toc160479494]Risk Assessments
Conduct a regular thorough risk assessment of the database to identify potential vulnerabilities and security risks. 


[bookmark: _Toc160479495]Conclusion
Overall, the database structure for MelodyHwb adheres to best practices in schema design, normalisation, primary key and foreign key constraints, data validation, and user-friendliness, laying a solid foundation for efficient data management and operations. With the expected growth of MelodyHwb, database tuning and security will play a vital role by implementing new techniques to optimise the database system. 
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