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[bookmark: _Toc223706456]1.1 Context and Background
The explosive growth of the internet has essentially changed the manner in which people relate, perform business and get information in the world at large. Internet users around the world have exceeded 5.44 billion people, which is about 67 percent of the total world population, by the middle of 2024 [1]. This bold expansion of digital connectivity has also produced an ideal environment of cybercriminals who can take advantage of the trust that people put in online platforms. It is important to note that malicious and fake websites are among the most widespread and harmful types of cybercrime, specifically created to trick users into providing sensitive personal data, disseminate malware, or find ways to defraud and commit financial fraud (Foner, 2014). Such websites often copy the look and the area networking of genuine sites making it extremely hard to differentiate between legitimate and invalid sites even to ordinary users [3].
Cybersecurity has therefore taken a central stage as one of the most pressing areas in the larger segment of computing and information technology. According to the Anti-Phishing Working Group (APWG), by Q1 2025 itself it was noted that more than one million phishing activity took place worldwide, which proceeded on the same direction of growth in the scale and complexity of such attacks [4]. Moreover, the Internet Crime Complaint Canter (IC3) of the FBI reported that the number of cybercrimes related losses in the United States had surpassed more than 16.6 billion dollars in the year 2024 with phishing and spoofing being the most commonly reported category of complaints [5]. Such statistics highlight why effective, scalable and intelligent detection systems that have the ability of detecting malicious websites instantly are highly reinforced especially when the attackers keep strategizing on how to fight the conventional security systems.
The conventional methods of detecting malicious websites have been highly dependent on the concept of blacklisting or office malicious web addresses which are registered and then blocked down [6]. Although blacklisting is quite easy to defend against, it will not be able to provide protection against malicious sites that have not yet been added to the blacklist. The blacklist method can never succeed in dealing with zero-day attacks because in most cases, cybercriminals open new domains and change the structure of URLs [7]. It has also had the use of heuristic-based methods that are limited by the fact that they are unable to generalise across a variety of attack vectors [3].
Machine learning (ML) has come in response to these restrictions as a paradigm of change in automated detection of malicious websites. The algorithms of ML have the capability to infer complex patterns on large-scale datasets and thus classify the new URLs that it has never seen before using the extracted features like lexical features, domain features, and features based on HTML/JavaScript [8]. Algorithms based on ensemble learning such as the Random Forest, Gradient Boosting, and XGBoost have been found to reach classification rates of over 97per cent in benchmark data sets [9]. Besides, deep learning systems like CNNs, LSTM networks, or systems based on transformers like BERT have demonstrated positive outcomes in developing intricate patterns in URL strings [11]. The above advances place machine learning as the most practical modern solution to meeting the dynamic character of malicious websites threats.
[bookmark: _Toc223706457]1.2 Research Problem
Although a lot has been done regarding the application of machine learning to detect malicious websites, there are still a number of critical challenges that still face the development of an effective detection system that is universal. Firstly, a significant number of the available methods utilize hand crafted feature engineering in which domain specialists manually choose and architect member features out of URL strings and webpage text [6]. Not only it is a time-consuming task that needs a lot of labour, but the capability of this method to reflect the entire spectrum of attack tactics is inherently constrained. Since the methods used by cybercriminals to obfuscate their activities evolve to become more advanced, such as URL shortening, homograph attacks, and generation of dynamic content, the performance of the static feature sets diminishes gradually in terms of their ability to differentiate between malicious and legitimate websites [13].
Second, there is a major drawback in the generalisation of the existing models to heterogenous datasets. It has been shown that these trained models often fail when tested against other datasets which suggests that learned patterns are out of datasets and are not applicable everywhere [14]. This non-existence of cross-dataset generalisability is a severe impediment to the implementation of the ML-based detection systems in the real situation where the distribution of malicious URLs constantly changes. Moreover, the issue of class imbalance is also a perennial problem because the malicious to benign URL ratio in the real-world data are very skewed resulting in skewed classifiers, which might not well predict on minority classes [15].
In addition, interpretability and explainability of ML models are not well studied in that regard. However, complex ensemble and deep learning models have a high accuracy, but their decision-making mechanism is rather opaque, and cybersecurity professionals cannot rely on the reasoning used to arrive at a classification [16]. All these issues collectively support the idea of a holistic machine learning system that makes the various features of a machine robust, the model generalisable, and the problem of the imposition of classes versus non-class samples and interpretability all under one detection system.
[bookmark: _Toc223706458]1.3 Research Aim and Objectives
Aim
This study will formulate a practical machine learning framework to identify and categorise malicious and fraudulent websites by using features engineered via sophisticated feature engineering methods along with ensemble learning methods and explainability to reduce the rate of detection and model transparency.
Objectives
Objective 1: To conduct a comprehensive review of approximately 20–30 recent research papers published between 2018 and 2025 that focus on machine learning techniques for detecting malicious websites. This review will help identify current trends, commonly used datasets and evaluation metrics, as well as the strengths and limitations of existing methods. The findings will also highlight research gaps that can guide the development of the proposed detection framework.
[bookmark: _GoBack]Objective 2: To design and implement a multi-dimensional feature extraction pipeline that extracts approximately 30–50 features from URLs and webpage structures. These features will include lexical, domain-based, content-based, and HTML/JavaScript-based characteristics, enabling a comprehensive representation of both malicious and benign websites for effective machine learning model training.
Objective 3: To train and compare several machine learning models to accomplish the binary and multi-classification of websites into categories in benign, phishing, malware, and defacement, including; Random Forest, XGBoost, gradient Boosting, Support Vector machine, and hybrid ensemble classifier.
Objective 4: To incorporate Explainable Artificial Intelligence (XAI) methods, such as SHAP (SHapley Additive exPlanations) and LIME (Local Interpretable Model-agnostic Explanations), to get the interpretable and transparent classification decision to facilitate the understanding of the model behaviour by cybersecurity practitioners.
Objective 5: To assess the work of the proposed framework in terms of such standard measures as accuracy, precision, recall, F1-score, and ROC-AUC, and compare the outcomes with the literature standards in the field.
[bookmark: _Toc223706459]1.4 Research Questions
1. To which extent can machine learning methodologies identify malicious and fake sites using features that are obtained by analysing URLs, domain attributes, and webpage content?
2. What machine learning framework between Random Forest, Gradient Boosting, XGBoost and Support Vector Machine is the most accurate and reliable to use malicious websites detection?
3. What are the mechanisms by which Explainable Artificial Intelligence (XAI) methods including SHAP and LIME can enhance the model interpretability and transparency of machine learning models applied in detecting malicious websites?

[bookmark: _Toc223706460]1.5 Significance of the Research
The results of this study have important implications on the academic and real-life arenas of cybersecurity. Theoretically, it enhances the current research on the use of the ensemble machine learning techniques in web-based threat detection with special attention to the conceptualization of explainability mechanisms that may close the gaps that bother model performance and interpretability [16]. In a real-world perspective, the framework suggested can be implemented in the form of an extension in a computer browser or as part of network security systems. Inclusion of XAI techniques makes certain that security analysts are able to read and certify the classifications with ease and assist them in decision making. Since more phishing attacks are directed at financial services, social media and healthcare industries, the creation of efficient and open detection tools is fraught with overwhelming consequences in ensuring online trust [4][5].


[bookmark: _Toc223706461]2. Literature Review
This segment presents a critical review of available literature on the machine learning strategies in identifying malicious and counterfeit websites. The structure of the review is thematic to discuss the development of detection mechanisms, feature engineering importance, the use of classical machine learning and deep learning, the new importance of explainable AI in cybersecurity, and the finding of research gaps that will be discussed in this work. This review will include peer-reviewed journal articles, conference proceedings, and technical reports, the modernity of which is not older than five years old (2020-2025), with a possible reference to classical works in the appropriate cases.
[bookmark: _Toc223706462]2.1 Evolution of Malicious Website Detection Methods
The first methods of malicious sites detection were blacklisting and whitelisting based mostly on databases of blacklisted URLs and legitimate URLs that were periodically updated [6]. Although these methods are computationally efficient, they were essentially reactive and did not provide the ability to identify zero-day attacks. Sahingoz et al. [17] has emphasized that the explosive nature of the modern phishing world created by newly registered phishing websites meant that the blacklist-based method could not be applicable, since the span between the moment in which a malicious URL was created and the moment in which that URL was added to a blacklist resulted in a critical period.
This move towards machine learning-based solution was a paradigm shift of detecting malicious URLs, made possible by the growing offerings of publicly available databases on code sites like PhishTank, the UCIMachine Learning Repository, and Kaggle [8]. Initial tests showed that the Logistic Regression, Naive Bayes, and Decision Trees algorithms could reach high classification rates of more than 90 percent, which significantly exceeded the blacklisting alternatives that were held static [13].
[bookmark: _Toc223706463]2.2 Feature Engineering for URL-Based Detection
Feature engineering is vital in the malicious website’s detection using machines learning. According to the literature, various categories of features which are frequently used are lexical features which study the URL syntactic structure (length, use of special characters, number of subdomains), domain-based features (domain age, use of WHOIS records, DNS patterns), content-based features (forms, use of iframe, external links), as well as HTML/JavaScript-based features [8][2]. Oshingbesan et al. [14] have constructed 78 lexical features with additional 300 word2vec embeddings, so that extensive lexical features are effective in improving the performance of the classifier.
Bat-Erdene et al. [9] also used 50 features based on five categories and showed that the best accuracy of 99.81 percent was with Gradient Boosting, which supports the claim that feature representations of the highest accuracy in terms of detection are multi-dimensional. More recently, scholars have studied automated feature extraction with deep learning as models learn features representations directly on raw URL strings, dropping feature engineering as another step [11][12].
[bookmark: _Toc223706464]2.3 Classical Machine Learning Approaches
Classical supervised machine learning algorithms have been widely used in malicious web site detection with the use of ensemble-based methods being shown to be more effective. Random Forest has achieved wide acceptance by being very resistant to overfitting and also because it can deal with features spaces of high dimension [10][18]. A report by Abubakar and Usman [18] revealed the 97.36 percent accuracy of the Random Forest amid various classifiers with quick execution time.
The XGBoost has also made its cut because of its regularisation benefits. As noted by Sheikhi and Kostakos [19], the Particle Swarm Optimization (PSO) algorithm was combined with XGBoost to support improved detection accuracy at a lower cost of the computation. Experimental work in comparative studies also supports the assertion that ensemble-based approaches across all phishing detection activities outperform the use of individual classifiers [20]. Ensemble methods that stack predictions on more than one base learner through the application of a meta-classifier have also produced encouraging results [21].
[bookmark: _Toc223706465]2.4 Deep Learning and Transformer-Based Models
In recent years, the field of deep learning has seen a big growth in terms of application to malicious URL detection. Convolutional Neural Networks (CNNs) are used to identify local features of the sequence of URL characters, and the LSTM and BiLSTM models are used to pay attention to the long-range association of URL strings [11]. Do et al. [22] developed a model utilizing Temporal Convolutional Networks with Multi-Head Self-Attention and they showed better results than traditional deep learning models.
Transformer models, especially BERT and derivatives, have become the leading-edge methods of URL classification, producing contextual embeddings with exquisite empathetic entsemantic links amid tokens of URLs [12]. Recent research has shown that a deep learning model using ELECTRA came up with accuracy and f1-scores as high as 99 percent in a multiclass as well as binary setting [23]. Large language models (LLMs) (also) have been considered to produce high-quality URL embeddings that succeed handcrafted features [11]. Although they are indeed impressive in performance, deep learning models are both computationally and memory-intensive, and they also demand large training sets, which might be restrictive to their use in resource-limited situations [3].
[bookmark: _Toc223706466]2.5 Explainable AI in Cybersecurity
The increasingly prevalent use of elaborate ML and deep learning models in the context of cybersecurity has brought both critical questions to the issue of model transparency and interpretability. Explainable Artificial Intelligence (XAI) methods, especially SHAP (SH246SHapley Additive explanations) and LIME (Local Interpretable Model-agnostic explanations) approaches attempt to explain model predictions in a human comprehensible manner [16].
As an example of hybrid frameworks, Biswas et al. [24] suggested the use of two types of XAI and ML classifiers to identify phishing attacks and showed that the combination of results with more accurate outputs and significant interpretability can be much more effective when using a detection system in practice. They identified that explainability aids human decisions and assists in the discovery of the biases of the model. Although these are favourable findings, very little effort has been done on integrating XAI into malicious site detection and the vast majority of studies are solely concerned with classification performance [16]. This is where a gap that could be explored as an opportunity to provide research that would bridge the gap between model accuracy and operational transparency.
[bookmark: _Toc223706467]2.6 Research Gaps and Positioning of This Study
According to the review made above, various critical gaps in the existing literature have been realized. To start with, although individual ML algorithms have been successfully assessed, there is a paucity of comparative studies that perform a sophisticated assessment of multiple ensemble-based methods and techniques of XAI in an integrated framework. Secondly, the problem of cross-dataset generalisability is not well addressed most of the studies test their models on one dataset without testing how they can be applied on another data distribution [14]. Third, the fusion of multi-dimensional sets of features based on lexical, domain, content-based as well as HTML/JavaScript based features into an explainable ensemble model has not been responsibly examined.
The current research stands at the boundary of the mentioned gaps by suggesting a complete (ML-based) detection model, consisting of feature engineering, comparative ensemble learning assessment, and XAI synthesis. Whereas the existing methods consider the classification accuracy, the interpretability as two distinct issues, the current research will use a holistic approach with simultaneous optimisation of the two issues, thus adding a new methodological framework to the malicious website’s detection area.


[bookmark: _Toc223706468]3. Research Design and Methodology
[bookmark: _Toc223706469]3.1 Research Design
The existing study uses an experimental research design as it is based on the positivist philosophical paradigm that puts emphasis on objectivity, measurability, and hypothesis testing through systematic observation and empirical testing [25]. The type of experimental design would be suitable to this study since it would allow the quasi-experimental assessment and evaluation of multiple machine learning models when placed in similar circumstances, where any observed disparity in performance can be linked to the algorithms and feature representations instead of confounding variables [26]. The study is quantitative in nature since the main performance measurements are numerical results of the calculation experiments.
The general method of the research is similar to the experimental methodology provided by Creswell and Creswell [25], in which the researcher controls independent variables (i.e., various ML algorithms and sets of features) and is consistent in quantifying the impact of their influence on the dependent variables (i.e., metrics of classification performance). Such a design allows performing a rigorous comparative analysis and helps to obtain reproducible findings.
[bookmark: _Toc223706470]3.2 Research Methods and Materials
[bookmark: _Toc223706471]3.2.1 Methods
The research methodology used in this study is quantitative research design because the research objectives will focus on numerical measurements and comparison of the performance of machine learning models [25]. By the nature of the research questions, the quantitative approach is justified by the fact that it demands the possibility of measuring the outcomes and objective benchmarks. This research strategy will be based on an experimental approach, in which, several ML classifiers are trained, validated and tested on benchmark datasets on controlled conditions.
The knowledge process involves a number of consecutive steps, which are taken in the experimental procedure. During the data preprocessing stage, the datasets obtained will be cleaned, normalised, and balanced with the help of the Synthetic Minority Over-sampling Technique (SMOTE) so that the problem of the lack of balance in the classes was considered [15]. A comprehensive set of features will be designed in the feature extraction stage to cover four sets of features which include lexical features (URL length, number of special characters, number of subdomains, number of digits per letter), domain-based features (domain age, WHOIS registered domain, presence of DNS properties), content-based features (presence of forms, presence of, frames, external links), and HTML/JavaScript-based features (number of scripts, analysis of a meta tag, redirect chains) [8][9].
At the model development stage, five classification algorithms will be used and compared with each other: Random Forest and XGBoost and Gradient Boosting and Support Vector Machine (SVM) and hybrid stacking ensemble of the forecasts of the base classifiers with the help of a meta-learner based on Logistic Regression [21]. The process of hyperparameter optimisation will involve grid search cross-validation that would be 5-fold stratified to get the best parameters to each model [19]. During the explainability integration phase, SHAP analysis and LIME analysis will be used on the most successful models to produce lists of feature importance and personalized predictions descriptions [24].
The evaluation methodology follows an 80:20 train-test split, 5-fold stratified cross-validation which is used in the training stage to guarantee the evaluation of a robust model. Accuracy, precision, recall, F1-score and ROC-AUC will be used to measure performance and statistical significance testing will be done to prove that there is a statistically significant difference in the performance of a model [26]. The outcomes will be compared to the current state-of-the-art methods that are reported in the literature.
[bookmark: _Toc223706472]3.2.2 Materials
Data Sources and Collection: In this study, publicly available benchmark datasets will be used and these are frequently used in the malicious URL detection literature. The main data will be Malicious Phish Dataset provided by Kaggle that consists of more than 600 thousand labelled URLs that are divided into four classes: benign, phishing, malware and defacing [23]. Furthermore, as a secondary validation dataset, the UCI Phishing Websites Data set that consists of 30 features of websites to classify them binary will be used [18]. It is explained by the fact that the cross-dataset generalisability should be assessed with the help of several datasets, which is one of the gaps in the extant literature that has been discovered as essential [14]. Both datasets are publicly accessible and lack personal identifiable information, so they eliminate ethical issues regarding the privacy of data. This research does not involve any human subjects and all the data collection rules the ethical principles in computational research.
Software and Tools: Python version 3.10 will be used as a main programming language in the implementation with the usage of developed libraries such as scikit-learn to implement classical ML model, XGBoost to use gradient boosting, SHAP and LIME to use explainable models, Pandas and NumPy to work with data, and Matplotlib and Seaborn to work with data analysis [24]. In analysing the live URLs where relevant, the Beautiful Soup and Requests libraries of HTML parsing and analysis response by way of the HTTP will be used to extract features. Google Colab Pro will serve as the development environment where the access to the computationally intensive models training will be made possible with the use of the computing resources that are gpu accelerated. Every code and experimental setup shall be recorded in a bid to guarantee reproducibility.
Hardware Requirements: The computational experiments will be performed in Google Colab Pro that allows using either NVIDIA Tesla T4 or V100 with up to 16 GB of GPU memory and 25 GB of system RAM to train and evaluate ensemble ML models using the chosen datasets.


[bookmark: _Toc223706473]4. Expected Outcomes
According to the suggested methodology, a number of results are expected. To begin with, it is anticipated that the hybrid stacking ensemble classifier will show better classification capabilities as opposed to the individual base classifiers and this fact is backed by the previous works that have shown that stacking structures always excel over single model designs [23]. Second, it is expected that the multi-dimensional feature extraction pipeline will give it a more comprehensive representation compared to the single-category feature representation approach, and that Gradient Boosting and XGBoost would show some of the best results thereof [9][19].
Third, SHAP and LIME analysis will show that IP addresses in hostnames, abnormal URL length, suspicious subdomain organization, and the lack of HTTPS are the most significant predictors of malicious classification [24]. The insights into interpretability will be transferred into the scholarly knowledge and practical implementation.
Speaking of limitations, the framework can experience difficulties connected to the qualitative relevance of training data, as practicing fraudulent site techniques is also developing fast. The dependency on publicly available sets can incorporate biases in selection that does not represent malicious URLs in the real world. Moreover, it may have the practical limitation of the computational cost of training many ensemble models with a broad search of hyperparameters.
[bookmark: _Toc223706474]5. Timeline
The schedule of the proposed project is as the following table shows, which indicates the key activities and milestones within the framework of an eight-month period between April and November 2026. The timeline is structured such that it gives time to the iterative refinement process and allocates time to each stage of the research process.
	Task / Phase
	Apr
	May
	Jun
	Jul
	Aug
	Sep
	Oct
	Nov

	Literature Review & Refinement
	✓
	✓
	
	
	
	
	
	

	Dataset Collection & Preprocessing
	
	✓
	✓
	
	
	
	
	

	Feature Engineering & Extraction
	
	
	✓
	✓
	
	
	
	

	Model Development & Training
	
	
	
	✓
	✓
	
	
	

	Hyperparameter Optimisation
	
	
	
	
	✓
	✓
	
	

	XAI Integration (SHAP/LIME)
	
	
	
	
	
	✓
	✓
	

	Evaluation & Benchmarking
	
	
	
	
	
	
	✓
	

	Dissertation Writing & Review
	
	
	
	
	
	✓
	✓
	✓

	Final Submission
	
	
	
	
	
	
	
	✓



The project is scheduled to end with literature review done by the end of May 2026, the provision of a fully processed dataset, with engineered features, at the middle of July 2026, the completion of all model training and optimisation by the end of September 2026, and the final submission of the dissertation by November 2026.
[bookmark: _Toc223706475]6. Overall Presentation
This research proposal has been formatted in a manner that is in line with the assessment guidelines in the ACFA7004, thus making it to have a logical flow through identification of the research context and problem to the suggested methodology and proposed results. The proposal follows traditional academic guidelines such as regular IEEE citation, reasonable alignment and logical structure of the organised content befitting postgraduate scholarship.
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