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1. INTRODUCTION

t a July 25, 2018 summit in Finland, Russian

President Vladimir Putin gave President Donald

Trump an Adidas “smart” soccer ball.? President

Trump smiled, accepted the ball, and posed for
several photographs holding the gift, before throw-
ing it to an aide in the audience. Several observers,
however, immediately raised security and privacy
concerns related to the ball, arguing it could poten-
tially be used in a cyberattack or to spy on the presi-
dent or United States. U.S. Sen. Lindsey Graham
(R-S.C.) tweeted, “[IIf it were me, I'd check the
soccer ball for listening devices and never allow it
in the White House.”

Bloomberg reported on July 25 that the ball did,
in fact, “contain[] a chip with a tiny antenna that
transmits [information] to nearby [cell]phones.”
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The chip, which is located under a logo on the ball
reading “near-field communication tag,” is a com-
mon feature of the Adidas “AG” ball. It allows users
to access videos, games, and other content by plac-
ing their mobile phone near the ball.

Bloomberg reporter Vernon Silver suggested in
his July 25 article that the chip could, potentially,
“be programmed to initiate [a cyberattack] on a
[mobile] phone,” citing a 2015 Forbes report that an
engineer had used a similar chip to send a nearby
Android phone a request to open a link that would
install a malicious file that takes over the phone.’
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Linus Neumann, a spokesman for German hacker
collective Chaos Computer Club, however, told
Bloomberg that “such a multi-stepped [cyber]attack
[was] unlikely.”® Silver also noted that it “couldn’t be
determined from the photos [of the event and ball]
whether the chip might have been removed, replaced
with actual spy gear, or, even more remotely, whether
the entire ball itself was fabricated for the event and
only resembled the Adidas model in question.” The
Hill noted on July 25 that the ball went through a
security screening, a routine procedure for all gifts
given to the president.’

Nevertheless, the Adidas soccer ball high-
lighted concerns often raised by numerous other
“smart” or Internet-connected devices that are part
of the Internet of Things (IoT). The Federal Trade
Commission (FTC) defines the IoT as “devices or
sensors—other than computers, smartphones, or
tablets—that connect, communicate or transmit
information with or between each other through the
Internet.”® These devices or sensors are most com-
monly sold commercially to consumers but are also
sold and used in “business-to-business contexts.” The
IoT market is generally divided into nine segments,
including Industrial IoT, Retail, Smart Utilities &
Energy, Healthcare, Smart Cities, Connected Homes,
Wearables, Connected Cars, and Personal Health.!°

In the first half of 2018, experts predicted that the
[oT would continue to grow rapidly.!' IBM predicted
that the number of [oT devices would grow to over
11 billion in 2018 and will increasingly incorporate
Acrtificial Intelligence (Al), potentially making IoT
devices “smarter” and “more productive,” according
to Forbes on Jan. 4, 2018.12 A July 2018 report from
GrowthEnabler indicated that the IoT is expected to
reach $457.29 billion globally by 2020, up from $157
billion in 2016.5 The study predicted that the num-
ber of IoT network connections will reach 27 billion
by 2025, growing by 16 percent each year.'*

A separate study by Gartner, a global research and
advisory firm, predicted that by 2020, IoT technol-
ogy will be found in 95 percent of electronics for new
product designs.!” Juniper Research predicted that due
to the continued proliferation of IoT devices, security
spending worldwide on the IoT will increase to $6 bil-
lion in 2023, an increase of 300 percent from 2018.1¢
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Experts, however, warn that as the IoT contin-
ues to grow, so too do the privacy and security con-
cerns involving IoT devices, with regulatory efforts
by the federal government still lagging behind.!?
Nevertheless, the FTC, the Food and Drug
Administration (FDA), the National Institute of
Standards and Technology (NIST), and U.S. Congress
each took actions throughout 2017 and 2018 in an
attempt to address some of these concerns.

This article first addresses the privacy and secu-
rity concerns associated with the IoT, primarily
related to “smart” TVs, “smart” cities, and medical
devices, or the Internet of Medical Things (IoMT),
as well as a new form of domestic abuse in which
abusers use IoT devices to target or harass their cur-
rent or former partners. Second, this article examines
some of the regulatory actions contemplated by the
federal government, including the FTC, FDA, NIST,
and the House of Representatives. Finally, this article
concludes by arguing that the federal government’s
attempts to regulate the [oT raise more questions than
they answer, including what is driving the regulation
in the first place, as well as how regulatory efforts will
be impacted by international frameworks and stan-
dards, such as the European Union’s (EU) General
Data Protection Regulation (GDPR).

Il. SECURITY AND PRIVACY
ISSUES AND CONCERNS RAISED
BY THE INTERNET OF THINGS

For several years, IoT observers and stakehold-
ers have raised privacy and security concerns related
to loT devices.'® The primary privacy concern of loT
devices is that they directly collect sensitive informa-
tion, including financial account numbers, health
information, precise geolocation, and more.!” Experts
have identified two particular types of “extremely sen-
sitive” personal data, including health data and data
collected from children’s toys.?

The primary security concern of the IoT is the
susceptibility of devices to cyberattacks, such as the
May 2017 WannaCry attack?’! and the October 2016
Distributed Denial of Service (DDoS) attacks? that
targeted the [0T.? A ransomware attack occurs when
hackers infect a computer with a virus, allowing them
to encrypt the computer’s data and make it inacces-
sible to the user(s).?* The hackers then demand a
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ransom to decrypt the data and delete the files if the
user(s) fail to pay the ransom within a certain amount
of time.”> A DDoS attack “is an attempt to make an
online service unavailable by overwhelming it with
traffic from multiple sources.”?® The cybercriminal
begins by exploiting the vulnerability of just one
device, making it the “master,” which then identifies
and targets other vulnerable devices, networks, and
systems.?’

In 2018, new areas of security and privacy con-
cerns, however, have arisen, including “smart” TVs
and cities, as well as medical devices. Additionally,
several observers noted that [oT devices were begin-
ning to be used more frequently in a new form of
domestic abuse in which abusers target and harass
their partners or former partners by changing the
settings of a smart thermostat, playing bursts of loud
music through “virtual assistant” devices, and chang-
ing the lighting throughout their home, among other
actions.

A. “SMART” TELEVISIONS

“Smart” TVs, which were owned by 45 percent of
U.S. households in 2017,% are [oT devices raising par-
ticular privacy and security concerns. On July 5, 2018,
The New York Times published an article by business
reporter Sapna Maheshwari titled “How Smart TVs
in Millions of U.S. Homes Track More Than What's
On Tonight.”” Maheshwari described how Internet
and data companies “have harnessed new technology
to immediately identify what people are watching on
internet-connected TVs, then using that information
to send targeted advertisements to other devices in
their homes.” She wrote that marketers “have eagerly
embraced such practices,” but that they have raised
concerns and scrutiny from regulators and privacy
advocates.*®

Maheshwari provided the example of Samba TV,
one of the largest companies worldwide that tracks
viewer information in order to personalize viewing
recommendations. According to a spokesperson, the
company “collected viewing data from 13.5 million
smart TVs in the United States, and it has raised
$40 million in venture funding.”! Samba TV does so
through “Samba Interactive TV,” a service that pro-
vides special offers and recommends television shows
after consumers select an “enable button.”*?
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Maheshwari, however, noted that the button
“does not detail how much information Samba TV
collects to make those recommendations.” She fur-
ther asserted that consumers “couldn’t read [Samba
TV’s terms of service and privacy policy] unless they
went online or clicked through to another screen on
the TV.” Maheshwari added, “The privacy policy,
which provided more details about the information
collected through the software, was more than 4,000
words, and the terms exceeded 6,500 words.”?*

The service collects “nearly everything that
appears on the TV on a second-by-second basis,
essentially reading pixels to identify network shows
and ads,” and allows advertisers to base their tar-
geting depending on whether a consumer watched
conservative or liberal media outlets, for example.
Additionally, the service identifies a consumer’s other
IoT devices that share the same Internet connection
as the smart TV.%

Samba TV claimed that it adheres to the Federal
Trade Commission’s (FTC) privacy guidelines, argu-
ing that it does not directly sell consumers’ data to
third parties, but instead allows advertisers to pay to
direct ads to other IoT devices in a consumer’s home.?
Several observers, however, raised concerns about the
company’s approach. In an interview with The New
York Times, Justin Brookman, director of consumer
privacy and technology policy at Consumers Union,
an advocacy group, argued that smart TV compa-
nies should be more transparent for consumers.’” “It’s
still not intuitive that the box maker or the software
embedded by the box maker is going to be doing this,”
he said. “I'd like to see companies do a better job of
making that clear and explaining the value proposi-

tion to consumers.”3®

On July 18, 2018, Techdirt called the smart TV
industry “the poster child for dismal privacy, transpar-
encyl, and] security standards.”” Karl Bode wrote that
smart TV vendors “have been among the laziest sec-
tors around in terms of making sure private consumer
data is adequately encrypted, and that consumers
understand that their viewing habits and even some
in-room conversations are being hoovered up and
monetized, usually sloppily.”#

Jonathan Mayer, an assistant professor of computer
science and public affairs at Princeton University, said
in an interview with Maheshwari that smart TV com-
panies “aren’t subject to the stricter rules and regula-
tions regarding viewing data that have traditionally
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applied to cable companies,” leading to “this rise of
weird ways to figure out what someone’s watching.”#!
He added that “as long as [smart TV companies are]
truthful to consumers, even if you make it really hard
to exercise choices or don’t offer choices at all, you
probably don’t have much of a legal issue” under FTC
regulations.*

In a Jan. 11, 2018 commentary, Ryan Barrett,
the vice president of security and privacy at business
cloud email provider Intermedia, argued that smart
TVs also raise privacy and security concerns for small
and mid-sized businesses.*’ “The potential risk is even
greater for businesses that bring [oT devices into their
companies. Consumers might get creeped out to think
about their personal devices monitoring them and lis-
tening to their conversations, but businesses aren’t
really thinking about the risks from this perspective,”
he wrote. “[T]hese businesses are utilizing things such
as smart TVs. Often smart TVs are connected to a
Wi-Fi network to display analytics and statistics, but
you’d be surprised at how often those TVs are con-
necting back to their manufacturers to gather adver-
tising information and your usage statistics.” Barrett
continued, “Some of the new TVs have webcams
on them with incorporated microphones. And then
there are cameras in the lobby. All this private busi-
ness data about when and where people are coming
and going and what they are doing is being recorded
in the cloud, protected only by a password.”#

On July 12, 2018, U.S. Sens. Edward ]. Markey
(D-Mass.) and Richard Blumenthal (D-Conn.) sent
a letter to FTC Chairman Joseph Simons requesting
that the agency “launch an investigation into the
privacy policies and practices of smart TV manufac-
turers,” citing Maheshwari’s July 5 New York Times
story.® The senators also cited Samba TV’s practices
and wrote, “Regrettably, smart TV users may not be
aware of the extent to which their televisions are
collecting sensitive information about their view-
ing habits.” The letter continued, “Televisions have
entered a new era, but that does not mean that users’
sensitive information no longer deserves protec-
tion. The content consumers watch is private, and
it should not be assumed that customers want com-
panies to track and use information on their viewing
habits.”#¢

Sens. Markey and Blumenthal provided recom-
mendations for how smart TV companies should
handle consumers’ data, including that “[a]ny entity
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collecting and using sensitive information should
comprehensively and concisely detail who will have
access to that data, how that data will be used, and
what steps will be taken to protect that information.”
The letter added, “Users should be given the oppor-
tunity to affirmatively consent to the collection and
use of their sensitive information, while still having
access to the core functions of smart TV technology.”
The senators concluded, “In light of the recent reports
... we respectfully request that the FTC continue its
efforts on smart TVs and launch an investigation
into the privacy policies and practices of smart TV
manufacturers.”

Maheshwari noted that Samba TV is not the only
company within the smart TV industry to use contro-
versial practices. On Feb. 6, 2017, smart TV manufac-
turer Vizio Inc., which owns its own data arm, Inscape,
agreed to pay $2.2 million to settle a case with the
FTC and the New Jersey Attorney General’s Office.*
In its February 2014 complaint, the FTC stated that
Vizio’s smart TVs had a “Smart Interactivity” feature,
which “enables program offers and suggestions.”* The
FTC, however, contended that the company failed to
inform consumers that the feature enabled the collec-
tion of their viewing data.”®

In December 2017, The New York Times reported
that a start-up called Alphonso, another competitor
of Samba TV that collects TV-viewing data for adver-
tisers, had used gaming apps to gain access to smart-
phone microphones and listen for audio signals in TV
ads and shows.’! The article stated that “these apps,
once downloaded onto a smartphone, have the abil-
ity to keep tabs on the viewing habits of their users
— some of whom may be children — even when the

games aren’t being played.”?

B. “SMART” CITIES

“Smart” cities have also raised security and pri-
vacy concerns. On Aug. 8, 2018, The WorldPost, a
partnership between the Berggruen Institute and
The Washington Post, reported that in October 2017,
a Google-affiliated company called Sidewalk Labs
(Sidewalk) announced its plans to build “the world’s
first neighborhood ‘from the Internet up’ on 12 acres
of the Toronto waterfront.” The company’s stated
goal was to “make urban life more streamlined, eco-
nomical and green by infusing cities with sensors and

G
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data analytics.” Sidewalk also planned, for example,
to “build an ‘advanced microgrid’ to power electric
cars, design ‘mixed-use’ spaces to bring down housing
costs, employ ‘sensor-enabled waste separation’ to aid
recycling and use data to improve public services.”>

The WorldPost noted that technological innova-
tion had already “far outpaced lawmakers’ ability to
establish the rules of the road” including related to
the IoT. “Smart” cities, however, take privacy and
security concerns a step further.”®> The commentary
read, “[S]o far, the virtual world has been something
we opt into — giving up various rights in the terms of
service agreements we hastily click closed — and can
opt out of if we so choose. It’s one thing to willingly
install Alexa in your home. It’s another when publicly
owned infrastructure — streets, bridges, parks and pla-
zas — is Alexa, so to speak. There’s no opting out of
public space, or government services.” The commen-
tary added, “Who will own the data streaming from
sensors in every park bench, lamppost and dumpster
in Quayside? No one at Sidewalk Labs, nor in local
government, has given a straight answer to that ques-
tion yet.”

In an Aug. 3, 2018, Information Age commen-
tary, editor Nick Ismail contended that smart cities
will present new “responsibilities to ensure critical
components have the right failsafes, recovery and
continuity plans so that specific components within a
future smart city do not go down, affecting thousands
of people at a time.”7 Ismail cited a 2018 study by
ISACA, a business technology professional associa-
tion, which found that “only 15 [percent] of respon-
dents consider cities to be most equipped to contend

with smart infrastructure cyberattacks.”>®

C. MEDICAL DEVICES

In 2018, medical devices, or the Internet of
Medical Things (IoMT), also continued to raise sig-
nificant privacy and security concerns.”” In a June
5, 2018, commentary, Seth Fortin, an associate in
Seyfarth Shaw LLP’s Litigation Department, wrote
that [oMT devices pose several security risks, includ-
ing vulnerabilities in implanted devices — pace-
makers, defibrillators, neurostimulators, and insulin
pumps — which “pose the most obvious risk to
patient safety.”® He argued that hackers may be able
to “directly subvert the functions of the device[s].”!
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Fortin, however, also wrote that there are less
obvious risks associated with the IoMT, including that
a hacker may steal “identities or credentials, especially
as implanted devices that effectively act as personal
identifiers become more common.” He added that
in the near future, “it may even be possible to derive
locational and activity data from implanted devices,
just as it is presently possible to do so with wearable
devices like fitness trackers.”®? A July 3, 2018 Net
News Ledger commentary noted that cyberattacks are
not the only potential risks to IoMT devices, but also
accidents, natural disasters, device malfunctions, and
disruptions of networks.®’

A Feb. 1, 2018 commentary by CSO, which pro-
vides “security decision-makers and users with the
critical information [regarding] . . . criminal cyber-
attacks,” contended that [oMT devices are particu-
larly vulnerable to security issues because they are
“not designed with security in mind — either for the
devices or the data they collect.”®* The commentary
further contended that “due to the critical nature of
how they are used, IoMT devices can be difficult to
patch and perform maintenance on.” The commen-
tary explained that “[i]f a medical device is performing
a life-saving function, there can be no downtime for
IT teams to update the firmware or implement soft-
ware patches, if those things are even possible. This
means that IoMT devices often continue to operate
with known vulnerabilities that can be exploited by
cybercriminals as an entry point to the network.”

A Jan. 26, 2018 commentary by Healthcare
Business Today provided additional reasons IoMT
devices are particularly vulnerable to cyberattacks
and other vulnerabilities, including that they “don’t
always have simplified mechanisms to distribute or
receive security-related updates and patches when a
new vulnerability is discovered” and that they “are
often programmed to access private and sensitive
information stored on hospital networks. Unsecured
endpoints and applications can act as an easy entry-
way into the broader network when compromised.”®
Additionally, the commentary noted that device
manufactures, unlike healthcare providers, “are not
typically bound by [Health Insurance Portability
and Accountability Act (HIPAA)] regulations that
require features to secure the protected healthcare
information (PHI) of patients.”®

The CSO commentary therefore concluded that
healthcare institutions “must focus on threat detection
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as much as they do threat prevention” because cyber-
attacks of IoMT devices “are increasingly frequent
and sophisticated.”®” One proposed solution to [oMT
vulnerabilities is network segmentation, meaning that
when a threat is detected within a network, it is iso-
lated to a single location, protecting other parts of the
network.%

Others suggest continued development of arti-
ficial intelligence (Al) and automation as a possible
solution to IoMT cybersecurity concerns. CSO con-
tended that the use of “[aJutomated responsel[s] based
on actionable intelligence can minimize the interval
between the detonation of malware and its mitigation
— thereby successfully stopping a compromised loMT
device from accessing areas of the network where data
is stored.”® Healthcare Business Today argued that “[s]
ecurity needs to be able to operate at digital speeds,
which means automating security responses and com-
prehensively applying intelligence combined with
self-learning technologies so that networks can make
effective and autonomous decisions.””

D. DOMESTIC ABUSE

In the first half of 2018, the IoT raised new secu-
rity and privacy concerns after Internet-connected
devices were used by abusers to target and harass their
current or former partners.”! On June 23, 2018, The
New York Times interviewed more than 30 domestic
abuse survivors, their lawyers, shelter workers, and
emergency responders, who described experiences in
which “Internet-connected locks, speakers, thermo-
stats, lights[,] and cameras that ha[d] been marketed as
the newest conveniences [were] now also being used
as a means for harassment, monitoring, revengel[,]
and control.”” Reporter Nellie Bowles, who wrote
the article titled “Thermostats, Locks and Lights:
Digital Tools of Domestic Abuse,” asserted that “[a]
busers — using apps on their smartphones, which are
connected to the internet-enabled devices — would
remotely control everyday objects in the home, some-
times to watch and listen, other times to scare or show
power.” She continued, “Even after a partner had left
the home, the devices often stayed and continued to
be used to intimidate and confuse.””

According to Bowles, these experiences “were
often aggravated by a lack of knowledge about how
smart technology works, how much power the other
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person had over the devices, how to legally deal with
the behavior[,] and how to make it stop.”?

In a July 1, 2018 opinion piece for The Guardian,
John Naughton, a professor of the public understanding
of technology at the Open University, described how
abusers target their current or former partners using loT
devices.” “What has been less obvious until now is that
it doesn’t have to be a hacker who can control ‘your’
home devices,” he wrote. “It could be a former partner,
a jilted lover, a stalker, a former lodger or just someone
you know who has a grievance. None of these will have
to hack into your system, because they know the pass-
word — and in most cases you won’t have changed it
after they left.” Naughton added, “The people who are
particularly at risk are survivors of domestic abuse.. . .
The perpetrators not only spy on their ex-partners, but
can cause havoc with bursts of music, sudden changes
in lighting or temperature and other attempts at intimi-
dation,” citing Bowles’ article.?

On July 6, 2018, Gizmodo reported that a
research team at University College London had
published a resource list for victims of such instances
of domestic abuse.”” The university’s Gender and
Internet of Things (G-loT) team, together with
the London Violence Against Women and Girls
(VAWG) Consortium, Privacy International, and the
PETRAS IoT Research Hub, published the six-page
document, which provided resources for “Internet of
Things-Specific Advice.” One such resource was the
blog “Technology Safety” managed by the National
Network to End Domestic Violence (NNEDV),
which “published dedicated information to assist in
a better understanding of IoT in domestic violence
cases.”” Another resource was Access Now, a digital
rights non-profit with a 24/7 digital security hotline.
The document also provided several resources con-
cerning digital security for women and for children.”

Accompanying the resource list was a guide
describing “[hJow internet-connected devices can
affect victims of gender-based domestic and sexual
violence and abuse.”® The guide also outlined com-
mon loT devices and their functionalities.®! Gizmodo
wrote that the guide and resource list “[are] a crucial
toolkit for those aiming to reestablish freedom from
abusive partners, and the material included proves
that a major step toward that liberation is digital lit-
eracy and secure and trustworthy support online.”%

In a July 11, 2018 commentary for the
“Malwarebytes Labs” blog, former director of research

5
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at FaceTime Security Labs Christopher Boyd pro-
vided several potential ways in which domestic abuse
survivors, experts, advocates, and others can “at least
gain a foothold against domestic attackers.”® First,
Boyd recommended that survivors “keep a record” of
when the abuser targets them using IoT devices. “If
you can build up a picture of every time the heating
becomes unbearable, or the lights go into overdrive,
or alarms start buzzing, this is valuable data for law
enforcement,” he wrote.%*

Second, Boyd pointed out that IoT devices often
“keep detailed statistics of use,” which survivors can
use as additional evidence to match with their per-
sonal records. Third, Boyd suggested that advocacy
groups “pop in and see if there’s anything you could
do to help pass on useful information.. . . The more
we share with each other, the more we can support
abused partners to overcome their situations.”®

Finally, Boyd provided several recommendations
regarding the devices themselves, including “scrub-
bing” existing devices and changing passwords. Boyd
also suggested that because “it’s impossible to say for
sure that everything has been technologically exor-
cised,” individuals should consider “trash[ing] all
pieces of tech” in the case of potential abuse.

In a July 2, 2018 Engadget article, senior editor
Nicole Lee also provided some potential solutions,
including that survivors can reset their loT devices to
factory settings, especially for devices that are “diffi-
cult to remove[,] like a connected doorbell or a smart
thermostat.”®” Ruth Patrick, the CEO of WomenSV, a
Silicon Valley domestic violence program, told Lee that
survivors should go “as low tech as possible,” such as
“using a pad and paper to take notes, getting a flip phone
instead of a smartphone[,] and checking their belongings
for trackers like RFID tags and Bluetooth fobs.”®

Lee, however, wrote that there is not an easy solu-
tion for domestic abuse through the IoT.*” “On the
surface, this seems like a relatively straightforward
problem to solve: Just change your password or unplug
the devices, right? Except the issue here is two-fold.
Not only are the devices sometimes solely controlled
by the abuser, but oftentimes making these changes
will result in even worse abuse, especially if the cou-
ple is still living together,” she wrote. “Asking these
victims to stop using the devices is like telling them
to just leave their abuser; these situations are usually
much more complex, and the victims could be putting
their lives in danger by doing either.”
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Boyd wrote that the problem is “a tough nut to
crack” and there is “no quick fix” because “a lot of
security pros are only just starting to understand this
type of digitized assault, as well as the best ways to
go about combatting it.” Thus, he argued that “we all
need to up our game in technology circles and see what
we can do to take this loT-enabled horror show out of
action before it spirals out of control.” He added, “As
IoT continues to integrate itself into people’s day-to-
day existence, in ways that can’t easily be ripped out
afterwards, the potential for massive harm to the most
vulnerable members of society is staring us in the face.
We absolutely must rise to the challenge.”!

1l. U.S. GOVERNMENT
REGULATION OF THE INTERNET
OF THINGS

Amidst the growing privacy and security concerns
related to the IoT, the federal government, including
the Federal Trade Commission (FTC), the Food and
Drug Administration (FDA), the National Institute
of Standards and Technology (NIST), and the U.S.
House of Representatives, took different actions
regarding regulation and research of IoT devices.”

A. FEDERAL TRADE COMMISSION

On June 15, 2018, the FTC’s Bureau of Consumer
Protection (BCP) filed comments” with the U.S.
Consumer Product Safety Commission (CPSC),
which had published a notice of public hearing and
request for written comments (notice) in the Federal
Register regarding potential “Consumer Product
Hazards” of [oT devices.”* Observers noted that the
FTC’s comments, which called on IoT companies
to take reasonable steps to protect privacy, security,
and safety of [oT devices, were consistent with the
agency’s past approaches to privacy and security more
generally.

In 2013, the FTC held a workshop, titled
“The Internet of Things: Privacy and Security in a
Connected World,” during which panelists from the
federal government, industry, and consumer groups
discussed several issues related to IoT.” In January
2015, the FTC filed a report based on the discussions
at the workshop, detailing both the benefits and risks
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of the [0T.? The FTC called the IoT a “priority” and
provided several best practices for businesses to pro-
tect consumers’ privacy and security.”?

Since the publication of the report, the FTC has
taken several actions related to the loT. In January
2017, the agency launched a contest “seeking tools
to help consumers protect the security of their [I0T]
devices.” In 2016 and 2017, the FTC reached settle-
ments with several companies in loT-related cases,
including ASUSTeK Computer Inc. (ASUS), D-Link
Systems, Inc. (D-Link), Lenovo Group Ltd. (Lenovo),
Vizio Inc. (Vizio), and VTech.”

On March 27, 2018, the CPSC published a
notice of public hearing and request for written com-
ments (notice) regarding the IoT and “Consumer
Product Hazards.”!® The notice first announced that
the CPSC was holding a public hearing on May 16,
2018, in order to “receive information from all inter-
ested parties about potential safety issues and haz-
ards associated with internet-connected consumer
products. The information received from the public
hearing will be used to inform future Commission risk
management work.”!°!

Second, the notice discussed why the hearing was
necessary, including that although the IoT “holds the
promise of many benefits to consumers[,] . . . internet
connectivity is also capable of introducing a poten-
tial for harm (a hazard) where none existed before
the connection was established.” The CPSC primar-
ily focused on hazards including “[flire, burn, shock,
tripping or falling, laceration, contusion, and chemi-
cal exposure,” but acknowledged that there were also
“personal data security and privacy concerns.”!?2

Finally, the CPSC listed several questions for
which it was seeking comment, including “How can
CPSC educate consumers on the proper use of loT-
connected devices?” and “Are there ways CPSC can
collaborate with other federal agencies to address
potential safety hazards related to IoT?"1%

On May 16, the CPSC held the public hearing,
which included 13 diverse stakeholders, including
from consumer and trade organizations representa-
tives, a university professor, researchers, and oth-
ers.'® A May 23, 2018 “All About Advertising Law”
blog post reported that the participants discussed the
privacy issues related to the IoT, as well as current
regulations, legal ramifications, and liability issues
associated with the IoT.!® The consumer activists
described the hazards related to the IoT as “urgent”
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and called on the CPSC to “provide a certification
process for [oT devices and stronger mandatory regu-
lations for manufacturers that incorporate software
technologies into their products,” emphasizing an
“industry-led approach.”1%

On June 15, 2018, in response to the
CPSC’s notice, the BCP filed comments with the
Commission.'?” First, the Bureau agreed with the
CPSC that the [oT “offers enormous benefits to con-
sumers — including many products that offer safety
benefits,” such as medical devices that track health
data in order to inform patients’ treatment.!® The
BCP also recognized that “IoT devices themselves are
a hazard,” including the potential to cause fires, burns,
shocks, chemical exposure, and other hazards.!%

Second, the BCP stated that although it acknowl-
edged that the CPSC was not focused on “personal
data security or privacy implications of loT devices,”
the “security risks associated with loT devices may
implicate broader safety concerns, not just privacy.”!'°
The Bureau provided the example of a criminal, who,
by hacking a connected-home network, could “not
only collect information about consumers who live in
the house, but also could activate or deactivate home
security devices, potentially causing threats to per-
sonal safety.”

The BCP further contended that the 10T causes
several technology and data-related hazards, including
“loss of a critical safety function, loss of connectivity,
or degradation of data integrity.” The agency provided
the example of a car’s braking system failing when it
is infected with malware.!"! The agency also cited
the Mirai botnet in 2016, which was “composed of
[oT devices, such as IP cameras and routers, infected
with malicious software . . . to engage in a distributed
denial of service (‘DDoS’) attack of unprotected resi-
dential building management systems in Finland.”!!?
Thus, the BCP concluded that a “company setting up
a program to address security risks on its IoT device
should take measures to secure that device from hack-

ers, for both privacy and safety issues.”'!3

Third, the BCP argued that “[rlequiring loT
devices to have perfect security would deter the devel-
opment of devices that provide consumers with the
safety and other benefits” and acknowledged that it
“does not expect perfect security.”!'* Instead, the
Bureau proposed requiring loT companies to take
“reasonable steps to secure them from unauthorized
access.”!1

5
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Finally, the BCP specifically addressed several
of the CPSC’s questions, including “What is the
appropriate role of government in promoting loT
safety?” The BCP stated that although its staff “does
not take a position on whether or not the CPSC
should implement regulations relating to IoT device
hazards,” it recommended that the Commission be
“technology-neutral and sufficiently flexible so that
[the CPSC’s approach] does not become obsolete as

116 The agency also contended

technology changes.
that there is “no onesize fits all” approach to securing
IoT devices.

The BCP further commented that the CPSC
“should . . .

sumers with information to better evaluate the safety

improve transparency and provide con-

and security of their [oT products.” Such an approach
create “an enforcement backstop” by allowing the
FTC “to use its authority . . . to take action against
companies that misrepresent their security practices
in their certifications.”!!’?

In a June 22, 2018 National Law Review article,
Keller and Heckman LLP partner Sheila A. Millar
argued that the FTC’s comment was consistent with
its past approach in its 2015 guidance and report.!'®
Millar also emphasized the need for government agen-
cies to work together, including the FTC and CPSC,
contending that “[because] the FTC and other agen-
cies have years of expertise and jurisdiction over
privacy and data security, it will be important for
agencies to coordinate and collaborate, focusing on
their respective areas of expertise. The FTC is the lead

agency on information security.”!*

Wiley Rein LLP associate Kathleen E. Scott and
partner Megan L. Brown agreed in a June 15, 2018
commentary.'?® “With so much activity focused on
the nascent IoT market, regulators need to work to
coordinate their efforts and avoid chilling innovation
through unnecessary work and duplication of efforts,”
they wrote. Scott and Brown noted that Wiley
Rein had filed comments to the CPSC on behalf
of the U.S. Chamber of Commerce’s Technology
Engagement Center and its Institute for Legal
Reform, which urged the Commission to “coordinate
with other agencies — including the FTC, [National
Institute of Standards and Technology (NIST),] and
[National Telecommunications
Administration (NTIA)] — to address [oT concerns
with a light-touch approach that enables innovation

and Information

and creativity.”!?!
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B. FOOD AND DRUG ADMINISTRATION

On Aug. 29, 2017, the FDA announced that it
had approved a firmware!?? update for implantable
cardiac pacemakers manufactured by St. Jude Medical,
Inc., which was acquired by pharmaceutical company
Abbott Laboratories in 2017.12 The devices, which
provide pacing for slow or irregular heart rhythms,
had “cybersecurity vulnerabilities,” creating “the risk
of patient harm” if exploited.

The FDA found that the vulnerabilities poten-
tially allowed an unauthorized user to access a patient’s
device using commercially available equipment. The
individual could then “modify programming com-
mands to the implanted pacemaker, which could
result in patient harm from rapid battery depletion or
administration of inappropriate pacing.”'%*

Although there were “no known reports of patient
harm related to the cybersecurity vulnerabilities in the
465,000 (US) implanted devices impacted,” St. Jude
Medical developed a firmware update as a “corrective
action (recall) for all of [the affected] devices.” The
update required any device attempting to communi-
cate with the pacemaker first provide authorization.!?’

The FDA stated that the growth of IoMT has
meant that “[m]any medical devices — including
[the] implantable cardiac pacemakers — contain
configurable embedded computer systems that can be
vulnerable to cybersecurity intrusions and exploits.”!20
The administration continued, “As medical devices
become increasingly interconnected via the Internet,
hospital networks, other medical devices, and smart-
phones, there is an increased risk of exploitation of
cybersecurity vulnerabilities, some of which could
affect how a medical device operates.”'?” The FDA
concluded by stating that it would “continue its work
with manufacturers and health care delivery organi-
zations — as well as security researchers and other
government agencies — to develop and implement
solutions to address cybersecurity issues throughout a
device’s total product lifecycle.”

C. NATIONAL INSTITUTE OF STANDARDS
AND TECHNOLOGY

The National of Standards and
Technology (NIST), a non-regulatory agency of
the U.S. Department of Commerce, also took steps

Institute
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in 2018 to address security and privacy concerns
related to the IoT.!® In February 2018, an “Internet
of Things (IoT) Task Group” (Task Group) created
by NIST’s Interagency International Cybersecurity
Standardization Working Group (Working Group)
released a draft report on IoT cybersecurity standards,
titled “Interagency Report on Status of International
Cybersecurity Standardization for the Internet of
Things (IoT)” (report).'” The 187-page document,
in order to inform IoT stakeholders about security
standards of IoT devices, provided a definition of the
[0T, as well as listed and described areas in which IoT
technology has been applied and utilized; core areas
and standards of cybersecurity; and cybersecurity
objectives, risks, and threats related to IoT devices
and networks.!

The purpose of the Working Group, which
was established in December 2015, was to “coordi-
nate on major issues in international cybersecurity
standardization and thereby enhance U.S. federal
agency participation in international cybersecurity
standardization.”’3! The Working Group determined
that there must be “coordinat[ion] across the U.S.
government and working with the . .
tor” in order to have effective U.S. government par-
ticipation in international efforts to regulate the [oT.
As a result, on April 25, 2017, the Working Group
established the IoT Task Group “to determine the
current state of international cybersecurity standards

. private sec-

development for IoT,” which led to the February
2018 report.'3?

The report stated that “loT security and resil-
iency are critical” to “reap the substantial benefits and
to minimize the potentially significant risks.” Second,
the Task Group noted that the report’s intended audi-
ence was both the government and the public with
the purpose of “inform[ing] and enabl[ing] policymak-
ers, managers, and standards participants as they seek
timely development of and use of such standards in
[oT components, systems, and services.”!?

Third, the report acknowledged that “[t]here
can be confusion around the meaning of the term
‘Internet of Things’ for a variety of reasons,” including
that the technology is rapidly changing and that there
are multiple stakeholders connected to the IoT. Thus,
the report brought together “common elements” of
several “high-level definitions and descriptions of
[0T,” and concluded that the IoT consists of two fun-

damental concepts:
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e 0T components are connected by a network
providing the potential for a many-to-many
relationship between components (this network
capability may or may not be TCP/IP based)

e [Slome of the IoT components have sensors and
actuators that allow the components to interact
with the physical world."*

Fourth, the report described five areas in which
[oT technology has been applied and utilized, includ-
ing (1) connected vehicles,** (2) consumer [oT,3¢ (3)
health IoT and medical devices,?? (4) smart build-
ings,”® and (5) smart manufacturing."”® The Task
Group asserted that each area raised separate secu-
rity concerns, including consumer loT where “proper
implementation of security within consumer loT soft-
ware, firmware, and hardware is often a neglected and
overlooked priority.”14°

For example, the report stated that consumers “may
not be aware of the far-reaching security vulnerabilities
introduced by something as innocuous as connecting a
smart LED bulb to the[ir] home network.” If consumer
IoT device, however, were to become compromised, it
could “be[come] a gateway into the broader network.
IoT threats could spread through networks and the
Internet. By infecting a device and infiltrating one
network, the threat can spread to an entirely separate
network just by being in wireless range of another loT
device.” Thus, the Task Group recommended that “the
increased popularity and acceptance by the consumer
must be weighed against the security risks inherent to
every device attached to a network.”'#!

Fifth, the report described 11 cybersecurity core
areas, providing several examples of relevant stan-
dards for each. One such area was “cryptographic
techniques,” such as encryption, which are meant to
provide confidentiality, trust-worthy data platforms,
and more. Another area was network security, which
provides “security requirements and guidelines on
processes and methods for the secure management,
operation[,] and use of information, information net-
works, and their inter-connections.”!**

Sixth, the report described three cybersecurity
objectives related to the IoT:

e Confidentiality: Preserving authorized restric-
tions on information access and disclosure,
including means for protecting personal privacy
and proprietary information;

e
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e Integrity: Guarding against improper information
modification or destruction, and includes ensur-
ing information non-repudiation and authentic-
ity; and

®  Availability: Ensuring timely and reliable access
to and use of information.'®

The report provided risks'# and threats'® for
each of the five IoT technology application areas,
using the three objectives as a framework.

Finally, the report applied the cybersecurity core
areas as possible solutions for 0T security, looking at
the impacts, benefits, and limitations of each. The
report also analyzed the status of cybersecurity stan-
dards worldwide, including discussing several “possible
gaps,” such as network security standards that “may
require updates and/or new standards will be needed
to address IoT networks that have the potential for
spontaneous connections.”'* The report concluded
that “[g]iven how the pace of IT innovation is mag-
nitudes faster than the pace of development of sup-
porting standards, it is critical to be forward thinking
about cybersecurity needs in the future operational
environment,” including the cybersecurity core areas
and objectives discussed throughout the report.'#

D. U.S. HOUSE OF REPRESENTATIVES

In June 2018, two bills were introduced in the
U.S. House of Representatives related to the [oT.143
On June 7, 2018, Rep. Robert E. Latta (R-Ohio) intro-
duced H.R. 6032, the “State of Modern Application,
Research, and Trends of [oT Act” or “SMART loT
Act,” which requires the Secretary of Commerce to
“conduct a study on the state of the [U.S. IoT] indus-
try.”'* On June 26, Rep. Barbara Comstock (R-Va.)
introduced H.R. 6229, titled “National Institute
of Standards and Technology Reauthorization Act
of 2018,” which included two sections expanding
IoT research conducted by the National Institute
of Standards and Technology (NIST), including
to address questions related to security and privacy
concerns.!®®

The SMART IoT Act requires that the Secretary
of Commerce “conduct a study on the state of the
internet-connected devices industry . . . in the United
States” and submit a report to Congress.””! The bill
first states that the Department of Commerce shall
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“develop and conduct a survey of the internet-con-
nected devices industry through outreach to par-
ticipating entities.” The results of the survey would
include a “list of the industry sectors that develop
internet-connected devices” and a “list of public-
private partnerships focused on promoting the adop-
tion and use of internet-connected devices, as well as
industry-based bodies, including international bodies,
which have developed, or are developing, manda-
tory or voluntary standards for internet-connected
devices.” The survey results would also include “the
status of the industry-based mandatory or voluntary
standards,” as well as a “description of the ways enti-
ties or industry sectors develop, use, or promote the
use of internet-connected devices.”!>?

Second, H.R. 6032 requires that the Department
of Commerce “develop a comprehensive list of Federal
agencies with jurisdiction over the entities and
industry sectors” found in the survey. Additionally,
the Department would need to “identify all inter-
agency activities that are taking place among the
Federal agencies” and describe their “jurisdiction and
expertise.”!>

Finally, the bill requires the Department of
Commerce’s study to “identify all regulations, guide-
lines, mandatory standards, voluntary standards, and
other policies implemented by each of the Federal
agencies . . . as well as all guidelines, mandatory stan-
dards, voluntary standards, and other policies imple-
mented by industry-based bodies.”!>*

Rep. Latta called H.R. 6032 “an important first step
and foundation for future policy on IoT issues” during
the mark-up session for the bill."> He added, “We have
heard from many stakeholders working on these impor-
tant issues that because IoT is increasingly becoming
ubiquitous, it is very difficult to know who is doing what
— both in the federal government and in the private
sector.. . . A lack of collaboration and dialogue presents
the problem of creating unnecessary barriers to innova-
tion — something we cannot afford to do if we want to
unleash the power of [oT in the United States.”!*

Latta also described several potential benefits of
the bill. “At the federal level, this will help promote
interagency discussions and help avoid conflicting or
duplicative obligations or requirements that may slow
innovation and progress,” he said. “At the industry
level, this will help innovators and businesses know
how entities are developing, using and promoting use
of IoT solutions. It will also highlight industry-based
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efforts to self-regulate and provide industry with a one-
stop-shop for a compilation of industry-based stan-
dards — both ones already in effect and those currently
being developed.”’*” Latta added, “The SMART IloT

Act is a critical first step to future loT policy efforts.”!>8

In a May 23, 2018 commentary, Wiley Rein LLP
law clerk Paul Coyle and partners Megan L. Brown and
Shawn H. Chang wrote that the SMART IoT Act has
“broad bipartisan support within the Subcommittee
on Digital Commerce and Consumer Protection” and
that “House Leadership may look to pass this bill as
a refreshing bipartisan achievement.”’ They also
called the legislation a “thoughtful step[] toward a
comprehensive federal IoT strategy that will promote
the growing IoT sector.”160

On June 26, 2018, Rep. Comstock introduced
H.R. 6229, which authorizes the U.S. Secretary of
Commerce to provide $1,198,500,000 for the NIST
for the fiscal year 2018.1' Additionally, the bill
requires that the Department of Commerce “enhance
and expand the [NIST’s] guidance and assistance to
Federal agencies . . . by providing technical guidance
and education and training of . . . agency staff respon-
sible for cybersecurity, consultative services, and other
assistance at such agencies.”!®

Section 4(c) of H.R. 6229 particularly applies to
the [oT. It proposes “expand[ing] the fundamental and
applied research carried out by [NIST] to address key
questions relating [to] the measurement of privacy,
security, and vulnerability of software tools and com-
munications networks, including through . . . invest-
ment in programs to prepare the United States with
strong cybersecurity and encryption technologies to
apply to emerging technologies such as . . . the inter-
net of things.”'®3

Section 7 is titled “Internet of Things” and pro-
vides that the Secretary of Commerce “shall continue
to conduct research with respect to and support the
expanded connectivity, interoperability, and security
of interconnected systems and other aspects of the
internet of things” in four ways.!** First, the NIST
would research the “development of . . . new tools and
methodologies for cybersecurity of the [loT].” Second,
the Institute would continue conducting research
related to the “development of technologies to address
network congestion and device interference, such as

. internet of things protocols.” Third, the NIST
would be required to “conven[e] experts in the public
and private sectors to develop recommendations for
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accelerating the adoption of sound interoperability
standards, guidelines, and best practices for the [[0T].”
Finally, the NIST would research the “development
and publication of new cybersecurity tools, encryp-
tion methods, and best practices for internet of things
security.”

In a statement, Rep. Comstock described why
H.R. 6229 was necessary, including the portions
related to the [oT. “These investments in research and
development will address the growing cybersecurity
threats that harm our federal agencies and infrastruc-
ture and help reduce the cyber risks that are growing
more frequent by the day,” she wrote.'®®

1IV. CONCLUSION

Throughout 2017 and 2018, the federal gov-
ernment, including the Federal Trade Commission
(FTC), the Food and Drug Administration (FDA),
the National Institute of Standards and Technology
(NIST), and U.S. Congress, considered several reg-
ulatory actions related to the loT. Although these
efforts were intended to address security and privacy
concerns related to IoT devices, they raised new ques-
tions regarding the regulation of “smart” technology.

First, the federal government’s actions came
as private sector companies began taking their own
self-regulatory actions related to the IoT!% in order
to address consumers’ concerns and expectations, as
well as to increase trust and accountability between
brands and consumers.!” As some experts have
pointed out, consumers, however, seem increasingly
willing to trade data privacy and security for conve-
nience,'®® raising questions about whether pressure
from consumers to regulate the loT even exists. If
not, what is driving the federal government’s push for
increased regulation? Is it for political reasons with
the November 2018 midterm elections approaching?
Is it potential Fourth Amendment concerns arising
from the 10T, specifically government or law enforce-
ment surveillance?

The second major question is whether new stan-
dards will conflict with international frameworks
related to data privacy, including the European
Union’s (EU) General Data Protection Regulation
(GDPR).'® The EU formally adopted the GDPR on
April 27, 2016, creating new responsibilities and obli-
gations for data controllers and processors to protect

N
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EU citizens’ personal data and expand their privacy
rights.!”® The framework, which took effect on May
25, 2018,'" has a broad territorial scope, applying
to U.S.-based companies, even if they do not have
offices or employees in the EU.'"? As a result, even
if a company attempts to comply with the U.S. fed-
eral government’s new regulatory measures, it may not
meet the criteria of the GDPR, leading to potential
fines and reputational damage for the company.!” If
the U.S. government intends to continue its sectoral
approach to data privacy and security,!™ it will con-
flict with the EU’s omnibus approach to privacy,!”
potentially raising more questions and concerns than
its regulatory efforts solve.
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televisions), door locks, door openers, and smart lightbulbs.
Wearables for consumer use, such as smart wristwear and smart
fabrics, as well as implants, for applications such as consumer
health or identification, are also part of the consumer loT. Smart
phones are often serving as the human user interface for these
components, as are smart home assistants.”).

Id. (“In the healthcare sector, health [oT gathers, transmits and
analyzes data derived from sources such as electronic health
records (EHR) containing personally identifiable information
(PII), personal health records (PHR), patient generated health
data, and other machine-generated healthcare data. Health IoT
will support services like such as real-time monitoring, medication
compliance, and imaging.”).

Id. (“[S]mart building technologies. . . help its occupants work
comfortably, while improving energy efficiency and achieving
various sustainability goals as mandated by the government.
The various technology components, as implemented, form an
integrated automated environmentl[.]”).

Id. (“Smart manufacturing environments will leverage enterprise-
wide integration of data, technology, advanced manufacturing
capabilities, and cloud and other services with new business mod-
els.. . . However, strategies are still needed to comprehensively
address security challenges brought about by this new industrial
revolution, as these opportunities are revolutionizing attack
capabilities as well.”).

Id.
Id.
Id.
Id.

Id. (“For the purposes of this Report, risk is a measure of the
extent to which an entity is threatened by a potential cir-
cumstance or event, and is typically a function of: (i) the
adverse impacts (both inherent and residual) that would arise
if the circumstance or event occurs; and (ii) the likelihood of
occurrence.”).

Id. (“A threat is any circumstance or event with the potential to
adversely impact organizational operations (including mission,
functions, image, or reputation), organizational assets, individuals,
other organizations, or the Nation through an information system
via unauthorized access, destruction, disclosure, or modification of
information, and/or denial of service.”).

Id.
Id.
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