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Cybercrime is criminal activity which includes a computer, a networked device or a network. Rouse (2019) describes that despite the majority of cybercrime being committed with the aim of generating profit, some cybercrimes are committed against computers or devices with the aim of damaging or disabling them, as well as the use of computers in order to spread malware, prohibited information or images. According to the Crown Prosecution Service (2019), cybercrime is an overall term used as a description for two connected, but different criminal offences. These are; cyber- dependant crimes, those that can be carried only through the use of ICT, where the technology is not only the tool for committing the offence, but also its target. Such offences can include developing computer malware for financial gain or hacking in order to steal, destroy or distort data. The second type of cybercrime is cyber-enabled crime. This is when traditional crimes can be increased by scale or reach using computers or other types of ICT, examples including fraud or data theft.

Masters (2020) writes how romance fraud happens when a victim believes that they have met a potential romantic partner online however, the criminal is using a false profile in order to develop the fraudulent relationship with the victim in order to steal funds or information. Instances of romance fraud typically occur through dating and social media platforms such as Facebook or gaming sites. The use of gaming sites by fraudsters is explained by Paul (2020) who writes that an online game, Scrabble Go has been used by men in order to defraud women. The fraudsters use this media to begin conversations in order to gain trust and fake affection with the aim of moving the conversation to other forms of social media, including WhatsApp. This claim is supported by the UK Finance website (2020) who state that 70% of online daters used text or WhatsApp messages with another person prior to meeting, while 54% performed a search on social media. It is also stated that 21% of people online dating reveal that they have been asked for money or have provided money to someone that they have met online. Based on the statistics provided, one could argue that criminals would prefer to converse with potential scam victims on social media apps such as WhatsApp due to their preference amongst those looking for romance. Typically, the fraudster will gain the victims confidence over several weeks or months encouraging the victim to believe that they are in serious romantic relationship, whereas the fraudsters actual aim is to access funds or personal information. Masters (2020) also adds how the current COVID-19 pandemic and consequent lockdowns have increased many people’s feelings of loneliness and isolation which as a result, has made many people look to online sites in order to find love and friendship. Masters (2020) provides an example of how fraudsters have lied about requiring medical treatment, urgent travel costs or funds in order to keep a false company running. 

Due to the use of the internet in order to carry offences of this nature, it is feasible for criminals in one area to target victims across the world. Cross and Dragiewicz (2018) write how romance fraud has serious repercussions on thousands of people, worldwide each year. In 2016, in the United Kingdom, 3,889 victims reported cases of fraud totalling £39 million to Action Fraud, as well as 15,000 people reporting losses greater than $230 million to the FBI’s Internet Crime Complaint Centre. Both Canada and Australia each reported total losses of `$21 million from 831 victims and $25.5 million from 1,017 victims respectively. An example of the individual effect of romance fraud is described Dermody (2020) where a Welsh woman in her 40s dated a man for 2 years through video chat, with the man using computer graphic to develop a fake face when speaking. The man had defrauded the women out of over £6,000, funded through loans taken out by the victims. Only after receiving communication containing obviously fake documents did the women realise that she had been scammed. Dermody (2020) adds that fraudsters share ‘sucker lists’ containing information in order to target vulnerable victims. Detective Inspector Nick Bellamy quotes how “It’s huge. I don’t think it’s a crime that were going to investigate our way out of or certainly arrest our way out of it”. Bellamy continues by explaining that fraud is theft with a trick and that the police want to ensure that people are able to notice this.
The Coronavirus pandemic has seen cases of romance fraud increase significantly. Jacques (2020) explains how cases of romance fraud peaked at greater that 600 per month between June and august of 2020, indicating that people may have started to communicate with romance fraudsters during the lockdown caused by the pandemic. Jacques (2020) also states that from August 2019 and August 2020, reports to Action Fraud regarding romance fraud in the United Kingdom averaged over 400 losses per month totalling £66,335,239. This equates to a loss of over £10,000 per victim on average. The Police, as well as other organisations are running multi-agency campaigns in order to educate and prevent cases of romance fraud. Jacques (2020) quotes Detective Chief Superintendent Alex Rothwell from City of London Police, who states that romance fraud is a detrimental offence than can impact the victims, both emotionally and financially. Criminals are able to impersonate people, and spend hours researching people, especially when the offence is romance fraud. Diana Fawcett, from the Independent Charity Victim Support, believes that romance fraud victims usually blame themselves however, it is crucial to understand that fraud of this nature is a very sophisticated offence and almost anyone can be a victim. Many Victims also feel that not only has money been lost, but also the chance of a genuine and loving relationship that they believed they had (Jacques, 2020). Skidmore and Ramm (2018) explain the difficulty experienced by the police when tackling romance fraud. While it is evident that for such a sophisticated offence like fraud, that it is impossible for the police to detect the majority of offenders, enforcement against these criminals remains crucial. Judged by typical criminal justice outcomes, police performance at pursuing fraudsters is poor. The serious majority of fraud reports fail to result in conviction. Despite 3.2 million cases of fraud estimated to have occurred in 2017-18, only 638,882 cases were recorded by the police and industry bodies. In addition to this, for every crime reported, only one in thirteen is allocated for investigation and during the same time, 8,313 cases resulted in either a charge or caution, making up only 3% of amount reported. Skidmore and Ramm (2018) also add that investigations of fraud take more time than the majority of other criminal cases. On average, the length of time from reporting the incident to charging for fraud was 514 days, as opposed to only 50 days for theft. Despite this, court data reveals that the number of charges for fraud offences that makes it to the criminal courts has slowly risen over the previous three years, with 1,212 convictions in March 2017 compared to 774 in April 2014. 

The investigation of cyber related crimes more complex for the police, compared to more traditional offences such as robbery or murder. Bennett (2018) argues that the police are unable to approach cyber- crime in the same way as traditional offences and only those with specialist training can be effective in tackling it. Speed is crucial when investigating any offence involving computers and by learning cyber basics, such as encryption and computer imagine, officers with cyber training are able to protect vital data in a computers cache. A cache can contain internet history and activity log, both of which can be used as evidence in a trail. Bennett (2018) explains how one scenario included a suspect who had been carrying out fraudulent activities in order to fund a gambling habit. The fraudster had used remote access Trojans in order to infiltrate his work network, then launched a Denial of Service in order to remove any links to him. The Police must work fast to determine the best response to the offence. This may include network scanning for hidden devices, or collecting digital evidence as support for prosecution. 
To summarise, the use of technology has been seriously exploited by criminals in order to target many vulnerable people in society. This can be evidently be seen when discussing the act of romance fraud. It could also be argued that due to the 2020 Coronavirus Pandemic, there has been an increase of frauds of this nature due to government lockdown and the increased sense of isolation and loneliness, as supported by Garside (2020) who states that Dyfed- Powys Police reported a considerable increase in romance fraud during the Pandemic, and that fraudsters have been taking advantage of people’s loneliness during the lockdowns. The developed use of technology by criminals has also been followed the development of technology by the police and other agencies. Unlike traditional offences, the police must work even harder to investigate cyber-crimes due to the simplicity in which criminals are able to remove evidence, especially the longer it is left. This has resulted in more police forces training officers in how to fight this sort of crime as well as collaborations with other cyber-crime organisations.
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