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1. [bookmark: _Hlk128737616]Abstract
This document provides comprehensive instructions for configuring and constructing various virtual machines, setting up network settings on these virtual machines, and establishing an Active Directory. The instructions are supported by several screenshots to demonstrate the successful completion of each task.



2. [bookmark: _Toc128999868]Introduction
The aim of this report is to provide comprehensive documentation on potential issues that may arise during the project completion process. It will document the various actions taken while carrying out different tasks so that another team can refer to it in the future. The report will also include screenshots of virtual machines to provide evidence of completion and display the time at which tasks were performed.


3. [bookmark: _Toc128999869]Part 1: Practical Work – Teamwork
a. [bookmark: _Toc128999870]Setting up a Virtual Machine
[image: Text
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[bookmark: _Toc128990081]Figure 1
In this screenshot you can see that the application virtual box is opened and the virtual machine file has been imported into the application, a virtual machine can be set up manually by using an ISO but in this case, it's a pre-configured virtual machine.
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[bookmark: _Toc128990082]Figure 2
In this screenshot, it shows the menu in which a user would use to import the virtual machine into the virtual box itself. 
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[bookmark: _Toc128990083]Figure 3
In this screenshot, the menu displays different settings that have been changed by someone else and it's asking the user if they would like to make any changes.


b. [bookmark: _Toc128999871]Setting up Server 1
[image: ]
[bookmark: _Toc128990084]Figure 4
In this screenshot, a user has visited the university Microsoft Azure page which contains all different kinds of software that is accessible to students but in this case, the user is searching for a Windows Server ISO and at the bottom of the screen you.
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[bookmark: _Toc128990085]Figure 5
In this screenshot, the user has started creating the Server 1 virtual machine which also requires the user to import the Windows Server ISO to be able to correctly configure the virtual machine.
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[bookmark: _Toc128990086]Figure 6
In this screenshot the user is now allocating computer resources to the virtual machine, it’s important to allocate the correct amount of computer resources otherwise the virtual machine may not start or may run poorly.
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[bookmark: _Toc128990087]Figure 7
In this screenshot, the user has successfully imported the Windows Server ISO into VirtualBox and now it has booted and started setting up the operating system for use.
c. [bookmark: _Toc128999872]Configuring Network Settings for the Virtual Machine
[image: A screenshot of a computer
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[bookmark: _Toc128990088]Figure 8
In this screenshot, the user has configured the network services in the virtual machine settings on VirtualBox which allows them to configure which network adapter can access the internet and which adapters can’t access the internet.
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[bookmark: _Toc128990089]Figure 9
The same steps were repeated for Server2, as two servers and two clients needed to be created. The user then proceeded to ping the private net from the server to the client by creating network adapters.
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[bookmark: _Toc128990090]Figure 10
To achieve this, the user turned on the firewall for all the virtual PCs by accessing the control panel, selecting settings, and navigating to the firewall option. The virtual PCs were then restarted to save the changes made.

[image: ]
[bookmark: _Toc128990091]Figure 11
After completing the installation process and configuring the networking settings of the server, the user accessed the control panel and right clicked on the Windows icon to navigate to the Network Connections tab. The two local networks were renamed P
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[bookmark: _Toc128990092]Figure 12
The same steps were repeated for Server2, as two servers and two clients needed to be created. The user then proceeded to ping the private net from the server to the client by creating network adapters.


d. [bookmark: _Toc128999873]Configuring Server1 and PC1
[image: ]
[bookmark: _Toc128990093]Figure 13
This screenshot demonstrates that server 1 and PC are connected because a ping between both PC’s have been successful. After starting the server and client, the user used the ping command to test the connection. In the command prompt, the user typed "pi


e. [bookmark: _Toc128999874]Setting up an Active Directory
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[bookmark: _Toc128990094]Figure 14
This screenshot shows the user changing the name of the computer to make it easier to recognise which PC is which.
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[bookmark: _Toc128990095]Figure 15
This screenshot shows the user that has completed the installation of adding the roles and features, the user added the Active Domain feature which allows the installation to be completed properly.
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[bookmark: _Toc128990096]Figure 16
After installing the roles and configuration then this screen will pop up which demonstrates that the rules and features have been set up correctly.
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[bookmark: _Toc128990097]Figure 17
In this screenshot, it shows the admin adding a user to the local domain in which they can control certain aspects of the computer.
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[bookmark: _Toc128990098]Figure 18
This screenshot shows all the users that are connected to the local domain including the admins and the guest who is called “John Doe” with his initials JD which is easily identifiable. 
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[bookmark: _Toc128990099]Figure 19
This screenshot shows the admin configuring a user's timetable in which they can log in at certain times of the day or limit their access at certain times of the day because it can be a security risk if a user had access 24/7.
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[bookmark: _Toc128990100]Figure 20
This screenshot is related to the last screenshot which shows the admin configuring the security features for an account in which the admin has turned on the feature “password never expires” and “user cannot change password” which is great for security.
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[bookmark: _Toc128990101]Figure 21
The final screenshot shows that all the features have been configured and the guest has now been added to the domain in which the admin has control over the user's computer settings.


4. [bookmark: _Toc128999875]Part 2: Observational Tasks/ Work – Individual Task
a. [bookmark: _Toc128999876]Justification for Type 2 Hypervisors and Comparison to Type 1 Hypervisors: Benefits and Drawbacks
Hypervisors, also known as virtual machine monitors, are software programs that allow multiple virtual machines to run on a single physical machine [1]. There are two types of hypervisors: Type 1 and Type 2.

i. [bookmark: _Toc128999877]Type 1 hypervisor
Type 1 hypervisors, also known as bare-metal hypervisors, operate directly on the physical hardware of the computer, including the CPU, memory, and storage. They replace the need for a host operating system, as they interact with the hardware directly [2].
	Pros:
	Cons:

	· High Performance: Type-1 hypervisors can provide excellent performance as they operate directly on the underlying physical hardware, without the added overhead of an additional layer of an operating system. This makes them ideal for use in enterprise environments [3].
· Enhanced Security: Type-1 hypervisors are highly secure as they run directly on the hardware, without an underlying operating system. This significantly reduces the attack surface for potential malicious actors and ensures that each virtual machine is isolated from any malicious software activity [3].
	· A Type 1 hypervisor often needs a separate management machine to administer different VMs and control the host hardware [2].




ii. [bookmark: _Toc128999878]Type 2 hypervisor
A Type 2 hypervisor operates as software within an operating system that runs on the physical hardware. This type of hypervisor is commonly utilized on personal computers to enable users to run multiple operating systems, such as Windows and Linux, on the same device [4].
	Pros:
	Cons:

	· A Type 2 hypervisor enables quick and easy access to an alternative guest OS alongside the primary one running on the host system. This makes it great for end-user productivity [2]. 
	· A Type 2 hypervisor must access computing, memory, and network resources via the host OS, which has primary access to the physical machine. This introduces latency issues, affecting performance [2]. 



b. [bookmark: _Toc128999879]Dynamic Host Configuration Protocol (DHCP) Explanation, Functioning, and Importance
Dynamic Host Configuration Protocol (DHCP) is a network protocol that automatically assigns IP addresses, subnet masks, and other network configuration parameters to devices on a network [5]. DHCP is important because it simplifies network administration by automating the IP address assignment process [5].
DHCP works by using a DHCP server to manage IP address allocation. When a device joins a network, it sends a broadcast message requesting an IP address. The DHCP server responds to the request by assigning an IP address from its pool of available addresses and providing the device with other network configuration parameters [6].
DHCP also allows for dynamic IP address allocation, which means that IP addresses are assigned for a limited time period. This helps prevent IP address conflicts and ensures that all devices on the network have unique IP addresses [6].

c. [bookmark: _Toc128999880]Active Directory (AD) Technology 
Active Directory (AD) is a Microsoft technology that provides a centralized location for managing network resources, including users, computers, and other network objects. AD is important because it simplifies network administration and improves security by providing a centralized location for managing access to network resources [7].
AD works by using a domain structure to organize network resources. A domain is a logical grouping of network resources that share a common security policy. Within a domain, AD provides authentication and authorization services, allowing users to log in and access network resources based on their permissions [7].
AD also provides a hierarchical structure for organizing network resources. The highest level in the hierarchy is the forest, which represents a collection of one or more domains. Domains are organized into trees, which are collections of domains that share a common namespace.
AD is used by many organizations to manage network resources. For example, a large corporation might use AD to manage user accounts, computer accounts, and network printers across multiple locations [7].

d. [bookmark: _Toc128999881]Comprehensive Description of Various Terminologies and their Purposes, Comparison with Other Network Operating Systems
Here are some of the terminologies and their purposes that were discussed during this worksheet. These terminologies include Ping, Server Management, Firewall, PAE/NX, and OOBE, among others. Each of these terminologies serves a specific purpose in network management and security. Understanding the functionalities of these terminologies is crucial for effectively managing and securing network devices.

1) Ping - It is a network diagnostic tool used to test the connectivity between two devices on a network. It sends a small packet of data to the target device and waits for a response to confirm whether the device is reachable or not.

2) Server Management - It refers to the process of managing and maintaining servers to ensure that they are operating efficiently, securely, and reliably. It includes tasks such as software updates, hardware maintenance, security configuration, and performance optimization.

3) Firewall - It is a network security system that monitors and controls incoming and outgoing network traffic based on predefined security rules. Its primary purpose is to block unauthorized access to a network and protect it from malicious attacks.

4) PAE/NX - It is a feature of modern CPUs that enables the operating system to access more than 4GB of physical memory. It stands for Physical Address Extension and No-Execute.

5) OOBE - It stands for Out Of Box Experience, which refers to the first-time setup process that occurs when a user starts a new device for the first time.

When it comes to comparing the operations and functionality of these terminologies with other network operating systems like Linux and Mac, it's essential to note that each system has its unique features and capabilities.

For example, the Windows Firewall in Windows Server 2019 provides robust protection against inbound and outbound network traffic. It allows administrators to create and manage firewall rules, monitor traffic, and track firewall events. On the other hand, Linux has a built-in firewall called iptables, which is highly customizable and can be used to filter and route network traffic.

Similarly, Mac has its built-in firewall called PF (Packet Filter), which is designed to provide comprehensive protection against network attacks. It also includes features such as port forwarding and network address translation.


5. [bookmark: _Toc128999882]Conclusion
This word document features a series of snapshots depicting the setup of a virtual machine, with explanatory notes accompanying each image to provide a more comprehensive overview of the ongoing process. In addition, the document discusses the various technologies employed in the project, defining each one and elucidating its function and application.



6. [bookmark: _Toc128999883]Reflection on collaborative work
At the outset of the project, the team encountered multiple obstacles while attempting to install the Windows server ISO on VirtualBox. They initially received error messages stating that the operating system was damaged, and in some instances, the ISO failed to load altogether. Following some troubleshooting, the team identified that they had been using an incorrect version of the Windows Server ISO. Subsequently, they replaced it with the correct version, which resulted in successful booting of the virtual machines. 
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