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Introduction
This research provides an overview on some of the technology utilized in cloud computing. Data was collected over the internet, using free and available sources.

Virtualization and Virtual Machines in Cloud Computing
Virtualization and Virtual Machines are core concepts that allowed for the exponential grow of cloud computing in the recent years.
	Virtualization is a process that allows a computer to share its hardware resources with multiple digitally separated environments. Each virtualized environment runs within its allocated resources, such as memory, processing power, and storage. Virtualization technology allows for creation of virtual hosts, servers, storage, networks, and network devices (switches and routers) [1]. 
Virtualization is achieved through a designated software called ‘Hypervisor’. There are two types of hypervisors, based on their residency.
Type 1 (aka ‘Bare Metal’) runs directly on the physical host’s hardware and acts as a lightweight operating system. Examples of type 1 hypervisor: Microsoft Hypervisor-V, Oracle VM Server, VMware vSphere / ESXi, Red Hat Enterprise Virtualization (RHEV) [2].
Pros and cons of Type 1 hypervisor: 
· Efficiency. Due to their direct access to the host’s hardware. This reduces latency and increases overall performance.
· Security. Hypervisor operates independently from an operating system that can be exposed to malicious actions and software. 
Due to their inherited high performance and security Type 2 hypervisors are preferred for use in commercial data centres.
Management can be an issue because a separate and dedicated machine could be needed to administer the different Virtual Machines and their underlying hardware [3]. 
Type 2. It is a specialized software that runs as an application on the host’s Operating System. Examples are Windows Virtual PC, Oracle VirtualBox, VMware Workstation [4]
Pros of Type 2 hypervisor: 
· Versatility. Multiple Virtual machines can be created on same hosts, and each can run different Operating System.
· Access.  Easy access between the different Virtual Machines, which enables sharing of files and use of software that otherwise cannot be accessed on a specific Operating System. For example, a Windows specific application can be installed on one VM and Linux specific software on another VM and data from them can be easily accessed from the host user.
Cons of Type 2 hypervisor: 
· Performance. Hardware resources are shared with the host’s OS. There might be a latency issue because these resources are accessed through the host’s OS. 
· Security. Host OS can be prone to an attack and compromised [5].

Types of virtualizations:
· Hardware virtualization – it is achieved by logical separation of the software and the hardware it runs on. Through use of a type 1 hypervisor, multiple VMs can run on a single, consolidated server, thus, reducing cost, space and energy requirements [1].
· Software virtualization - software is deployed in its own self-contained silo. This can be achieved through a virtual machine on a type 2 hypervisor or containerization. Containers are like VMs in a way that they also provide isolated virtual environment. Unlike them they do not need an operating system rather they are an independent virtual platform for running an application independently from the OS. Containers do not run their own operating system, rather they rely on the host OS. This makes them more lightweight than a VM but constrains a container to the OS it is designed for – i.e., a Windows container cannot run on Linux or MacOS and vice versa [6]. Examples of containers are Docker, AWS Fargate, Microsoft Azure Kubernetes etc. 
· Storage Virtualization – consolidation of multiple physical storage devices into a single, logically unitary device for improved performance and management [6].
· Network Virtualization – creation of virtual networks between distributed systems, logically separate from the physical network infrastructure [1]. 
· Desktop virtualization – desktop environment is stored on a remote server and can be access from any device on the network [6]. 

Another core cloud computing concept is Virtual Machines (VMs). VMs are software representation of a physical computer. Multiple VMs can run on a single physical host. Each VM has its own operating system and logically exists separately from the other VMs and even the host they run on. VMs does not have their own dedicated hardware, rather they use (borrow) resources from the host they run on. They behave as a separate computer and can be used to operate software for specific operating system (for example MacOS can run on virtual machine deployed over a Windows computer) [6]. VMs are particularly useful for working in cyber security because they provide separation from the host and thus additional security [6].   
Benefits of using virtual machines:
· Hardware optimization – multiple VMs can run on same host and thus reducing hardware expenditures. Less server may be needed, and this may reduce the company’s energy consumption [7].
· Solution to use software not designed for the host’s operating system (i.e. Windows apps on MacOS or Linux and vice versa) as well as legacy software without the need to maintain a dedicated older version of the OS [7].
· Portability – VMs can be moved between physical computers and even on premises and cloud architecture [7].
· Security – VMs can run isolated from the OS, thus enhancing security to the host. Host OS will remain intact, should the VM become infected with malicious software [7]. 
· Deployability – VMs can be easily created, started and stopped depending on the need for it [8].


Types of Cloud Services

Cloud Computing services are typically combined in 3 main categories:

1. Infrastructure As A Service (IAAS) - a type of cloud computing service that offers essential compute, storage, and networking resources on demand, on a pay-as-you-go basis [9]. In essence, it means that all the underlying network and computing hardware (servers, data storage, network devices and cabling, etc.) is being sourced from a Cloud Service Provider (CSP) and accessed via internet connection. User is responsible for the software management and configuration while CSP is responsible for the proper functioning of the hardware [10]. CSPs are building the entire data centre infrastructure and are renting it to their customers on different paying options. Each computing or network resource is offered as a separate service component and is paid for separately, based on the contract type – pay as you go, monthly or annual subscription [9]. This relieves the user from any hardware considerations, greatly reducing the actual hardware footprint of the organization.







User – Cloud Service Provider responsibilities in Infrastructure as a Service (IaaS) model    
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Benefits of IaaS:
· Cost Effectiveness – no need for big capital investment in datacentre infrastructure or maintenance cost. Pay as you go and different subscription options allow businesses (including small scale and start-ups) to have access to enterprise-class data centre capabilities without the need for the up-front investment, which, may be otherwise impossible [9]. 
· Availability – IaaS allows any business to make available its services in different regions globally. CSPs build their data centres with multiple back-up options should a local outage occurs [9]. 
· Scalability – IaaS allows for almost instant and automated scaling up or down. This is particularly useful for users that frequently experience spikes in traffic, for example, food delivery platforms.  
· Reliability – CSPs ensure that infrastructure works reliably in a better and cost-effective way, that is otherwise very challenging for a small or medium scale business.
· Business continuity – Constant availability, disaster recovery and business continuity require significant number of staff and technology. CSPs can offer and deploy multiple options, based on service level agreements with the users [9]. 
· Enhanced security – CSPs can offer better security option, both physical (for the hardware) and information (for the data and software) than could be achieved in house by most businesses [9].
· Reduced staff workload – staff focusses on the core business but not on hardware deployment and maintenance.   

2. Platform As A Service (PaaS) Platform as a service (PaaS) is a complete development and deployment environment in the cloud, with resources that enable you to deliver everything from simple cloud-based apps to sophisticated, cloud-enabled enterprise applications [11]. PaaS includes the infrastructure provided by IaaS — servers, storage, and networking—but also middleware, development tools, business intelligence (BI) services, database management systems, and more. PaaS is designed to support the complete web application lifecycle: building, testing, deploying, managing, and updating [11]. PaaS is mainly used as cloud-based shared platform for application development and management [10]. 
PaaS can be used as a development framework for cloud-based applications and can offer tools for business analytics, workflow management, security, active directory, etc [11]. 
Benefits of PaaS;
· Reduced development time – many development platforms, such as Azure App Services or AWS Beanstalk come up with built-in, pre-coded application components which greatly reduces development time needed [11]. 
· Multiplatform development – options for multi-platform (mobile, web, desktop) development is available. 
· Affordability – sophisticated development tools are available for use on different pricing schemes.
· Application lifecycle management  - PaaS provides all of the capabilities that you need to support the complete web application lifecycle: building, testing, deploying, managing, and updating within the same integrated environment [11].
· Distributed development teams – development teams is not constrained by geographical restrictions. Work can be done remotely because all the services are accessed via internet.

User – Cloud Service Provider responsibilities in Platform as a Service (PaaS) model    
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3. Software As A Service (SaaS). It is a cloud-based service delivery model. Users access and use software over the internet that is managed entirely by the service providers. Updates, bug fixing, and other maintenance is entirely off to the provider. Commonly, SaaS applications are web or mobile apps which users access through a web browser.  
SaaS applications range from free and for personal use (different email services – Gmail, Yahoo, Outlook) to sophisticated enterprise and business solutions for Customer Relationship Management (CRM), Enterprise Resource Planning (ERP). Such applications can be accessed on multiple paying options – subscription, pay-as-you-go, etc.
Benefits of SaaS:
· Access to sophisticated software. Companies and entrepreneur gain affordable (moneywise) access to highly developed, enterprise-grade software products that would be inaccessible for them otherwise [12].  
· Pay only what you use. Multiple paying options can optimise the associated cost. Cost may be flexibly arranged to meet for scaling up or down of the services used [12].
· Agentless software. SaaS applications are usually run directly from a web browser and rarely require software to be downloaded and installed on the user end devices [12]. 
· Access from any device and location. SaaS app developers make sure that they can be used over different types of computers and mobile devices. Since services are accessed over internet, they can be used on any device and location with connection to the Internet. This allows for team collaboration unimpeded by actual physical locations. Loss or damage of a physical device does not compromise data, because it is stored in the cloud [13]. 
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Cloud Computing Concepts
1. Regions. AWS and Microsoft Azure both have the concept of a ‘region’. Which is a geographical region when a cluster of data centres is deployed, usually within a latency-defined perimeter [12]. Each region, as a rule, consists of at least 3 Availability Zones. Customers can choose to deploy their services in a single or multiple regions.  

Azure Regions
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 Source: https://learn.microsoft.com/en-us/azure/reliability/availability-zones-service-support#azure-regions-with-availability-zone-support


2. Availability Zones. An Availability zone is comprised of multiple data centres clustered together. All are within a single region andwith network connectivity between them that ensures a minimal round-trip latency (Azure standard is less than 2 milliseconds) [12]. They serve the purpose of redundant storage and logical isolation of services. 
Each datacentre in any AZ has its own main and backup resources for powering, cooling, and is equipped with own and independent networking infrastructure. The purpose of such independence (even though there is an added cost) is to ensure robust service design and should one AZ becomes unavailable, all regional services are supported by the remaining zones [12]. This offers high availability and business continuity, because such physical and logical separation offers protection from any regional disaster.  AZs allow Cloud Service Providers to offer services and resources that are more highly available, fault tolerant, and scalable that can be possible from a single data centre [13]. As a standard in an AWS Region, all AZs are interconnected with high-bandwidth, low-latency networking, over fully redundant, dedicated metro fiber providing high-throughput, low-latency networking with added traffic encryption.  The network performance is sufficient to accomplish synchronous replication between AZs. Besides, disaster recovery can be offered from another region [12]. 
Applications can be partitioned between AZs. This offers solutions to any regional occurrences that may affect the services availability, i.g. power loss, severe weather related incidents (lightnings, storms, earthquakes, etc) or security breaches. AZs are physically separated over considerable distance yet connected with state-of-the-art network infrastructure [13]. 
[image: ]
Source: https://learn.microsoft.com/en-us/azure/reliability/availability-zones-service-support#azure-regions-with-availability-zone-support

3. Resource Groups.  In Azure and AWS resources can be grouped together for ease in management. Usually resources with same lifecycle and/or purpose are grouped in an RG. Both Cloud Service Providers (CSP) offer RG management tools – Resource Groups tag in Azure Portal and AWS Resource Groups Console. RGs allow for automation of tasks performed on the resources as group, rather than individually. Such tasks can be regular updates and upgrades, applying security patches, collecting, and monitoring data and etc. Resources can be redeployed between groups, and deleted as a group.  





Case study
Cost of services in Cloud computing is corresponding with the resources used. Services can be designed in a way to assure more than 99% availability. Of course, this will require more resources and higher cost. Availability options should be decided upon during the services deployment, after a cost-benefit analyses. 
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1. High Budget Scenario (no loss of services is tolerated and high availability). 
High availability will be outlined in Service Level Agreement (SLA) between the CSP and the customer. CSP will be required to maintain certain services to achieve a high availability.
Applications will be deployed in a multitier architecture with each tier covering different aspects. Each tier runs on own subsets of Virtual Machines and multiple VMs assure resilience and availability should one fails. Load balancing solutions will be employed for workload optimization between VMs in a tier. They allow for scaling out without affecting the uptime because they distribute requests between VMs.
VMs will be logically clustered in Availability Sets (AS) but deployed on physically isolated hardware nods within a datacentre for higher redundancy purpose (it will be outlined in the SLA). A set of VMs is always running ensuring the application is available during planned and unplanned downtime.  
2. Medium Budget Scenario (some compromise on loss of services and availability).
Applications are deployed on a single VM with scaling out options. These VMs can be replicated during predictable downtime events but have to be rebooted after unexpected failures. 



Security in Cloud Computing

“Cloud security is a discipline of cyber security dedicated to securing cloud computing systems” [16]. Security concerns and responsibilities are shared between the CSPs and users. CSPs rely on customer trust and employ multiple security measures to gain and maintain it, therefore, they employ and offer high level security solutions. However, many clients may opt to keep the most sensitive information on their own premises. For example – personal data, payroll information etc. it depends on the level of risk the organization is willing to take.
Goals of the Cloud Security:
· Physical security. CSPs offer high-level of physical security in their premises. This includes perimeter and fence security, access control, protection of the hardware and networking assets from unauthorized access and unexpected events, including natural disasters. Technical security measures are widely used to prevent human error and negligence [16].
· Data security.  Data is stored and transmitted using encryption techniques and barriers are emplaced between different tenants in a multi-tenant environment [16]. 
· Governance. Creating, employing and maintaining security policies. They can be offered as a solution to the client as well as being enforced on the cloud provider end. 
· Data retention and business continuity. Disaster recovery in casa of data loss. Maintaining regular back-ups and images of data and resources.  
· Legal compliance. Protecting users’ private information as it is set by different legislation and regulations. 
· Identity and Access Management. User authentication and authorization with different privilege options, enabling different levels of access to organizational data. This also includes password management and different forms of Multi-Factor Authentication (MFA) [16].
1. Authorization. It is the verification process that a user is allowed to gain access to specific level of data and/or services within a network or organization [17]. This is achieved by assigning roles to the users, each with granted specific level of access privileges. All based on their role within the organization. For example an ‘administrator’ user may have the authority to create and delete users and change network configurations, while ‘sales’ user may be granted access only to the sales department.
2. Authentication. It is the process of verifying an user credentials against the ones stored in the user database. Simplest form of authentication is username and associated password. Nowadays, a simple password is merely secure enough and authentication tools and methods have been created and widely employed, especially in sensitive environments and organizations, i.e defence industry, banking, etc.
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3. Multi-Factor Authentication (MFA). It is the process of using more than a single password for authenticating a user or its actions. This is done by using at leas one of the following:
· Information you know – a security questions and answers.
· Device you are in possession of – One-Time Password (OTP) over SMS, email link, digital or physical token, authenticator app, etc.
· Biometrics. Specific biometrics unique for the user – fingerprints, facial recognition, DNA, etc.
Choosing a authentication technique depends on the level of risk an organization is willing to take and resources available to invest in.

Conclusion
Progress in Cloud Computing offers people with malicious intent new options and is a challenge to Cyber Security. Industry evolves correspondingly and offers different solutions, updating to the growth of threats and demand for countering them.
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